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This presentation is being made by a Consumer Financial Protection 
Bureau representative on behalf of the Bureau. It does not constitute 
legal interpretation, guidance, or advice of the Consumer Financial 
Protection Bureau. Any opinions or views stated by the presenter are 
the presenter’s own and may not represent the Bureau’s views.

Disclaimer
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The inclusion of links or references to third-party sites does not 
necessarily reflect the Bureau’s endorsement of the third party, the 
views expressed on the third-party site, or products or services 
offered on the third-party site. The Bureau has not vetted these third 
parties, their content, or any products or services they may offer. 
There may be other possible entities or resources that are not listed 
that may also serve your needs.

Disclaimer
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CFPB’s mission

The Consumer Financial Protection Bureau (CFPB) is a 
21st century agency that helps consumer finance markets 
work by making rules more effective, by consistently and 
fairly enforcing those rules, and by empowering 
consumers to take more control over their economic lives.
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When you join CFPB FinEx

 Receive updates on research, tools, and webinars via e-mail

 Engage with a network of over 30,000 financial practitioners

 Discuss news, research, and best practices with more than 3,500 
practitioners on our Linked-In discussion group

 Stay up to date with 10 to 20 webinars a year

 Attend regional meetings and conferences

 Get to know CFPB presenters who can work with your organization
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https://www.consumerfinance.gov/consumer-
tools/educator-tools/adult-financial-
education/join-cfpb-finex-network/

https://www.consumerfinance.gov/consumer-tools/educator-tools/adult-financial-education/join-cfpb-finex-network/


Managing and protecting money during COVID-19

6consumerfinance.gov/coronavirus

https://www.consumerfinance.gov/coronavirus/


Online resources for practitioners
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www.consumerfinance.gov/consumer-
tools/educator-tools/

http://www.consumerfinance.gov/consumer-tools/educator-tools/


CFPB FinEx webinar info and archives

8
consumerfinance.gov/consumer-tools/educator-

tools/adult-financial-education/cfpb_finex

https://www.consumerfinance.gov/consumer-tools/educator-tools/adult-financial-education/cfpb_finex/


Key links for you

 Protecting Your Finances During the Coronavirus Pandemic: 
consumerfinance.gov/coronavirus 

 To order free, bulk copies of CFPB publications: 
http://promotions.usa.gov/cfpbpubs.html

 To sign up for the CFPB Financial Education Exchange: 
CFPB_FinEx@cfpb.gov

 To sign up for the CFPB Financial Education Discussion Group: 
linkedin.com/groups/5056623 

 CFPB Resources for Financial Educators webpage:
consumerfinance.gov/adult-financial-education
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Overview
• Understanding Recent Trends in Identity Theft

• Tips to Avoid Identity Theft

• Tools To Mitigate
What to do if identity happens 

 Other resources



IDENTITY THEFT TRENDS





Government Benefits Fraud

When imposters file a claim for 
unemployment insurance, using 
your name and personal 
information.



Government Benefits Fraud
It happened to me!  What should I do?

• Report the unemployment identity theft to the state employment benefits 
office where it occurred

• Report the fraud to your employer

• Consider freezing your credit

• Continue to monitor your credit report



Credit Card Fraud 

Credit card fraud is the unauthorized 
use of a credit or debit card, or 
similar payment tool (ACH, EFT, 
recurring charge, etc.), to 
fraudulently obtain money or 
property.



Shimming is the New Skimming

• Paper-thin device that is not visible 
from the outside the ATM

• Reads data from the chip (while 
skimmers read mag stripe data)



TIPS TO AVOID
IDENTITY THEFT



Avoid Debit/Credit Card Fraud 

• Use credit not debit, when possible

• Use ATMs inside bank (or pay cashier at gas stations), when possible

• Watch statements carefully. Report anything suspicious ASAP

• Cover the keypad when entering PIN



Avoid Identity Theft
Offline Online 

  
Empty your purse or wallet Use strong passwords 
Shred financial documents Use multifactor authentication 
Don’t give out your personal information Don’t click on suspicious links 
Keep personal information secure Keep your security software, internet 

browser, and operating system up to date. 
Watch the mail Use secure Internet connections 
Monitor accounts and review financial 
statements regularly 

Be careful using social networks or file 
sharing software 

Get your free credit report at 
www.annualcreditreport.com 

When online shopping, look for indications 
that the site is secure 

Consider a credit freeze  
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Unwanted Calls & Texts
• Register all of your telephone numbers at 

DoNotCall.gov or 1-888-382-1222

• Forward suspicious text messages to 
SPAM (7-7-2-6)

• Use the call blocking technology on your 
phone for calls and text messages



Fraud Alerts vs Credit Freezes



TOOLS TO MITIGATE
IDENTITY THEFT



Credit Report Review

• Incorrect name, address, SSN, and 
employer information

• Unknown accounts
• Unknown charges on current 

accounts
• Inquiries from companies not 

contacted

• Review and correct credit report 
information

• Close accounts thief opened
• Remove bogus charges from existing 

accounts
• If SSN misused, contact SSA
• Deal with debt collectors

Action StepsRed Flags



Report Identity Theft



Report Identity Theft

• Web-based consumer guidance
• Create Identity Theft Report and 

personal recovery plan
• Easy-to-print checklists
• Sample letters 
• FTC makes complaints available to 

law enforcement agencies 
investigating identity theft crimes



















Other Resources

Order FTC publications at

ftc.gov/bulkorder

The publications are FREE!



More Resources

Learn how to avoid identity 
theft and other scams at

consumer.ftc.gov

Sign up for our blogs at 
ftc.gov/consumeralerts



SPANISH:  ReporteFraude.ftc.gov



Questions & Discussion

Toll Free:  877-438-4338

TTY: 866-653-4261



Thank you! Identitytheft.gov
reportfraud.ftc.gov
consumer.ftc.gov



Combating scams





Scam trends

Consumer Sentinel Data Book 2020 42



2020 Fraud loss reports by age & fraud type

Consumer Sentinel Data 2020
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2020 Top fraud types by total dollars lost (ages 60 & over)

Consumer Sentinel Data 2020
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2020 Payment methods & total amount paid (ages 60 & over)

Consumer Sentinel Data 2020
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CFPB complaints by older Americans reporting fraud/scams as an issue 
(January 2018 to June 2021)

Source: CFPB Consumer Complaints 46

• 1,182 complaints by older 
Americans between 
January 2018 -June 2021

• 91% were related to a 
money transfer or service

• 85% increase from pre-
pandemic (Q4 2019) to Q2 
2021 (most recent)



CFPB complaints by Census tract

 Lower-income and communities of color are more likely to submit complaints about credit 
reporting, identity theft, and delinquent servicing

 Higher-income and majority white communities are more likely to submit complaints about 
origination and performing servicing.

 Consumers from neighborhoods with the highest share of Black residents submit the most 
complaints per resident. 

 Complaints about loan originations increased by nearly 50% over the course of 2020, driven 
largely by mortgage complaints. 
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Cyber scams



Examples of cyber scams

Online dating 
scams

Tech support 
scams

Mortgage closing 
scams Investment scams



Online dating scams



Online dating scams

Red Flags

• New love asks you to wire money 
for “emergency”

• New love asks to access your 
bank or credit card accounts

• New sweetheart asks you to open 
joint account or co-sign a loan

Safeguards

• Never send money or gifts to a 
sweetheart you haven’t met in 
person

• Limit what personal information 
(like bank or credit card accounts, 
SSNs) you share with a new love.

• Limit what personal information 
you share online and on dating 
apps





Tech support scams



Tech support scams

Red Flags

• Unsolicited call from “tech 
support” says they found a 
problem on your computer & need 
to remote in 

• Unknown pop-up appears with 
phone number to call for “tech 
support”

• Unsolicited email about 
suspended account, with link 
(which installs malware)

Safeguards

• Never give control of your 
computer to someone who calls 
you out of the blue.

• Don’t click links in unsolicited pop-
ups or emails.

• Keep anti-virus software up to 
date.





Investment scams



Investment scams

▪ Scammers may take advantage of 
your trust or inexperience 

▪ It is important to be cautious if 
you are asked to invest your 
savings



Investment scams

Red Flags

• Asks you to “act now” or “before 
it’s too late”

• Promises guaranteed high interest 
rates or “no risk” investments

• Tells you to leave everything in his 
or her care

• Refuses to tell you how he or she 
is paid 

• Asks you to put all your money in 
one type of investment

Safeguards

• Take your time and do your 
research before investing your 
money

• Check the background of a broker, 
brokerage firm, or an investment 
adviser at FINRA.org

• Interview the broker or adviser. 
Ask questions such as:
oCan I file a complaint if I have a 

problem?
oHow are you paid? 



Mortgage closing scams



Mortgage closing scams

▪ Scammers may pose as the real estate 
agent, settlement agent, legal 
representative or another trusted 
individual

▪ Scammers attempt to divert your 
closing costs and down payment into 
a fraudulent account by confirming 
or suggesting last-minute changes to 
your wiring instructions



Mortgage closing scams
Red Flags

• Someone calls or emails you and 
says you must make last-minute 
changes to your wiring 
instructions.

• Someone calls and asks you to 
verify your personal or financial 
information 

• Someone asks you to send 
financial information by email

• You receive an email with links or 
attachments that your trusted 
representatives did not tell you to 
expect

Safeguards

• Use the CFPB’s Mortgage Closing 
Checklist.

• Ahead of your mortgage closing, 
discuss in person, or by phone, the 
closing process and money 
transfer protocols with two trusted 
individuals (realtor, settlement 
agent, etc.)

• Before wiring money, always 
confirm instructions with your 
trusted representatives, either in 
person or by phone.

https://files.consumerfinance.gov/f/documents/cfpb_buying-a-house_mortgage-closing_checklist.pdf


More information and resources



▪ An awareness program 
developed in collaboration 
with the FDIC

▪ Identify scams, fraud and 
other forms of exploitation

▪ Instructor guides available 
for download  

▪ Resource guide available in 
bulk at no charge

▪ Available in English and 
Spanish

Money Smart for Older Adults

consumerfinance.gov/practitioner-resources/resources-
for-older-adults/protecting-against-fraud/

http://www.consumerfinance.gov/practitioner-resources/resources-for-older-adults/protecting-against-fraud/


Guides to help consumers make informed 
decisions

The guides cover topics 
such as:
• Reverse mortgages
• Financial advisers
• Pension lump-sum offers

The guides list important 
questions to ask and where 
to go for help.



▪ Central hub on consumerfinance.gov

▪ Resources in English and Spanish, 
Chinese, Vietnamese, Korean, Tagalog

▪ Short videos

▪ Printer-friendly PDFs for

Asian languages + MP3 audio files

consumerfinance.gov/coronavirus
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Housing portal: Rental assistance finder

consumerfinance.gov/renthelp



Housing portal: Videos in English and Spanish

▪ Visit our YouTube playlists for the latest videos.

consumerfinance.gov/es/coronavirus/asistencia-
hipotecas-y-viviendas/



Report fraud and identity theft



Contact us

Consumer Financial Protection Bureau
Office for Older Americans

Website: consumerfinance.gov/olderamericans

Email: olderamericans@cfpb.gov

https://www.consumerfinance.gov/practitioner-resources/resources-for-older-adults/
mailto:olderamericans@cfpb.gov
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