PRIVACY IMPACT ASSESSMENT—FEBRUARY 1, 2018

Home Mortgage Disclosure Act
(HMDA) Data Collection

Does the CFPB use the information
to benefit or make a determination
about an individual?

No.

What is the purpose?

Help determine whether financial institutions
are serving their communities’ housing
needs; assist public officials in distributing
public investment; assist in identifying
possible discriminatory lending patterns and
enforcing antidiscrimination statutes.

Are there controls to enforce
accountability?

Yes, all standard CFPB privacy protections
and security controls apply.

What opportunities do | have for
participation?

c!- - o
Consumer Financial
=

r Protection Bureau

Most financial institutions must collect and
report certain information about home
mortgage applications, originations, and
purchases.




Overview

The Dodd-Frank Wall Street Reformand Consumer Protection Act (“Dodd-Frank Act”), Public
Law No.111-203, Title X, established the Consumer Financial Protection Bureau (“CFPB” or
“Bureau”). The CFPB implementsand enforces federal consumer financial laws consistently to
ensure that consumers have access to markets for consumer financial productsand services, and
that such marketsare fair, transparent, and competitive.

The Home Mortgage Disclosure Act! (HMDA), which Congressenactedin1975, requires certain
financial institutionsto collect, record, report, and disclose informationabout their mortgage
lending. Regulation C implements HMDA and sets out specific requirements for the collection,
recording, reporting, and disclosure of mortgage lending information.2 The data-related
requirementsin HMDA and Regulation Cserve three primary purposes: (1) to help determine
whether financial institutions are serving their communities’ housing needs; (2) to assist public
officialsindistributing public investment to attract private investment; and (3) to assist in
identifying possible discriminatory lending patterns and enforcing antidiscrimination statutes.

The Dodd-Frank Act transferred rulemaking authority for HMDA to the Bureau, effective July
2011. Amongother changes, the Dodd-Frank Act expanded the scope of information relating to
mortgage applicationsand loans that must be compiled, maintained, and reported under
HMDA. On October 15, 2015, the Bureau issued a final rule (“2015 HMDA Rule”), which
implements the Dodd-Frank Act amendments and makes other changesto RegulationC.3

Specifically, the 2015 HMDA Rule modifies the ty pes of financial institutions subject to
Regulation C; the ty pes of transactions subject to Regulation C; the specific information that
coveredfinancial institutions are required to collect, record, and report; and the processesfor
reporting and disclosing data.*

112 U.S.C.2801-2810.

212 C.F.R.Part1003.

3See 80 Fed. Reg. 66127 (Oct. 28,2015) (final rule); 80 Fed. Reg. 69567 (Nov. 11, 2015) (correction).

4 The 2015 HMDA rule goes into effect in stages. In summary, most provisions of the 2015 HMDA rule go into effect
on January 1,2018 andapply todatacollectedin 2018 and reportedin 2019 or later years. However, an institutional
cov erage change for depository institutions was effective January 1, 2017. A new quarterly reporting requirementis
effective January 1,2020. In August 2017, the Bureau also issueda ruleamendingRegulation C to make technical
correctionsandto clarify certain requirements adopted by the Bureau’s 2015 HMDA Rule. See 82 Fed. Reg. 43088.
(Sept.13,2017). Thoseamendments also increase the threshold for collecting and reporting data about open-end
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ThisPrivacy Impact Assessmentaddresses (1) the CFPB’s receipt, processing, and use of HMDA
data from financial institutions beginning in 2018; and (2) the changes to HMDA reporting
obligations made by the 2015 HMDA Rule. Beginning January 1, 2018, covered financial
institutionswill file their HMDA data with the CFPB using the HMDA Platform, aweb-based
data submissionand edit-check system that will process HMDA data submitted by financial
institutions, and the CFPB will receive and process HMDA data on behalf of the appropriate
Federal HMDA agencies.> The CFPB will issue separate PIAsthat address the HMDA Platform
itself and the publication of loan-level HMDA data.® A System of Records Notice is not required
for the HMDA data collection, asthe dataset is not searchable by adirect personal identifier.
The information contained inthe data submitted through the HMDA Platformcomplieswiththe
Paperwork Reduction Actinaccordance with information collection Office of Management and
Budget (OMB) No. 3170-0008.

Privacy Risk Analysis

Thekey privacy risks raised by the HMDA data collectionare:

Individual Participation
Data Quality and Integrity
Data Minimization
Security

Individual Participation:

There are limited opportunities for individuals to consent to the collection of HMDA data by
financial institutions. Under Regulation C, applicants may choose whether to provide requested
information concerning ethnicity, race, and sex to financial institutions as part of their mortgage

linesof credit for a period of two years so thatfinancial institutions originating fewer than500 open-end lines of
creditin either of the precedingtwo years will not be required to begin collecting such datauntil January 1, 2020.

5 Appropriate federal agencies are member agencies of the Federal Financial Institutions Examination Council—the
Bureau, the Office of the Comptroller of the Currency, the Federal Deposit Insurance Corporation, the Board of

Gov ernors of the Federal Reserve Sy stem, and the National Credit Union Administration—as well asthe Department
of Housing and Urban Development (collectively, “Federal HMDA agencies”).

6 For more information on how the Bureau currently publishes loan-level HMDA data, see the Republicationof the
Home Mortgage Disclosure Act Public Use Dataseton consumerfinance.gov Privacy Impact Assessment, December
3, 2013 available at http://www.consumerfinance.gov /privacy/privacy-impact-assessments/.
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application.” Regulation C providesthat, if an applicant declines to provide this informationfor
an applicationtakenin person, the lender must collect the applicant’s ethnicity, race, and sex on
the basis of visual observation or surname.

Beginning in 2018, Regulation C requiresfinancial institutions also to record whether ethnicity,
race, or sex informationwas collected on the basis of visual observation or surname when an
applicationis takenin personand the applicantdoes not provide the information. If an
applicantdeclinesto provide the informationfor anapplication taken by mail or telephone oron
the internet, the lender does not collect the information or report the information to regulators.

Once an applicationis received by acovered financial institution, individual applicants and
borrowers cannotdecline to have the financial institution file their information to the Bureau.
Covered financial institutions, which includes certain banks, savings associations, credit unions,
and for-profit nondepository mortgage lending institutions, are required under HMDA to
submit informationto the Federal HMDA agencies about mortgage applicationsand loans that
covered financial institutions originate or purchase, including informationabout applicantsand
borrowers, suchasrace, ethnicity, sex, annual income (rounded to nearest thousand), and,
beginning in 2019, the applicant’sor borrower’s age, the credit score relied on, the reasons any
applicationwas denied, and other information. 8

The fact that the Federal HMDA agencies do not collect HMDA datadirectly fromapplicants
and borrowers, and that the Bureau collects HMDA data on behalf of other appropriate federal
agencies, createsarisk that applicants and borrowers are not aware of the data collection.
However, the existence of both HMDA and Regulation C provide notice to the public that
financial institutionswill report dataabout mortgage applications and originationsto the
Federal HMDA agencies.

Moreover, covered financial institutions are required to inform mortgage loan applicants that
federal law requiresthat the lenders ask applicants for the ethnicity, race, and sex of the
applicant to monitor compliance with federal statutes that prohibit lenders fromdiscriminating
against applicantson these bases.

7Beginningin 2018, Regulation C will require lenders to permit applicantsand borrowers to self-identify using
disaggregated ethnic and racial categories.

8 Ageand credit scoreare new data points under the 2015 HMDA Rule. These data will be collected beginningin 2018
and firstreported to Federal HMDA agencies, including the CFPB, in 2019.
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Data Quality and Integrity: Because the Bureau relies on the financial institution to
provide accurate data, it does not independently verify that the datais accurate upon
submission. However, the HMDA Platform is expected to increase the quality and
integrity of the HMDA data by confirming that the informationis formatted
appropriately and satisfies certain requirements. The HMDA Platform will lead the
financial institutions through a five-step process, which includes the review of any
possible datainaccuracies, certifying the accuracy and completeness of the data,
submitting the data, and receiving a confirmation receipt. The privacy risks associated
with data quality and integrity are minimal because the Bureau does not use any
information collected through thisinteraction to deprive an individual ofarightor
benefit.

Data Minimization: To promote the purposes of HMDA and Regulation C, financial institutions
are requiredto reportcertaininformation collected inthe course of processing loanapplications
concerning applicants and borrowers and the applicationand loan, respectively. The Dodd-
Frank Actboth expanded the scope of information that financial institutions must compile and
report, andit authorized the Bureau to require financial institutions to compile and report
additional data.

Althoughthe 2015 HMDA Rule added several new reporting requirements, indevelopingand
adoptingthe 2015 HMDA Rule, the Bureau carefully considered the potential risks to applicant
and borrower privacy, and the potential burdens on financial institutions, and determined that
any such risks are justified by the benefits of collecting the datain light of HMDA's purposes.
For example, the Dodd-Frank Actamendments to HMDA require financial institutions to report
applicantage. Inlight of potential privacy concerns, rather thanimplementing this requirement
by requiring financial institutionsto reportdate or year of birth, the 2015 HMDA Rule requires
the reporting of age at the time of applicationas a more privacy-protective approach. T o further
minimize the data collected, the CFPBalso did notadopt in the 2015 HMDA Rule some of the
new or amended data pointsit initially proposed, such as the proposed requirementsto report
qualified mortgage status or the initial draw on an open-end line of credit.

Security: Aswith any large dataset, there is a risk that HMDA data could be subject to
unauthorized access intransit to or while maintained by the CFPB. If reported non-public
HMDA data were exposed, there isa risk that the data could be matched to other data to
reidentify applicantsand borrowers and could disclose information about applicants and
borrowers that may be harmful or sensitive.
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The HMDA Platform has been categorized as “Moderate” inaccordance with the Federal
Information Processing Standards Publication (“FIPSPUB”) 199, and the Authority to Operate
(“ATO”) for the HMDA Platformwas granted December 22,2017. The Bureau is responsible for
securing the information after it has been submitted through the HMDA Platform. The Bureau
is responsible for securing the information after it has been submitted through the HMDA
Platform. T he Bureau takes strong measures to mitigate and address any risks to the security of
sensitive datait receives, consistent with the guidance and standards set for federal information
security programs, and the Bureau is committed to protecting the information security of the
HMDA data it receives fromfinancial institutions. T he financial institutionis responsible for
securingthe information outside of the HMDA Platform. Aswith all systemsthe CFPB
maintains and operates, there are internal controls to promote the appropriate use of
information by CFPB employees. The CFPB provides itsemployeeswith appropriate privacy and
security training to ensure informationis used and secured appropriately.

T he technical, physical, and administrative controls implemented to promote individual
participation, minimization, and accountability are appropriate.

Privacy Risk Management

1. Describe whatinformationthe CFPB collects, how the information

is collected, and the sources from which the informationis
collected.

The CFPBwill collect HMDA dataannually ° fromcovered financial institutions that are
requiredto reportunder Regulation C regarding originations of, purchases of, and applications
for coveredloans.

In 2018, the CFPB will collect 2017 HMDA data fromfinancial institutions that meet the
institutional coverage criteriafor depository institutions or other mortgage lending institutions
as of December 31, 2016.

A depository institutionis covered if it meets the following tests:

9 Beginningin 2020, larger covered financial institutionswill submit HMDA dataon a quarterly basis.
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Asset-size
Location

Loan activity
Federally related
Loan volume!©

Certainother mortgage lending institutions are covered if they meet the following criteria:

e Theinstitutionis a for profit mortgage lending institution that is nota bank, savings
association, or creditunion

e Loanvolumeoramounttest
Locationtest

e Asset-sizeor loan activity test!!

In 2018, covered financial institutions will submit HMDA informationcollected in2017 to the
CFPB about the following transactions:*2

¢ Home purchase loans
e Home improvementloans
¢ Refinancings

In 2018, covered financial institutions will file the following HMDA data collected in2017 to the
CFPB as required by RegulationC: 13

Applicationor loan information

e |dentification number?!4

10 The 2015 HMDA Rule narrows the scope of depository institutions subject to Regulation C in 2017. A bank, savings
association, or creditunion isnotbe requiredto collect HMDA datain 2017 unless it meets the asset-size, location,
federally related, andloan activity tests under the previous rule. In addition, it mustalso meet the loan volume
threshold test for 2017, whichmeans that, in each of the two precedingcalendar years, it originatedat least 25 home
purchaseloans, including refinancings of home purchase loans.

1See 81 Fed.Reg. 93580 (Dec. 21, 2016) (establishing current $44 million asset threshold for data collected in 2017).
2 Transactions involving home equity lines of credit for home purchase or home improvementin 2017 may be
reported in 2018 at the institution’s option.

13 See Regulation C, 12 C.F.R. 81 003.1(c) (requiring certain financial institutions, includingbanks, savings
associations, credit unions, and other mortgage lending institutions to reportdata about home purchase loans, home
im provement loans, and refinancings that it originates or purchases, or for which it receivesapplications, andto
disclosecertain datatothe public).

14 HMDA does notrequirethe reporting of Pll thatdirectly identifies an applicant or borrower, and staff commentary
toRegulation C applicableto datacollectedin 2017 strongly discourages institutions from including in identification
numbers namesor social security numbers, whichare direct identifiers. However, in its submission of datacollected
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Date the applicationwasreceived
Loan type

Property type

Loan purpose

Occupancy type

Loan amount

Preapproval request

Actiontaken

e Typeofaction
e Date the actionwas taken

Property location

Metropolitan Statistical Area/ Metropolitan Division (MSA/MD) code
State code

County code

Census tract number

Applicantinformation

e Ethnicity, race, and sex
e Income

Sale of theloan

e Purchaser type

Denial reasons, optional, exceptas required by certain financial institutions regulated by the
OCCand FDIC

Loan price and lien status

e Ratespread for certainhigher costloans

in 2017, an institution may include suchinformation as part of an application or loan number. Withrespect to data
collected in 2018 or later, the 2015 HMDA Rule prohibits a financial institution from including information that could
be used todirectly identify theapplicant or borrower in the identifier thatitassignstoan application or loan.
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¢ Home Ownership and Equity Protection Act (HOEPA) status
e Lienstatus

Beginning in 2019, financial institutions that meet the coveragecriteriaapplicable in2018 will
report2018 HMDA datato the CFPB.1°

A depository institution meets the coverage threshold if it meets the following tests:

Asset-size
Location

Loan activity
Federally related
Loan volumel6

A nondepository institution meets the coverage threshold if it meets the following tests:

e Location
e Loan volume!?

There are changesto the criteriafor determining the transactions on which financial institutions
will reportdata. Beginning with data collectedin2018and reportedin2019, covered
transactionswill include:

¢ Closed-end mortgage loansand open-end lines of credit secured by adwelling

e Dwelling-secured business-purpose loansand lines of creditonly if they are home
purchase loans, home improvementloans, or refinancings

e Home improvementloansonly if they are secured by adwelling

¢ Mandatory reportingof approved but not accepted preapproval requests for home
purchase loans

15 See Regulation C, 12 C.F.R. §1003.1(c), effective Jan. 1,2018 (requiring a financial institution, asdefined in
§1003.2(g), tothesubmitdata to theappropriate federal agency for the financial institution, and to disclose certain
datatothe public, about coveredloans for which the financial institution receives applications, or that it originates or
purchases, and that are secured by a dwelling located in a state, the District of Columbia, or Com monwealth of Puerto
Rico).

16 For data collected by an institution in 2018 and reported to the CFPBin 2019, the loan volume threshold ismet if
the depository institution originated at least 25 covered closed-end mortgage loans or at least 500 open-end lines of
creditin each of thetwo preceding calendaryears.

17 For datacollected by an institution in 2018 and reported to the CFPBin 2019, the, the loanvolume thresholdis met
if the nondepository institution originated at least 25 covered closed-end mortgage loans or at least 500 open-end
linesof creditin each of the two precedingcalendar years.

9 PRIVACY IMPACT ASSESSMENT—FEBRUARY 1, 2018



Coveredtransactionsalso do notinclude agricultural-purpose transactions, temporary

financing, or other specifically excluded transactions, evenif they are dwelling-secured.

Beginning in 2019, the CFPB will collect the following HMDA informationfromfinancial

institutions:

Applicantsand Applications

Ethnicity, race, and sex

Age

Income

Debt-to-income ratio

Creditscore

Automated underwriting systemand result
Applicationchannel

Reason(s) for denial

Application date

Preapproval request

Property

Property location by address, state, county, and census tract
Lien status

Propertyvalue

Combined loan-to-value ratio

Construction method

Manufactured home secured property ty pe

Manufactured home land property interest

Total units

Multifamily affordable units

Occupancy type

Transaction

10

Loan type

Loan purpose

Loan amount

Actiontakenand actiontakendate
Type of purchaser

Rate spread

HOEPA status

Total loancostsor total pointsand fees
Origination charges

Discount points

Lender credits
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Interestrate

Prepayment penalty term

Loan term

Introductory rate period

Non-amortizing features

Reverse mortgage indicator

Open-end line of creditindicator

Business or commercial purpose indicator

Other Data Points

e Universal Loan Identifier
e Mortgage Loan Originator Identifier

To facilitate data submission a financial institution must also submit the following transmission
information:

e Itsname

e Thecalendaryear (beginningin 2020 certain institutions must also submit the calendar
guarter to which the data relate)!8

e Thename and contactinformationfor apersonwho canbe contacted with questions
about the submission

e Thefinancial institution’sappropriate federal agency

e Thetotal number of entriesin the submission

e Thefinancial institution’s Federal Taxpayer Identification Number

For datacollected by the Bureau in 2018, the transmission also includes the Respondent
Identification Number. Beginning in 2019, the transmission includes the financial institution’s
Legal Entity Identifier instead of the Respondent Identification Number.

Beginning in 2018, financial institutions will report HMDA data in encrypted formviaaweb-
based submission tool, known as the HMDA Platform. ° The HMDA Platformwill rely on user
accountsforeach HMDA filer to allow a financial institution to upload the HMDA file, check on

18 Asstatedin footnote 4, the 2015HMDA Rule goes into effectin stages, anda new quarterly reportingrequirement
iseffective January 1, 2020 for institutions that reported for the preceding calendaryearat least 60,000 covered
loansand applications, combined, excluding purchased loans.

19 Submissions are performedin accordance withthe 2017 HMDA File Specifications available at
http://www.consumerfinance.gov/data-research/hmda/static/for-filers/2017/2017-HMDA -FIG.pdf and the 2018
HMDA File Specifications available at http://www.consumerfinance.gov/hmda/static/for-filers/2018/2018-HMDA -
File-Specifications.pdf, respectively.
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status of the filing, complete the reviewand verification steps, and complete the annual filing
process.

T he Bureau conducted extensive analysis and outreach in determining the financial institutions
and transactionsto be covered by and the data to be reported under the 2015 HMDA Rule.
HMDA authorizesthe Bureau’s collection of data fromfinancial institutions, and the 2015
HMDA Rule significantly advances the objectives of the statute.2° Inevaluating the datato be
reported under the 2015 HMDA Rule, the Bureau considered the objectives of HMDA in light of
potential burdens on financial institutions and potential risks to applicantand borrower privacy,
and took stepsto reduce these potential risks and burdens where possible.

2. Describe CFPB’s objective for the information.

Beginning in 2018, the Bureauwill collect HMDA data on behalf of itself and the other Federal
HMDA agencies.? The Bureau will use the HMDA data collected for purposes including:

o Todetermine whether financial institutions are serving the housing needs of their
communities;

e Toassist public officialsindistributing public-sector investment so asto attract private
investment to areaswhere it is needed; and

e Toassistin identifying possible discriminatory lending patternsand enforce
antidiscrimination statutes.

Throughout the development of the 2015 HMDA Rule, the relevance of each dataelement was
considered with regard to furthering the statutorily-defined purposes of HMDA. T he Bureau
determinedthatthe HMDA data collected under the 2015 HMDA Rule significantly furthersthe

20 A com plete analysis and definition of each elementcan befoundin the 2015 HMDA Rule, available at 80 Fed. Reg.
66127 (Oct. 28, 2015).

21 See Regulation C, Appendix A .11, effective Jan. 1, 2018 (prescribing thata financial institution shall submit its
loan/application register in electronic format to theappropriate federal agency at theaddress identified by such
agency). SeealsoRegulation C,12 C.F.R.§1003.5(a), effective Jan. 1,2019 (prescribing that a financial institution
shall submits itsannual loan/application register to the appropriate federal agency at the address identified by such
agency)and §1003.5(a)(1)(ii), effective Jan. 1. 2020 (prescribing that within 60 calendar days after the end of each
calendar quarter except for the fourth quarter, a financial institution thatreported for the preceding calendaryear at
least 60,000 coveredloansand applications, combined, excluding purchased covered loans, shall submit to the
appropriate federal agency its loan/application register containing all data requiredto be recorded for that quarter
pursuantto §1003.4(f)). Theagencies have agreed that beginning with datacollected by financial institutions in 2017
tobe submitted by March1, 2018, financial institutions will file their HMDA datawith the Bureau.
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purposes of the statute. Additional information on uses and disclosures of HMDA data can be
found in the nextsectionof this PIA.

3. Describe how CFPB shares any of the information with third
parties withwhom the CFPB shares the information for
compatible purposes, e.g. federal or state agencies, the general
public, etc.

Beginning in 2018, the CFPB will take over responsibility fromthe Board of Governors of the
Federal Reserve System (“Board”) for receivingand processing HMDA data on behalf of the
Federal HMDA agencies. Consistent with Board practice, the CFPB will securely transfer HMDA
data to these agencies through periodic updates. Asinthe past, these agencies may use the data
forvarious purposes, including determining whether financial institutionsare serving the
housing needs of their communities; distributing public-sector investments so as to attract
private investmentto areaswhere it is needed; and identifying possible discriminatory lending
patterns, and enforcing antidiscrimination statutes. The CFPB may also make HMDA data
available to certain other federal agencies, such as Federal Housing Finance Agency, Federal
Trade Commission, and the Department of Justice, for purposes such as monitoring affordable
housing goalsand assisting in identifying possible discriminatory lending patterns. The CFPB
will also disclose certain HMDA data to the public,22and this release will be addressed in a
subsequentPIA.

Any disclosures made will be in accordance with the CFPB’s rules on treatment of confidential
information, 12 C.F.R. Part1070.

4. Describe what opportunities, if any, individuals to whom the
information pertains have to (a) receive notice regarding the
CFPB’s use of the information; (b) consent to such use; (c)

220n September 25,2017, the Bureau published in the Federal Register a notice of proposed policy guidance
concerningthe publicdisclosure of HMDA data with request for publiccomment. See 82 Fed. Reg. 44586. The
comment period closed on November 24,2017. The proposed policy guidancewould apply to HMDA datatobe
reported beginningin 2019.
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accessthe information that pertains to them; or (d) obtain
redress.

Ifan individual chooses to apply for or obtainacovered mortgage loanfromafinancial
institutioncovered by Regulation C, HMDA and Regulation C require that the institution report
data about the application or loanto the Federal HMDA agencies. Notice regarding afinancial
institutions’ obligationto file HMDA datawith the Bureau on behalf of the Federal HMDA
agenciesis provided by Regulation Cand this PIA. With regard to specific questions of ethnicity,
race and sex, the mortgage applicationformsor a lender representative informs the applicant
that federal law requires the lender to ask for this informationin order to monitor compliance
with federal statutes that prohibit lenders from discriminating against applicants on these bases.

There are limited opportunities for individuals to consent to the collection of HMDA data by
financial institutions. Under Regulation C, applicants may choose whether to provide requested
information concerning ethnicity, race, and sex to financial institutions as part of their mortgage
application.23 Regulation C providesthat, if an applicant declines to provide thisinformation for
an applicationtakenin person, the lender must collect the applicant’s ethnicity, race, and sex on
the basis of visual observation or surname.

Beginning in 2018, Regulation C requiresfinancial institutions also to record whether ethnicity,
race, or sex informationwas collected on the basis of visual observation or surname when an
applicationis takenin personand the applicantdoes not provide the information. If an
applicantdeclinesto provide the informationfor anapplication taken by mail or telephone oron
the internet, the lender does not collect the information or report the informationto regulators.

There are no opportunitiesavailable for individuals to consent to an institution’s reporting of
HMDA data. Further, the CFPB does not provide opportunities to the individual to access
informationthat pertainsto them that has beenreported, or to obtain redress.

23 Beginningin 2018, Regulation C will require lenders to permit applicantsand borrowers to self-identify using
disaggregated ethnic and racial categories.
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5. Explain the standards and relevant controls that govern the
CFPB’s—or any third party contractor(s) acting on behalf of the
CFPB—collection, use, disclosure, retention, or disposal of
information.

The Bureaucomplieswith the Privacy Actof 1974, Right to Financial Privacy Act, and E-
Government Actof 2002;the CFPBvoluntarily adopts Office of Management and Budget
privacy related guidance as a best practice;2*and it applies the National Institute of
Standardsand Technology (NIST) risk management processes for privacy.

The CFPB uses the following technical and administrative controls to secure the dataand

create accountability for the Bureau’sappropriate collection, use, disclosure, and retention of

the information:

Access Control

» Role-based Access Controlsbased onleast privilege and need-to-know

Change Management

e Allchanges to HMDA systemsshall be documented and approvedvia CFPB
processes (i.e. Release Management, Change Control Board, Engineering Review
Board)

Awareness & Training

e CFPB Personnel Privacy Training, includingannual and role-based training

Operations & Maintenance

e Extractloggingand 90-day reviews

Federally-Mandated Compliance

e Federal Information Security Management Act (FISMA) Compliance
e NIST 800-30 Compliance
e« NIST 800-37Compliance

24 Although pursuantto Section 1017(a) (4)(E) of the Consumer Financial Protection Act, Pub. L. No.111-203, the
CFPBisnot required tocomply withOMB-issued privacy guidance, the Bureauvoluntarily followsOMB privacy-
related guidanceasa best practiceand to facilitate cooperation and collaboration with other agencies.
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e NIST 800-53 Compliance

e Compliance with OMB Guidelinesfor Ensuring and Maximizing the Quality,
Objectivity, Utility, Security, and Integrity of Information Disseminated by Federal
Agencies

e Records Schedule Submitted to/Approved by National Archivesand Records
Administration (NARA): Recordswill be disposed of according to the applicable
recordsschedule

Audit & Accountability

e Information Quality and Integrity Checks

Incident Response

e AuditLogs and Reviews

e CFPB Privacy Incident Response and Recovery Planand contractual obligations for
third partiesto support CFPB Privacy Incident Response and Recovery Plan (in
conjunctionwith Cybersecurity Incident Response and Recovery Planning)

Authentication/ Identity, Control, and Access Control (ICAM)

« Enterprise Identity Naming Standards

Physical Security

e Personnel Security supported through due diligence screening

CFPB Policies, Guidelines and Standards

e Compliance with CFPB Cybersecurity policy and procedures
= Cybersecurity ProgramPolicy
= Risk Management Process
* Risk Assessment Methodology

e Policy and Standard Operating Procedures

In additionto the controlslisted in this section, the Bureau is developing the HMDA
Platformto collectand manage the HMDA data with moderninformation technology
approaches. These approacheswill provide for asecure environmentand one that will
enable improvementsover time. Generally speaking, financial institutions will report their
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HMDA data viaa secure web transmissionsite, called the HMDA Platform. The HMDA
Platform:

e RequiresmodernWeb browsersto file, limiting the opportunity for software
vulnerabilities

¢ Requiresdigital signatures froman authorized individual fromthe financial
institutionto promote authentication, data integrity, and non-repudiation

e Employsasecure meansof transfer of data fromthe reporting financial institution to
CFPB

e Leveragesthe National Address Database to supportaccurate geocoding of HMDA
data by financial institutions

The CFPB may use contractorsto help supportthe collection, use, disclosure, or retention of
informationcovered by thisPIA, and those contractors are subject to similar controls.
Contractorswith access to Bureau-maintained data that contains P11 are required to report
suspected or confirmed privacy breaches to the CFPB as soonas possible and without
unreasonable delay. Other requirements placed oncontractors may include trainingon privacy
and compliance with federal privacy requirements and Federal Acquisition Regulations.

6. Discusstherole of third party(ies) that collaborate or partner with
the CFPB, if any. Identify any controls used to protect against
inappropriate collection, use, disclosure, or retention of
information. (This does not include third parties acting on behalf
of the CFPB, e.g., government contractors discussed in Question
5.)

To supportimplementation of Regulation Cand promote HMDA compliance, the Bureau may at
times collaborate with third parties, such as technology vendors and mortgage industry experts.
These activitiesmay include systemtesting and do notinvolve accessing HMDA data. As such,
the risk of inappropriate collection, use, and disclosure or retention of information by these
third partiesis minimal.

In any instance of sharing with a third party, controlsare putin place to protect against
inappropriate collection, disclosure, and retention depending on the ty pe of sharing or data
involved. Depending onthe particular sharing ty pical controls mightinclude:
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= Compliance with all federally mandated policies and standards

= Compliance with CFPB internal policiesand standards, including cybersecurity
policiesand procedures

= Data quality and integrity checks

= Dataencryption

= Transmissionprotections

= Extractloggingand 90-day reviews

= Role-based Access Controls
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Document control

Approval

Jerry Horton

Chief Information Officer

Claire Stapleton

Chief Privacy Officer

Michael Byrne

HMDA Operations Lead
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Change control

New.

All

12/22/17

Clarificationoninadvertent collectionof PII

2/1/18
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