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POllCICS ANO PROCEDURES MA~UA L 

Statement of Purpose 

This Enforcement Policiesand Procedures Manual is t he source for policies governing the work of the 
Consumer Financial Protection Bureau (Bureau) Office of Enforcemenf4 No other docum~nt, email, a 
statement Is a policy of the Office of Enforcement. 

Once approved, new or revised policies w,11 be Incorporated Into the Manual, the official copy of 
which Is found on SharePolnt at; 

.b)(7XE) 

The Manual will be pericxhcally updated, Suggestlons for corrections o r revisions shouJd be 
submitted to the Enforcement Chief of Staff. 

The Policies and Procedures Manual provides Internal guidance 10En1forcement staff of the 
Bureau. It does not bind the Bureau and does not create anv rights, benefits, or defenses­
substantive or procedural-tha t are enforceable by any party many manner. While every effort 
has been made to ensure accuracy, t hese policies and p.rocedures should nol be retied on as a 

lega l reference. Nor do t hey restrict the Bureau1 s discretion in exercising its authorities or limit its 
otherwise lawful investigative or litigation prerogatives. 
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Definitions 

AG contact 

ALO 

ARC 

AUSA 

AWS 

BSA or Bank Secrecy Act 

Bureau 

CFPA 

CFTC 

CID 

cu 

CMP 

COR 

CSI 

Database 

Dodd-Frank Act 

DOJ 

DSS 

DUNS 

EAP 

ECF 

PART l I OfF-IC£ POllCIES 

The individual on the Enforcement Policy and Strategy 
Team assigned to maintaining state attorney general 
relationships 

Assistant Litigation Deputy 

Action Review Committee 

Assistant United States Attorney 

Alternative Work Schedule 

The Curre ncy and Foreign Transactions 

Reporting Act of 1970 

Consumer Financial Protection Bureau 

Consumer Financial Protection Act 

Commodity Futures Trading Commission 

Civil Invest igative Demand 

Confidential Investigative Information 

Civil Money Penalty 

Contracting Officer's Representative 

Confidential Supervisory Information 

Law Enforcement l eads Database 

Dodd-Frank Wall Street Reform & Consumer 

Protection Act 

Department of Justice 

Document Submission Standards 

Data Universal Numbering System 

En forcementAction Process 

Electronic Case Filing 
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ECOA 

ECPA 

ECS 

Enforcement Personnel 

ESI 

FDIC 

FFIEC 

FinCEN 

FOIA 

FRB 

FTC 

GLBA 

GPRA 

Housekeeping Rule 

IGA 

IGCE 

LD 

Legal 

MMS 

MOU 

NCUA 

NDA 

NORA 

occ 

OIG 

Equal Credit Opportunity Act 

Electronic Communicatlons Privacy Act 

Electronic Communication Service 

All Office of Enforcementemployees 

Electronically Stored Information 

Federal Deposit Insurance Corporation 

P ART l I OfF-IC£ POllCIES 

Federal Financial Institutions Examination Council 

Financial Crimes Enforcement Network 

Freedom of I nformatlon Act 

Federal Reserve Board 

FederalTrade Commission 

G ramm-Leach-Bliley Act 

Government Performance and Results Act 

Rule on Disdosure of Records and Information 

Bureau Office of Inter-Governmental Affairs 

Independent Government Cost Estimate 

Litigation Deputy 

Legal DMsion 

Matter Management System (EN Force) 

Memorandum of Understanding 

National Credit Union Association 

Non-Disclosure Agreement 

Notice and Opportunity to Respond and Advise 

Office of the Comptroller of the Currency 

Office of lnspectorGeneral 
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OSP 

Per.ons 

Plfl 

PII 

PST 

PST Deputy 

QPR 

RAM 

RFPA 

RMR 

ROE 

SAM 

SAR 

SBREFA 

SCA 

SEC 

SEFL 

SES 

SL 

Staff 

T&I 

TRO 

USAO 

Office of Supervision Policy 

People ~ml Entities 

PART l I OfF-IC£ POllCIES 

Personally Iden tifiable Financial Information 

Personally Identifiable Informat ion 

Enforcement Policy and Strategy Team 

Deputy Enforcement Director for Policy and Strategy 

Quarterly Performance Review 

Reoommendat ion for Assignment of a Matter 

Right to Financial Privacy Act 

Research, Markets, and Regulations D!Vlsion 

Report of Examination 

System for Award Management 

Suspicious Activity Report 

Small Business Regulatory Enforcement Fairness Act of 

1996 

Stored Communications Act 

Securities and Exchange Commission 

Supervision, Enforcement, Fair l ending 

Supervision and Examination System 

Supervisory Letter 

Enforcement Attorneys 

Bureau Office of Technology and Innovation 

Temporary Restraining Order 

United States Attorney'sOffice 
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PART l I OfF-IC£ POllCIES 

Enforcement Style Guide 

The following style guidance applies to documents prepared In 1he Bureau'sOlfkeof 
Enforcemcrrt: 

• 1" margins 

• 12pt Georgia Font(including for footnotes) 

• Single spaceaftera period 

• Single•line spacing 

• Space created between paragraphs and al t he end of a sect ion 

• \~hen finished with a paragraph press enter, enter 

• Oo not use Word' s tool to add space before and after a paragraph 

• Tabtostart new paragraph 

• No indent for section headings 

• Bolded section headings 

• Align text left (not fully justified) 

• Footnotes, not endnotes 

• Use ''6 ureauN rather than "BCFP" or "'CFPB" 

You should follow Local Rules and st anding orders for jurisdict ions in which you are 
filing clocumenls In court. 
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PART l I OFF-IC£ POllCIES 

Document Maintenance 
and Retention Policies 
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OOCUMENl MAl~TlPIANCt r.NO RETENTIOP,1 PO LI CIES 

P ART l I OfF-IC£ POllCIES 

Maintaining Matter Folders 

A matter folder Is an lnvestigatlonal or litigat ion file. Maintaining uniform, complete, and accurate matter folders 

that document relevant developments throughout the course of Enforcement matters 1s critical for information 
sharing, cont inuity (following personnet turnover}, effective litigation management (including the maintenance of 
litigation holds I, Bureau compliance with the Freedom of lnformatio,n Act (FOIA) and discovery obligations, and me 

sharing with other law enforcement agencies. Such folders should be maintained electronically to the extent 

possible. 

Matter folders should use t.he naming convention 20xx-xxxx-xxfname of entityl where the numerical designation is 

the matter number from the MMS and t he name of t he emity is the matter name from theMMS. 

A matter folder should generally contain the following subfolders: 

• Interna l documents 

• External correspondence 

• Agreements 

• Civil Invest igative Demands (Cl Os) and Voluntary Requests fo r Information 

• Information Informally Obtained from Outside the Bureau 

• Conlfidential Supervisory I ntormation 

• \"-lit ness Statements, Declarations, andTranscripts 

• Written Discovery 

• Deposition Testimony 

• Experts 

• Case Pleadings 

• Proceeding Transcripts 

• Tr ial/Hear ing 

• Settlement 
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OOCUMENl MAl~Tl!lANCt r.NO Ri.TUITIOl,1 PO LI CIES 

PART l I OfF-IC£ POI.ICIES 

A sample matterfolder1 is available on SharePoint. The above procedures for maintaining 

matterfolders should gener~lly be followed, If appn~priate and after consulting with the 
Assistant Lil fgatlonOeputy(ALD) assigned t o the matter, staff may be authorized to deviate 
from the procedures. 

0 Some or the reasons to properly maintain matter folders Include: 

• 12 C.F.R. § 1O7O.45,.uthorizestheBureautodiscloseconftdentlal 

Investigative Information and other confidential information 1n certain 
circumstances. The contents of man erfotders may bes hared with other 
law enforcement agencies. 

• Federal Rule of Civil Pror.edure 26(a)(l) requires the Buceau to make certain 
disclosure$ al the onset of 0tigation, including identifying individuals likely 

to ha11e discoverable Information the Bureau 
may use to suppcrt Its claims or defenses. Failure to Identify such 
mdrv1duals during di.scoverycan result ,n sanctions, including an Order 

precluding the Bureau from presentill8 'testimonyfrom those individuals. 

• If an investigation results in adminfstra ave proceedlngsJ 12 C .F.R. 
§ 1081.206 places.upon the Office of Enforcement an affirmative obligation 
to make available for inspection and copying certal n documents it obtained 
before the institution of proceedings, Including documents obtained from 
persons not employed by the Bureau, Upon commencement of an 
admlnisttatlve proceeding, Sta If should consult the rule and associated 
background discussion. 

Creating a Matter Folder 

As soon as an Invest igation is opened (under the Enforcement Action Process (EAP)), t he AID 
should send a request to the Enforcement Front Office Operat ions Assistant and copy the 
Enforcement Administ rat ive omcer requesting the creation on Sha rePoint of a matter folder 
that will be, used to preserve all documents obtained or created in connection with the 

Investigation and any subsequent enforcement action. 

1 ' 7 ' 
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OOCUMfhl MAl~H PIANC[ r.ND !UTENTIOP,1 POLICIES 

PART l I OfF-IC£ POllCIES 

The request should designate the assigned staff members. Following the creat ion of t he folder, 
the ALO should move documents from the preliminary research stage into the matter folder. 

When saving a document in a matter folder, use a naming convention that conveys the following 
Information, as applicable: 

• Type of document {t c. Internal memo, transcript, motion, letter, opinion); 

• Title/Subject of t he document; 

• Author of the document ; 

• Date of the document; 

• The party fillng or serving the document: and 

• Nameof individual producing the document. 

Internal Documents Folder 

In every matter folder, Staff should create a unique subfolder t itled "Internal Oocuments." 
This folder is used to preserve all final drafts of documents created by the Office of 

Enforcement and other Bureau staff in connection with that matLer, Within the Internal 
Oocuments folder, Staff should save: 

• The Investigation Opening Memorandum: 

• The Action Memoranda; 

• Internal research memoranda; 

• All other internal memoranda; and 

• Any written notes of significant Internal and e,ternal meetings. 

External Correspondence Folder 

In every matterfolder, Sta rr should create a subfolder titled "Correspondence." In this folder 

save correspondence (including cmalls)to and from opposing counsel, third- parties, witnesses, 

and any other individuals with whom Staff correspond in relation to the matter. 

16 

Policies in 1his manual .areeffec1ive as of 1heda1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeted as such. 

CAUTION! These mate.rials may be subfec1 lo one or more of the folbwin9 pri 11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 16 of 208 



OOCUti.tft,:l MAl~TlPlANCt r.NO Ri.TENTIOP,1 PO LI CIES 
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Agreements Folder 

In every matu,rfolder, Staff should create a subfolder titled• Agreements'' to save tolling, 
confioontialily, and other agreements with potential Defendants or other parties. 

CIDs and Voluntary Requests for Information Folder 

In every mattcrfolder, Staff should creat e a subfolck?r titled "Cl Os and Voluntary 

Requests foe Information.• Within this folder, Staff should save: 

• All voluntary requests for Information and CIDs issued by the Bureau in a 

subfolder titled ''Bureau Requests/ and 

• All correspondence responding to voluntary requests for information and CIDs 

in a subfolder titled"Responses to Requests." 

Information Informally Obtained from Outside the Bureau Folder 

In every matter folder, Staff should create a subfolder titled "Information Obtained Informally 

from Outside the Bureau.' Staff should save any information and documents informally 

received from consumers and other third parties in the course oft he investigation in this folder 

or an appropriate subfolder 

Confidential Supervisory Information Folder 

In every matter folder, Staff should create a subfolder titled " Confidential Supervisory 

Information.'' Staff should save any Information that contains CSI, Including final examination or 

inspection reports proVJded by Supervision. 

Witness Statements, Declarations, and Transcripts Folder 

In every matter folder, Sta ff should create a subfolde, tltled "Witness Statements and 

Testimony'' t o _prese.rve all witness statements, Including emails and 'testimony transcripts 
obtained during t he course of an investigation. Withm this folder, St;,ff should save any 

witness statements, including testimony transcripts or declarations and associatede11:hibits. 
Staff should clearly label and store witness statements ,n accordance with any protective 

order or agreement restri cting the dissemination of 

the material outside of the Bureau. Hardcopymaterialsshould also be dearly labeled and 

stored according to the requirements of the protective order or agre-ement.. 
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OOCUMft,:l MAl~TlPIANCt I\ND Ri.TUITIOIJ PO LI CIES 

PART l I OfFIC£ POllCIES 

Q In preserving materials related to witnesses, you should consult 12 C.F.R. 
§ 1081.207regardlng the Bureau's obligation to produce statements oflndlvlduals 
ii calls or intends to .call as witnesses. The Bureau is required to produce 
sta~ements that would have to be produced pursuantto the Jencks Act, 18U.S.C. 
§ 3500. Staff should consider creating subfolders for materials obtained from 
each witness and for e,hiblts used during the taking of witness testimony. 

Written Discovery Folder 

When an ac~ionls commenced, in every matter folder.Staff should create a subfolder 
titled "Written Discovery.• Within this folder, Staffs hould save: 

• All Requests for Production, Requests for Admission, and Interrogatories issued by 
the Bureau to Defendants in a subfolder titled "Bureau's Discovery Requests," 

• All Bureau responses to Requests for Production, Requests for AdmlSs1ons, 
and Interrogatories ina subfolder titled "Bureau's Discovery Responses," 

• All Requests for Productions. Requests toe Admission, and Interrogatories 
issued to the Bureau in a subfolder titled "Defendant' s Discovery Reques Ls,'' 

• All Defendants' responses to Requests for Production, Requests for Admissions, and 
Interrogatories In a subfolder ti tied "Defendants' Discovery Responses,• 

• All subpoenas and subpoena responses in a subfolder t itfed "Third•party 
Oiscovery," and 

• All privil ege lags. 

When multiple discovery requests of the same type are Issued or received, Staff should 
number the requests and resp0nses (e.g., when the Bureau is served multiple Requests for 
Production in a case, save them as "First Request for Production" and /IOSecond Request for 

Production"). 
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OOCUMft,:l MAl~TlPIANCt I\ND Ri.TfNTIOIJ PO LI CIES 

Q Ila case involves multiple Defendants, consider creating separate 

discovery subfolders for each Defendant. 

Deposition Testimony Folder 

PART l I OfFIC£ POllCIES 

When a civil action is commenced Staff should create a subfolder in t he matter folder titled 
"'Deposition Testimony." Within this folder, Staff should save all deposition notices, all 

deposition transcripts, and all deposition testimonyourlincs. 

Experts Folder 

In every matter folder, Staff should create a subfolder titled 'Experts." Within th,s 
folder, Staff should save: 

• All e-xpert reports; 

• All c,orrespondence, documents, research, data, articles, and other materials 
senc 10, and received from, experts retained by the Bureau; 

• A subfotder for things sent to the expert that meet the definiition of those 
communications that are subject to discovery as set out in Fed. R. Civ. P.26(b)(4l(C). 
including communications of tacts, data, and assumptions on which the expert relies in 
forming opinions; 

• All agreements between the Bureau and retained experts; and 

• All invoices from experts and records of payments made. 

In organizing and saving expert-witness materials, Staff should consult !2 C. F. R. 
§ 1081. 2l0>ind fed. R. Civ. P. 26(al(2) and (b)(4) regarding the disclosure of expert witness 
reports and other Information. 
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PART l I OfF-IC£ POllCIES 

Case Pleadings Folder 

When a case is opened, Staff should create a sub/older in the matter folder titled 
·case Pleadings.· Within this folder, Staff should save: 

• file-stamped versions of pleadings filed with the Court or Administrative Law Judge, 
Including Witness and Exhibit lists; 

• file-stamped versions of exhibits filed with pleadings (includl ng anv redacted and un-
redactedversions of the pleadings); 

• PDF and Word versions of pleadings filed on behalf of the Bureau; 

• Opinions issued by the Court or Admlnlstrative Law Judge; and 

• Orders Issued with opinions. 

Proceeding Transcripts Folder 

In every matter folder, Staff should create a subfolder tilled "Transcripts." Within this folder, 

Slaff should save transcripts from all administrative or court proceedings, including preliminary 
hearings and arguments. 

Trial/Hearing Folder 

Once a case has been filed, Sta ff should create a subfotder in t he matter folder tit led "Trial." In 
this folder, Staff should save all trial and administrative hcaring~retatcd documents. including 
witness examination outlines and opening statement and closing argument outlines. 

Settlement Folder 

In every matter folder, Staff should create a subfolder titled "Settlement" and save all 
settlement-related documents there. 

Subfolders 

Within any of the required folders in each mauer folder, Slaff should create appropriate 
subfolders for purposes of Improved organllat lon. For example, In the lntemal 
Documents Folder, subfolders might include: " Internally-created 

Fact Memos," "Research Memos," .,Notes of Witness lnterVtews." "Exam-related 
Documents," "Press Releases," .,Reports," and"Legal Research." 
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Contact List 

For e~ry matter folder, Staff should create and keep updated ;; contact list consisting of 
information including names, addresses, email addresses, and telephone numbers for all relevant 
persons or entities, including: 

• Members of other d1v1s1ons m the Bureau involved tn the mvest•gation or 
litigation of the case; 

• Ce>-counsel, includil\fl co-counsel al sister agencies participating in the 
Investigation or lit igation of the case; 

• Opposing counsel; 

• Expert witnesses and consulting experts: 

• fact witnesses, Including counsel ror fact witnesses; and 

• Any person not employed by the Bureau who provided documents or 
inf0<mation In connection with the Investigation or litigation of the case. 

The contact list should be maintained in the MMS system. 

Service list 

To the extent service isn't effectuated through electronic filing, Staff should create a service list 

identifyi11,g the parties that should rccetve administrative or case pleadings- and the manner in 
which parties should be served. 

Case Calendar 

When an investigation is opened, Staff should create and keep updated a "Case 
Calendar In MMS. The Case Calendar should include: 

• Oue date-s for responses toCIDs:andvoluntary requests for information; 

• Scheduled witness testimony; 

• Case management deadlines. such as deadlines 10 complete discovery, to file expert 
witness reports, and to file summ~ryjudgment mot ions, and the date set for trial; 
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Due dates for responses to discovery served by the Bureau and by the 
Defendant(s); 

Due dates for oppositions and replies to motions; and 

Depositions and hearings scheduled • 

When calculating deadlines, Staff should consult 12 C.F.R. Part 1081. Fed. 
R. Civ. P. 6, the local rules for the District Court where the case is filed, as well as 
any Standlng Orders of the judge or hearing officer before whom the action is 
pending. 
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Maintaining Exam Support Files 

This policy pertains to documents and Information that Staff may create. obtain, or utilize In 
connection withsupporting Supervision examinahon activitytExam Support Documents11

). 

Exam Support Documents typically fall into two categories. 

1.. Bureau documents, such as notes, memoranda, examiner work papers, exam 

reports, and other work product. 

2. Non-Bureau documents, such as document s provided by supervised entities 
{"Supervised Entity Documents") and documents from third parties . 

Exam Support Docum ents may conta In confident ial supervisory lnformatlori that Staff should 
treat as confidential and privileged. See 12 C.F~R. § 1070.41. However., in certain circumstances, 

disdosureof Ex~mSupport Docum ents may be requjred or .appropriate. See, for example, rhe 

Office of Enforcement' s Affirmative Disclosure and Other Disclosure Obligations for 
Adjudication Proceedings policy.Accordingly, Staff should properly maintain Exam Support 
Documents in order to protect their confidentiality and enable required or appropnate 

disclosures. 

Exam Support File 

When conducting exam support work, Staff should: 

l. Create a unique file on SharePoint ("Exam Support") to maintain Exam Support 
Doc\lments created, obtained, 0< utilized In connect ion with their examination 
support activity; 

2.. Contact the Bureau's Service Desk to limit access tot he Exam support File to Staff 

assigned to the examination; and 

3. Create the following three folders within the Exam Support File: 

a. Internal Bureau Documents (e.g., notes, memoranda, exam work papers, 

exam reports, and other work product ); 

b. Supervised Entity Documents (I.e., documents and information obtained 

from the supervised entity); and 
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c. T hird Party Documents {1.e.,documents and Information obtained from 
third parties). 

Staff should protect Exam Support Documents by adhering to the fol lowing rules: 

• Transfer Exam Support Oocument.s onty when necessary and through secure 
methods. 

• Oo not Jeave Exam Support Documents (or a laptop/device containing such 
documents} unattended or use them in public view. 

• Alert managers immediately if Staff know or suspect that Exam Support Documents 

{or a laptop/device containing such documents) have been lost, stolen. or 

compromised.. 

Because Supervision personnel will maintain and preserve confidential supervisory 
information pursuant to Supervision's policies and procedures (e.g., uploading Supervised 

Entity Documents into the Supervision & Examination System (51:S)), Stall should not 

maintain any original confidenttal supervisory information (other than documents created by 
Staff) in the Exam Support File or any other location. 

Instead, Staff should store copies of confidential supervisory information obtained or utilized 

during examination support activity in rhe Exam Support File and place such confidential 
supervisory information in the above-described appropriate folders (Internal Bureau 

Documents, Supervised Entity Documents, and Third-Party Documents), 

In order to racmtate coordination between Enforcement and Supervision during examination 

activity, Supervision often provides Staff with access to exam-related information stored in its 

files on SharePoint, the SES system, or other database or computer systems. Only certain 

confidential supervisory Informat ion in Supervision's systems maybe releva nt to Stafrs 

examination support activity. Staff should copy only that Information obtained or utilized In 

connection with the examination support actlv,ty (I.e., Exam Support Documents) to the Exam 

Support File_ Because 10 certain situations, the Bureau has an affirmative obligation to disclose 
documents obtained from persons not employed by the Bureau (i.e., supervised entities and 

third parties), Staff should maintain such Exam Support Documents. Examples of confidential 

supervisory information that should be copied to the Exam Support Flle Include: 

• Information t hat Staff obtain by hand delivery, mall, electronic mall, or fax in 
the course of exam-support activities. 
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• Information that Staff use or rely upon to conduct legal analysis or formulate legal 

opinions, reach factual conclus,ons, or provide legal or policy advice in connection w rth 

t he exam. 

• Information that may form the factual basts of a potential enforcement action or 
otherwise may underlie Staffs decision to recommend commencement of a potential 
enforcement action arising out of an exam. 

• Other Information relevant to Staff's support oft he examin,1,tion process. 

Conversely, Staff should not maintain in the Exam Support Ale information that is irrelevant 
to Staff's examination support activity (e.g., Supervision documents that Staff reviews but 
concludes are i rrelevant). 

Transfer to Matter Folder if an Investigation ls Opened 

If an examina.tion leads to an enfofcement matter (pursuant to the Action Review 

Committee), Staff should: 

L Create a matter folder as out lined in the Maintaining Matter Folders policy; 

2. Create a folder within the matter folder labeled ·examination-related 
Documents;" and 

3. Copy the existing E~amSupport File (along with the Internal Bureau Documents, 
Supervised entity Documents, and Third-Party Documents subfolders) into the 
newly created Examination-related Documents folder. 

The Examination-related Documents folder will help Staff keep track of the 

documents relating to the cx~mination and make necessary disclosures. 
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Freedom of Information Act 

The Freedom of lnformatlon Ad (FOIA). S U.S.C. § 5S2, requires federal agencies that 

receive a request for records under FOIA to: 

• Conduct a reasonable records search; 

• Appropriately identify exempted and privileged information (ontained within 

records; a"d 

• Preserve and produce the responsive records. 

While the Bureau' s FOIA Office holds primary responsibmty for FOIA compliance, the Office 

of Enforcement should take r.ertain actions to assist in t his compliance. Specifically, Staff 

should racllitate a reasonable records search; identify sensitive, conf!dential, and privileged 

information within Enforcement records; ond preserve and produce Iecords responsive toa 
FOIA request. 

0 BecauseFOIAis a highly lttigatedarea. theBure.iu's FOIAOfflce establishes 

polccies and procedures that meetthe latest standards for tederalagencies. The 
FOi A Office also updates policies and procedures to meet recent guidance from 

courts. When the FOIA Office asks Enforcement Staff to Identify responsive 
records, it is Important to closely follow the Bureau's FOi A p rocedures. Ask for 
guidance from the FOIA Office before making any deviations from the procedures 
des crlbed here. 

Facilitating a Reasonable Records Search 

Enforcement personnel should take the followmg actions to comply wtth the Bureau's 
records policy: 

l. Identify all materials created or received ,n the course of official duties and dispose 

of them only in compliance with the Bureau's records dispos it Ion schedule; 

2. Segregate federal records from non-federal records (i.e,.sepa rate personal 

email and other records from work-related material); and 
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3.. Organize federa l records In such a manner a.s to enable the FOIA Office ta 
effectively ,dentify records that may be responsive to a FOIA request. 

Enforcement personnel should be familiar with and periodically review the Bureau's records 

management program. Staff should organize electronlcand paper folders so as to enable a 

third-party lo fmd the employee's federal records t hat are related to particular matters, 
projects, policies$ decisions, or procedures. For guidance on how to organize folders for matter­

related documents, see t he Office of Enforcement's Maintaining Matte r Folders: policy. 

0 The FOIA re.quires federal agencies tosearch all places tharare reasonably 
likely to contain records responsive to FOIA reqi,ests, Including 1he files of all 
agency employees who may have suet, records. Sy organitlng your matter folder 

into subfolders, as explained in the Maintaining Matter folders policy, you 
reduce the number of files that must be searched 
In response toa FOIA request. You a lso minimize the potential for inadvertent 
fnclusion o f non-relevant and sensitive mat erials. The fact that you n\ay be on 
lea\le from work or have a chang.e In duty station does not relieve the Bureau of its 

sea rc.h obligatlons. It is, therefore, fmportant for you to consister'ltlyorganize your 
records so as to avoid disrupting the FOIA-search process during your absence 
from the office. 

Identifying Sensitive, Co nfldential, and Privileged Information Contained 
Within Records 

If the Burea1.1's FOJA Office determines that a Bureau employee would llkely possess records 

that are responsive to a FOIA request, it will conduct an electronic search o f the employee's 

emails and other electronic documents and will request that the employee provide any 
responsive hard-copy documents. The f OIA Office will then 

review thes~ records to determine if any information should be. withheld from public d isclosure. 
Appropriately marking and filing all records $ta ff create or receive aic;ls the accuracy of this 

review. 

Before engaging In any matter or project, project leaders and lead attorneys should consider 

the potential FOlA disclosure obligations. When appropriate, consult training materials, the 

Office of Enforcement's fOIA point of contact (fOIA POCJ, 
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and/or the Bureau's FOIA Office to determine t he appllcablllt y of any exclusions or privileges 

Project leaders and ~ad attorneys should give appropriated1rect1on to team members. 

0 Staff should have general knowledge about rhe FOIA exemptions and exclusions 
t hat apply to Enforcement work. It is important to understand what may or may 
not be made public. 

Preserving and Producing Responsive Records 

The Bure•u' s FOIAOffice ls t he only office wit hin the Bureau authorited lo respond to FOIA 

requests. Generally, the Bureau musl respond to FOIA a request with in 20 business days or 

receipt, with some exceptions. 

Request s from the FOIA Office should be given high priority. When the Bureau receives a FOIA 

reque;t that pertain; to any information in Staffs custody or control. t hese steps should be 

followed In sequential order: 

L The FOIA Office forwards all FOIA requests to the Enforcement FOIA POC, who in 

turn, Informs the Office of Enforcement Chief of Staff of the request. 

2. The FOIA POCconsults the Enforcement MMS, Enforcement records (e.g., Enforcement 
Action Process opening memos), and Office of Enforcement personnel necessary to 

Identify to t he FOIA Office all potentlalcustodlans of resp0nslve records, their job 

title(s) at the t imes relevant to the request, and all lead atto,mey.s and managers on any 
matter relevant to the request . 

3. The fOIA Office emails a >1andardized FOIA Questionnaire to all potential 

custodians of responsive records. 

4. Each custodian receivmg the FOIA Quest1onnaire completes the questionnaire and 
returns itto the FOIA Office by the due date noted in the em ail (normally within two 

business days). 

S. The FOIA Office determines whether there are potentially responsive records. 

6. The next steps depend upon the form and 10<:ation of t he records, as follows: 

28 

Policies in 1hismanual .are effec1ive as of 1heda1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeled as such. 

CAUTION! These materials may be subfec1 lo one or more of the folbwin9 pri11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 28 of 208 



OOCUMENl M Al~H PIANC[ l"INO Ri.TUITIOl,1 POLICIES 
PART l I OfF-IC£ POllCIES 

a. If the FOIA Office determines that a custodian has any potentla lly responsive 
electronk records, it W1II retrieve all responsive records directly from the 

custodian's email and/or shared network. 

b . If the FOIA Office de termines that a custodian has any potentially responsive hard 
copy records, it will schedule a meeting with the custodian to cor!ect and copy the 

records. 

c. If the FOIA Office determines that potentially responsive electronic records exist 
beyond the grasp of the network (usually, on a remotely-located custodian's laptop), 
it sends the custodian an encrypted USB drive via overnight ma,I service. The 
custodian is directed to save a If responsive records to the USB drive and return the 

drive to the FOlA Office via overnight mail service. 

7. The FOIA Office conducts its review of t he potentially responsive records. 

8. Prior to releasing re-cords to the requestor, the FOIA Office sends a proposed 

release to the following Enforcement contacts for review: 

a. FOIAPOC; 

b. Project leader or lead attorney on the matter(s) involved; and 

c. Office of Enforcement Chief of Staff. 

9. The FOIA POC, project leader or lead attorney, and the Chief of Staff 
determine whether notice to and/or additional consultation by other 

enforcement personnel is appropriate. 

10. The Enforcement contacts conclude theirconsultatlon within two business 

days of receiving the proposed reJease. 

U The FDIA Office concludes i ts processes and responds to the requestor. 

12 The fOIA Office provides the Enforcement FOIA POC a copy of the released records 
{including any transmittalletters)or saves them in the Released Records folder.' 

. \(7 \ 
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Maintenance of Documents Collected During an 
Investigation or Discovery 

Electronic Productions 

Staff should ensure that electronic productions received during the course or an 
Investigation or In discovery are loaded Into an e-<Jocument review tool, such asClearwel 
or Relativity. 

Paper Productions 

In general, paper productions are highly discouraged, and Enforcement's document submission 
standards require paper productions to be scanned and produced electronically by the 
producing party. In those limited circumstances when accepting pa p<?r productions is the only 
altern.itivefor receiving the requested information, Staff should scan and digitize those paper 
productions obtained during an investigation or through discovery via optical character 
recognition (OCR) so the documents can be loaded into an e-document review tool, such as 
Clearwell or Relativity. 

8 In most situations, paper productions should be scanned and OCR~ ed. 
However, if the size of a production is minimal or an investigation is not likely 
to lead to enforcement action, you may opt ro avoid the expense. 

Documents Subject to a Protective Order or Other Agreements 

If, during the course of an inves ligation or discovery, materials are obtained pursuant to 
agreements restrict ing the dissemination of such materials outside of the 
Bureau (for example, rrom a state attorney general pursuant to a Memorandum of 
Understanding (MOU)), Staff should clearly label and store the mate,lals according to the 
requiremer1ts of the p.rotect1ve order or agreement. 

Litigation Holds 

A litigation hold is a process used to preserve all forms of relevant infonmation when 
htigationis anticipated. Questions about implementing a lftigationhold should be 
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directed to the Special Counsel for eDlScoveryor you ALO. 

Staff should preserve all documents in accordance with any htigation hold that may 

be in place with the respect toa Matter. ' 

External Telephone Communications 

Staff should memorialize important telephone conversations with outside parties in a matter 
log kept In the matter folder, Including t he following information: 

• Oateofconversatlon; 

• Part icipants; and 

• Notes documenting the content or the conversation. 

Follow•up and document any substantive telephone conversation wrth opposing 

counsel via email or letter memorializing the substance o f the conversat ion. 

Maintenance of Original Documents 

Origi oa l documents should only be used when necessarvto present evidence in court or at a 

hearing. In order to maintain the integrity of original documents and data, with the exception of 
large-scale paper document productions, Staff should: 

• Sean and save paper documents received in the course of a matter into the 

appropriate folder in t he matter folder. 

• To the extent necessitated by the receipt of paper documents, create a paper matter 
folder with the same folders as In t he electronic matter folder. Note that paper copies of 
documents received electronically should not be created and stored m the paper matter 

folder. 

• Mainta in original paper documents in prist ine condition. Do not mark or alter them in 

any way from the conanion in which they were orig inally produced. 

• Maintain original hardcopy documents In the appropriate folder within the 

paper matter folder. 

• Segregate original documents from the Staff's personal notes, copies of Staffs emails, 

or any other documents. 
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• l oad Into Clearwell or Relatlvityelectronlc data received as part of the 
mve.st,gation. 

• Ensure that a ll origina I e lectronic data production (i.e., the CD, DVD, or other storage 

device on which the production was made)is provided to T&I LegalTech for proper 
labeling and retention. 
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Investigative Policies 
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Opening an Enforcement Matter 

This policy g·overns the opening of matters by the Office of Enforcement based on lnformat,on 
that a covered person may have committed or may commit a v1olat,on of federal consumer 

financial law. Matters are divided into two categories. the "research matter"and the 
"investigation.• A matter may be opened at any stage, whether during the research matter 
phase, the Investigation stage, orat the stage when the Bureau ls ready to approach a subject to 
settle or file a comptaint. 

The decision to conduct either a researchmatteror an investigation must be carefully 
considered In light of its impact on: 

• The potential subject(s); 

• The market in general; 

• Bureau and Enforcement r<?sources; 

• The EnfofcementStra teglc Plan; 

• Other Bureau divisions; and 

• Law enforcement partners. 

This policy Is designed to promote vigorous enforcement while effec~ively monitoring 
lnvestlgatlooactlvitles. 

This policy also addresses how to handle the opening of matters that come to 
Enforcemem t hrough the Act ion Review Committee (ARC) process. 

Research Matters 

White not necessary in every instance, conducting a research matter prior to deciding whether 
to open an investigation permits Staff to gather basic ,nformation and preliminarily eva luate 
the potential for successful enforcement of suspected violations of federal consumer financial 
law while minimizing the disruptions and risks associated with contacting investigation subjects 
during an fnvestigation 
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Research matte.rs should be opened primarily to evaluate nascent Ideas for enforcement work 

to determine if an mvestlgation is warranted. Research matters should be completed fairly 

quickly after determining whether further investigat ion is appropriate, 

The primary purpose of a research matter Is to collect and anaivze easily obtainable 
Information In order to: 

• Determine whether the relevant conduct likely viol~tes federal consumer 
fina11cial law and the Bureau likely has Jurisdiction. 

• Determine whether non~Bureau law enforcement partners a.re investigating 

the matter or should be advised of the Bureau's interest in the matter, 

• Evaluate whether an investiga lion Is In the best interest of the Bureau and 
would be an effe.ct1ve use of Office of Enforcementr~sources. 

• Determine how the mallet will bes taffed. 

• Identify and prepare to address issues that maybe raised during the 
Enforcement Action Process (EAP). 

• Draft an Opening Investigation Memorandum. 

OPENING A RESEARCH MATIER 

Any member of the Enforcement Office may propose a researchmaueraccording to 
the following process: 

\II/hen a team member has an Idea for a research matter, she should prepare-a 

Recommendation for Assignment of a Matter (RAM).' RAMs should be one page in length and 
should provide the RAM author's summary views about the following; 

' 

• What conduct pertaining to a financial product or servke may be taking place that may 

harm consumers; 

• What federal consumer financial law(s)might be violated by the conduct if It is, In fact, 
occurring; 

ilb'O>!J > 
kb)(7)(E) 
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• What entit ies- if any have been spedfkally Identified-may be engaglr.g In this 
conduct; and 

• limited other relevant information. 

The RAM should be shared with the appropriate Enforcement Issue Team who may be able to 
provide insight on the specific matte, and who will confirm that the conduct in question is not 
currently being handled by the Bureau's Office of Supervision. 

Staff is responsible for ensuring that t he conduct in ques tion is not currentfy being handled by 
the Office of Enforcement or the FTC, by reviewing the Enforcement MMS (ENForce) and 0MB 
Max. 

Attorneys and paralegals should provide RAMs to their LD . Other personnel may select any LO 
to review their RAMs. 

LOs mav open research matters. If the LD chooses not to open the matter, he should provide 
notice to the Enforcement Director, Principal Deputy, and Chiefof Sta ff (the Enforcemenr Front 
Office). 

The team member who presented the RAM may be assigned to the opened research matter. If 

the team member who presented the RAM Is unavailable or not assigned to work on an opened 
research matter, the LO should assign the matter to other Staff. 

Within one week of opening the res earth matter, the ALO supervising a research matter will 
notify the Chief of Staff and ask the LegalAssistantassignedtoenterthe matter into the MMS 
andOMB Max. 

Research matters should generally be open for no longer than rwo months, during which 
period Staff should spend a limited amount of t ime determining whe\her the issues identified 
warrant opening an investigation. 

After two months, a determination will be made whether the research matter should either 
become an investigation or be cl05ed with no action. Investigations should generally be opened 
promptly thoereafter, according to the process described below. l$sue Teams should monitor 
cl05ed research matters to determine whether they merit reconsideration or new action by the 
Office in the future. 
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LIMITING EXTERNAL CONTACT 

During research maners, Staff should avoid any direct Interaction with potential 
investigatioosubjects, rheir known agents, or thlrd•partywitnesses (otherthan consumers or 
potential victims). Evidence ga thering should generally be limited to non-identl fiabfe internet 
searching, review of consumer complaints, media sources, leg a I research, and contact with 
other law enforcement agencies and consumers. 

Staff should ask consumers that t hey contact during research matters to keep their 
conversaticmsconfidential, although it is understood that consumers may choose to ignore such 
reque,ts. 

Investigations 

Pursuant to ·the EAP, the Enforcement Director must approve the opcaning of any new 
investigatloo. When submitting a proposal to open an Investigat ion to the Enforcement 
Director, Staff should foll011, the procedures described below. 

0 The Bureau ls authorized to Investigate merely on suspicion that any person has 
vtotated any provision of federal consumer financial law, or to seek assurance 
chat a v1olatlon has not occurred. An 1nvestigation is a means to gather facts to 
assistinthe determinat ion of whether further action by the Bureau has the 
potential to address conduct lhatvlolates lederal consumer fin,ncial law. The 
existence of an investigation does not suggest that lhe subject has indeed 
violated the law. It is not necessary to have evidence that a law has in fact been 
violated before opening an investigation. 

An investigation should generally be opened when initial research provides 

• A plausible set of facts that, if proven, would amount to a violation of one or 
more Federal consumer financial laws; 

• Reason to believe tha t one or more specific entities maybe engaging in the conduct 
described in those facts; 

• Evidence of a magnitude of harm that justifies Investment of Offlce resources; 
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• That there are sufficient Enforcement resources available to property address the 

matter; and 

• Th<ltt he devotion of those Enforcement resources Is consistent with the Office's 
Stra·tegic Plan and articulated priorities or warrants a conscious departure frm, 

those plans and priorities, 

Prior to proposing the opening of an investigation, Staff should consider a number of factors, 
including the following: 

• \Vhetherthereis a need for immediate action to protect consumers; 

• Whether there exists a sufficiently credible source or informat ion or set of facts 

Indicating potential vlolatlons of federal consumer f!nanclal law: 

• The statutes or rules potentially violated and defenses that may be raised; 

• Whether t he conduct is relevant to a Bureau program or priorityj 

• Whether the conduct involve, a possibly widespread and/or emerging Industry practice; 

• The egregiousness of the potential violation; 

• The magnitudeof potential harm to consumers; 

• Whether the potentially harmed group is particularly vulnerable or at r isk; 

• Whether the conduct is ongoing; 

• Whether the perpetualorof the conduct is a recidivist; 

• Whether the conduct can be invest igaledefAcientlyand within the relevam statute 

of limitations period; 

• Whether It might be more appropriate for other Bureau components t o 

address the conduct; 

• Whether other authorities, Including federal or state agencies or regulators, are already 
Investigating t he conduct and/or might be better suited to do so than the Bureau; 

• Whether the matter presents a good opportunity to cooperate with other dvil 
and criminal agencies including strategic law enforcement partners; 

• If the proposed subfect iS a supervised entity consult with the PST about notice to 
Supervision that may be required. 
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• Whether the matter gives the Bureau an opportunity to be vis Ible In a 

communrty that might not otherw,se be familiar with the Bureau or the 

protections afforded by federal consumer financial law; 

• \l\'hether opening an investigation would be an appropriate use of Bureau 

resources; 

• Whether opening an Investigation would advance the goals articula ted In t he 

Enforcement Strategic Plan. 

The Opening Investigation Memorandum 

The following process should generally be used to open an Investigation. 

Before drafting an Opening Investigation Memorandum (Opening Memo), Staff 

should discuss the proposed investfgatron with t heir ALO and LD. 

Staff should draft Opening Memos using the Opening Memo template. z The following 

information should be included in every Opening Memo: 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

l 

The investigation's identifying number 

The Examination number, if applicable 

The subject's name 

The origin or source(s)of the investigation 

A brief description of the background facts 

The Bureau's Jurisdiction 

The potential legal violations 

Potential violator(s) 

Other relevant par ties 

Counsel of potential violators or other relevant parties (if known) 

The Statement of Purpose pursuant to 12 C.F, R. § 1080.5 (see Complying w ith 

Rule of Investigation 1080.S (Notiflcat10n of Purposej ) 

itb¥ZYE) 
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• The investigation's supervising LO and ALO 

The Opening Memo should be shared with the appropriate Issue Team for Issue Team and PST 
Input. The Issue Team and PST should, within a week of receipt of the Opening Memo, provide 
the case team with feedback about whether they believe the Investigation should be opened 
and how t his investigation fits into the SEFL Strategic Plan. The Issue Team and PST feedback 
may be oral and informal, but should also include a short written rec ommendation to the 

Enforcement Front Office about whether to proceed with opening the investigation. That 
written recommendation should be no more than one page long, and should be provided in a 
document separate lrom the Opening Memo. 

Staff should incorporate Issue Team and PST management feedback, if app.ropriate, 

and send the Opening Memo and feedback page to their LO. 

Within a week, thelD should make a nnal determination about whether to advance the 
Opening Memo and, If advancing, send It to the Utlgatlon Review I nbox 
(litigation Review lnbox@cfpb.gov), copying the Enforcement Senior Team, for review by the 

Enforcement Front Office. If anLD chooses not to open an investigation, she should notify the 

Enforcement Front Office. 

The Enforcement Director, In consul tation with the Enforcement Front Office, will either 

approve the opening of the investigation or request that the LO discuss it at her next regularly 

scheduled check in. 

Staff are responsible for ensurif11l that the Enforcement MMS (ENForce) and 0MB Max 
are updated at all stages of Invest igations. 

ARC Matters 

SEH Staff Memoranda1 descnbe the ARC process and assoe1ated respons1bi1ities for 
Enforcement. Staff should famtlianze themselves with those policies and follow them m their 

exam suppon work. The following procedures apply internally within Enforcement for AAC 

matters. 

Before Staff provide comments on the ARC memo, they should consult with their LD. 
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When Staff recommend to the Office of Supervision Polky that a matter being considered ln 
ARC be addressed through Enforcement, Staff should send a brief email s tating as muchto 

the Litigation Review I nbox (Litigation Review I nbox@cfpb.gCN. This notlncation should 

happen as soon as practicable, but no laterthan the day t hat the ARC memo is circulated to 

the Assistant Directors The Ch1efof Stall 

will ensure I hat t he Enforcement Director, Principal Deputy, and Polley and Strategy Deputy are 

aware oft he recommendation so that Informed, strategic decisions can be made about [he 
opening of Enforcement matters through ARC. 

The LO and the Policy and Strategy Deputy should consult with the Pr incipal Deputy 

on the ARC recommendation. 

Once ar1 ARC de1ermination has been made that a matter be resolved through Enforcement, 
the LO supervising the matter is responsible for ensuring that her team take t he appropriate 

steps- in compliance wit h SEFL Integrat ion 3.3 and Enforcementpra ctlces - to proceed with 

the matter, 1ncludine ensuring that t he matter be entered and properly updated in MMS and 

OMBMax. 
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EN Force: Opening Matter Cheat Sheet 

Creating New Matters In EN Force 

l. Select the "Matters" lab a l the top of lhe screen, and then select the "NEW' 
button. A new Matter re<:ordwlll open. 

2. Complete the fie lds listed below as fol lows (required fields are marted with a 
red band): 

1YPEOFMATTER 

Matter Name 

Matter No. 

Date Created 

Stage oftl>e Matter 

Date Closed and Closed Type 

Partner.ship Matter 

ENFMATTER 

Copy from "Matter Nam,;" on page l of I.he 
RAMTemplate. 

This field populates automatically (after you enter Matter 
name). 

Thi!, field populc1tesautomatlcally. 

Selecte,ther "Resea<t.h" or "Post ARC' as api,ropriate. If you 
need to open a matter in any otherstage, contact-the 
ENFotce admlnistratot. 

Le.ave these fields blank. 

S~le,ct "Vei" or "No" as apptoprlate from the 
drop down, 
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Copy from "Nature of the Matter" on page 1 or the RAM Template 

Copytrom "Institution Type• onpoge 1 of the RAM Template. 

Select the. prlmaryentitysubjectto this matter N 

leave lhis Aeld blank. 

Check tlle "OMB MaK" box if the matter has beenenteredinto 

OMS Max. 

Copy from the "Source of Information" 011 page l of the RAMTemplate. lfthe 
source is "Other" describe the source in the ''Please Describe'' bo)(. 

Select the offieeth111.iswcr~ni,on the matter. DC; NE, Sf, MW, W. If attorne,,,; 
from multlple offices are working on the matter, select the offi-ce of theJead 
attorney 

Leave these fields blank. 

Enter a one or two se.nte-nce description of what has happooed 
recently. Include any relevant dates. 
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Electronic Communications Privacy Act (ECPA} Compliance 

The Electronic Communications Privacy Act (ECPA) amended Titie 111 of the Omnibus Crime 
Control and Sa fe Streets Act of 1968 and is designed to protect communications from 
government surveillance. The law amended the Wire Tap Statute to encompass 
transmissioos of electronic data by computer and prohibits both the interception of 
electronic communications and access tostoted electronic communi-cations. 

0 The Stored Communica!IMS Act (SCA),18 U.S.C. §§ 7201-7212, which Is Title II of 
the EC PA, sets forth a system of privacy rights for customers and subscnbers and 
addresses voluntary and compelled disclosure of stored wire and electronic 
communications maintained by an electronic communication service ("ECS") 
provider. The statute reflects policy that greater privacy interests are accorded 
to stored email than to subscriber account information. In a dd1tlon, use of 
certtaln legal process to obtain Information requires notice to the sub~crfber. 

The ECPAplaces limitations on the Bureau's ability to obtain certain types 
ol information from providers of "electronic communicatior,s service" and 
''rernote com put in~ service,'' including, but not Jimited to, p.hone companies, ISPs, 
electronic Bullet in Board Systems, and third-party data warehouses. See 18 U.S.C. 
§ 2703(aHb). The ECPAapplies to stored "electronic communications" (e.9.,email} 
from such service providers and all other Informat ion pel'laining to the service 
provider' scustomers or subscribers. See 18 U.S.C. § 2703. Under-the ECPA. the 
Bureau can use an administr.aUve or trial subpoena to obtain the content!. or 
electronic 
or wire communications that have been held ln storage mor:e than 180 days1 as 
Ions as prior not ice is provided to the subscriber or customer. See 18 U.S.C. §§ 
2703(a) and 2703(b)(l)(B). There are certain procedures, however, through which 
the Bureau can access certain subscriber account information without notjfying 
the subscriber. 
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Obtaining Subscriber Information Without Triggering Notification 

Below is a list of six categories of subscriber information that can Ill! obtaiMd by the 
government with an administrative or 1rlalsubpoena from an electronic 
communications service or remote computing service without triggering the 
subscriber/customer notiffca tion requirement 

0 Note: During May 2014, companies such as Google Inc., Microsoft Corp., and 
Apple Inc. stated that they will begin notifying users whose information has 
been requested by the government. Twitter and WordPress have already 
made such subscriber notifications. 

When Enforcement receives any of the following ,nformatton from an I~, Enforcement as "a 
governmental entity receiving records or information" is not required to provide notice to the 

subscriber or customer: 

L Name; 

2. Address; 

3. local and long distance telephone connection records (inbound and 
outbound, if a ppllcable), or records of session t imes and durations; 

4. length of service (including start date) and types of service utilized; 

S. Tell'phone or Instrument number or other subscriber number 0< Identity. 
including any temporarily assigned network (IP) address or email address; and 

6. Means and source of payment for such service (including credit card or bank 
account number). 

Staff should Include the following Cautionary Note In a CID seeking the lnf0<mation referenced 
above: 

NOTE: This CID is issued in conformance with Sections 2702 and 2703 of Title 18 

of the United Sr ates Code (The £/ectronicCommunicotions Privacy Ace). To rhe 
extent that you ore o provider of electronic 
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communication service or remote computing service~ your te5ponse to this 
CID should not dtvulge a record or informot,on pertoming ta a 

subscriber or customer of your service; other rhon char allowed pursuonc to 18 
U.S. c, § 2703(c/(2). lfyou /Jove ony quesrions, please contoct Bureau ortorney 
_____ or ___________ before providing responsive 

lnformorion. 

Prior to issuing a CID covered by the ECPA, Staff should review the Cl D recipient's 

confioontiali1y policy regarding law enforcement subpoenas. If the policy is not available 

online, Staff should request it from t he CID recipient. Sefore sending: t he CID, Staff should also 

request that the recipient keep t he CID confidential, Notice to a subs crlber or customer is not 

required if the information sought from the electronic communications service Is limited to t he 

six categories referenced above. 18U.S.C. 

§ 2703(c}(3). If the CID recipient Indicates that ,t will not or may not keep the CIO confidential, 

Staff should discuss with his or her ALO whether to issue the Cl D. 

If It is unclear whether the ECPA applies to the information requested, Sta ff may want to 

draft a CID with t he standard six requests and more substantive conditional requests that 

the recipient must answer only If the recipient does not as~crt that the information is 
covered by the ECPA. This approach is useful if, despite diligent 

investigatiOln, Staff cannot determine whetlk!r the ECPAapplies. Before sending such a 
request, however, consider whether t he recipient Is sufficient IV sophisticated to determine 

whether ft Is a provider of ''electronic communications service" or "remote computing se-rv,ce" 

as defined by the statute. 

In general, it Is better practice to refrain from issuing a CID to a provider of remote computing 
service or electronic comput ing service for t he content of email. However, if notice to the 

subscriber or consumer is acceptable, you may obtain such information pursuant to 18 U.S.C. § 

2703(b)(1)(8)(i), Note t hat the obligation to provide prior 

not lee to the subscriber Of customer rests with the government entity issuing process. Consult 

your ALO beiorc requesting Information pursuant to this section. Staff can also require that the 
service provider preserve records pending t he issuance of process. See 18 U.S.C. § 2703(f). Note 
tha la subscriber who is not ified o f process served on an ISP 10 obtair1 email has standing to 

move to quash. 
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0 The ECPA has narrow applica bllily, although It Is a complex statute with a 
growing body of case law. Carefully consider whether the entity from which 
Information is sought is an electronic communications service or 
remote computing service In determining whether the ECPA applies. The ECPA 
does not apply todirect requestsfor electronic communications to consumers 
and entitles. The ECPA generallydoes not apply toobtainlng Information, 
fncl-uding stored emails, from a corporation or financial tnstttution's internal email 

network. Additionally, Staff may always access communications or request 
Information •readily accessible to the general public.• See 18 U.S.C.A, § 
2511(2)(&), Staff may also obtain additional inrormation with •the consent or the 
sui>scriberor customer to such disclosure.• See 18 u.S.C. § 2703(c)(l)(C). 

Note that the ECPAdoes not prohibit a service provider from not ifyi11g 
cus·tomers. Nonetheless, Staff should request that a service provider keep a CID 
co11fidentlal and seek confirmation In writing thatthe service provider will do so. 

A Remember that the ECPA is a criminal law Improper government access.may 
ere.ate flability for the Bureau and result in statutory disciplinary actions against 
Bureau employees. When in doubt, 
Stalff should consult his or her ALO for further guidance. 
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RFPA: Obtaining and Sharing Personally Identifiable Financial 
Information in Compliance with the Right to Financial Privacy 

When t he Bureau makes a voluntary or compul.sory requestto a financial Institution for 

personally Identifiable financial Information (PI FI) about a consumer, t hat request can Implicate 
the Rightto Financial Privacy Act (R FPA), 12 U.S.C. § 3401 er seq. While t he RFPAgenerallydoes 

not limit t he- Bureau's ability to request or obtain information, it can impact the Bureau's ability 

to share such information wit h law enforcement part ners. The procedure described below 

ensures that Staff will comply with the RFPA when requesting Information and when sharing 

that information. Note that information subject to the RFPA may also be subject to other laws,. 

such as the Privacy Act, S U.S.C. § SS2a, or t he Bureau's confidentiality rules, 12 C.F.R. § 1070.41 

0 Section 1022(c)(9)(A) of the Dodd-Frank Wall Street Reform .and Consumer 
Protection Act of 2010 (Dodd-Frank Act) requi;es that t he Bureau obtain consumer 
permission or comply with t he RFPAprior to reque.stlng "personally identifiable 

financial Information" (PIFI) from a covered persoo or service provider. The Dodd­
Frank Act does not define Pr FL However. Enforcement const rues che phrase 
cor,sistentlywith its use in Section 509 of t he Gramm-Leach-BITley Act (GLBA), 1S 
u.s.c, § 5809(4)1 and int.he Elureau's rule~ implemen1ing the GLEIA, 12 C,F,R. § 
1016.3(q) (1). Accordingly, PIA is generally construed as i nformation a consumer 

provides to a finanda-J institution in connection with the offer or provision of a 
financial product or service, or information about a consumer obtained by a 

financial institution in connection with a ,peclfictransaction. s,e 12 C.F.R. § 

1016.3(q)(1). Since In most cases ii would be impract.cable tosee_kpermission 

from every consumer when requesting PIFI from a covered per.son or service 

provider, the Bureau w ill ordinar ily meet its Section 1022(c)(9)(A) obligations by 
complying with 1he RFPA. 
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The Dodd-Frank Act requires the Bureau to comply with the RFPA. However, 
SectiM 3413(r)ofthe RFPAstates that It does not apply to the "examina tion by 
or disclosure to the Bureau of ConsumerFinancjalProtection of financial 
records or information in the ewercise of its authority with r,espect to a 
financial institutloo."Th,e focus of this section is on the exercise of the 
Bureau's authority over the Institution to which the requestlssent, not 
whether the institution Is itself the focus of an investigation. 
Consequently, this exemption applies where the Bureau is investigating the 
financial institution it is seeking information from or a different financial Institution. 
Although the Bureau's exemption under the-RFPA ls relatively broad, there are 
limits. Service providers, for example, may Include entitles that are not "financial 
ln.strtutions. H In such cases, the Bureau may use other applicable RFPA exceptions 
for collecting and sharing information for supervisory and law enforcement 
purposes. See 12 U.S. C. § 3413(b) and (h). In short. the Bureau is generally exempt 
from the RFPA. 

Sharing Personally Identifiable Financial Information 

Whether the Bureau can share Pl Fl wi th other federal and state agencies depends upon the 

agency at Issue. The sharing of Information will be determined on a case-by- c.ise basis by Legal. 
To avoid any Issues that may arise from the unauthorized sharing of Pl Fl, Staff should follow the 
certrlication procedure below. 

When Staff seeks Plfl through voluntary requests orCIOs to covered persons or service 
providers, Scaff should provide certlficat1001 to the institution that the 
Bureau Is In compliance wrth the applicable provisions of the RFPA. To the extent Staff want 
to share information wtth a law enforcement partner, Staff should direct the partner agency 
to file an Access Reguest!with Legal as described in 12 C.F.R. 
§ 1070.43(b). Questions concerning the Information Access Letter should be directed to Legal 
Legal will determine If sharing ls permissible under the RFPA and respond approprla1ely10 the 
request for access. 

2 
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0 The Bureau's procedures for sharing PIFI with law enforcement partners vary 
depending on the partner agency. legal will determine in each case whether and 
how the RFPA applies. The following are some general guidelines: 

The Bureau Is a member of the Federal Financial Institutions Examination Council 
(FF! EC) and has authority to ttansfer Pl Fl to the other four council members; the 
Federal Reserve Board {FRB). the Federal Deposit Insurance Corporation (FDIC), the 
National Credit Union Association (NCUA), and the Office of the Comptroller of the 
Currency (DCC), as well as to the Securities and Exchange Commission {SEC), 
Federal Trade Commlssk>n (FTC), and the Commodity Fuwres Trading Commission 
(CFTC). See 12 
U.S .. C. § 3412(e). 

Upon certlficationbya Bureausupervisoryofficial that there is reason to believe 
I ha t the reco,ds containing Plfl are relevant to potential vlofations of federal 
criminal law and were obtained in the exercise of the Bureau'ssupervisoryor 
regulatoryfunctions, record.scontaining Pf Fl maygenerallybe transferred to the 
DOJ, United States AttornE>y' s Offices, and the Secretary of the Treasury. The 
records must be returned to the Bureau upon comple1ion of the investigation or 
litigation, See 12 u.s,c, § 3412(1)(2), 

If a matter does not involve violations of federal criminal law, PIFI may be 
shared with any government agency in connection with a lawful proceeding. 
Investigation, examination, or inspection if the certification discussed above has 
been sent to the covered person or service provider from whom the records 
were obtained. See 12 U.S.C.§ 3413(h)(2). 

RFPA 1s not fmpticated when sharing PIFI with stateagencles andoff,ci~ts, since 
these entities are not subject to the statute. Sharing Plfl with state agencies and 
officials is· still subject, however, to the Lega1 Division's approval of an Information 
Access letter. 

F0< related information, see the Bureau's policies on criminal referrals and dvil referrals. 
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Suspicious Activity Reports 

The Currency and Foreign Transactions Reporting Ad of 1970 referred to as the "BankSecre<:y 
Ad~ or "'BSA.," requires U.S. financial institutions to assist U.S. government agencies in detecting 
and preventing money laundering. Financial institutions are required to keep records of cash 
purchases of negotiable Instruments, to file reports of cash transact! ons exceeding S10,000 in a 
dally aggregate amount, and to report suspicious act ivity that might suggest money laundering 
or other criminal activities. 

Federal law requires financial institutions to file a SuspiCJous Activity Report (SAR) if a 

banking transaction raises suspicion of possible violation of law. See 31 U.S.C. 
§ 5313 and 31 C.F.R. § I 020.320(e). SARs are maintained bv the Financial Crimes Enforcement 
Network (FinCEN), a bureau of the Department of the Treasury, as part of Its regulatory 
responsibilities for administering the Bank Secrecy Act. MostSARs are supported by 
additional documentation that is maintained by the financial institut ion fil ing the SAR. The 

Bureau has ae<:ess to the FinCEN daiabase by virtue of a Memorandum of Understanding 
{MOU) between RnCEN and the Bureau.' 

0 Only staff members that are authorized by the Bureau to access the FinCEN 
database may do so. Note t hat there are st rict rules concerning the access to 
informatioo; search limitations; maintenance, physical security, and disposal of 
records; use and dissemination of information; and record keeping for potentiaJ 
audits. Any staff member intending 
to review FinCEN database information should attend a briefing by the FinCEN­
Bureau liaison. 

Financial Institutions are required t o maintain copies of any SAR filed and the original or 

bus mess rec.ord equ1vatent of any supporting documentation for five years. See 31 
C.F.R. § 1020.320(d). The five-year period begins on the date the SAR is filed. Financial 
institutions are required to make all supporting documentat ion available to FinCEN and any 
agency designated by FinCEN as a law enforcement agency, Id. f inCEN does not Include civil law 
e.nforcemerrt agencies, such as the Bureau, fn its definition of 

l 
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•1aw enforcement" for purpose of obtaining supporting documentation. Therefore, Staff should 

contact fine EN through the Enforcement Staff point of contact to obtain supporting 

documentation. 

Generally, banks must file a SAR when they Identify any suspicious transaction that ls 

relevant to a possible violation of law, where: 

l. The transaction is conducted or attempted by, at, or through t he bi>nk; 

2. The tra nsaction involves $5,000or more In funds or assets; and 

3. The bank has reason to suspect that: 

a. The t ransaction involves runds c!;,rived from illegal activities or is intended to hide 

or disguise funds or assets derived from Illegal activities, as part or a plan to vlolate 

or evade federal law or regulation or to avoid transaction reporting; 

b. The t ransaction is designed t o evade requirements of C. F.R. Chapter X (which 

relates to, among otherthings, records and reports t o FlnCEN} or of any BSA 
regulation; or 

The transaction lacks a business or apparent lawful purpose or there i.s no 

reasonable explanation for the t ransactlon.See31C.F.R. § 1020.3ZO(a} 

In addition to the mandatory reporting requirements, financial Institutions have discre tion 
to reix>rt as uspicious transaction believed to be relevant to a possible violation of law or 
regulation. See 31 C.F. R. § 1020.320. 
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Any information that would revec1I the existence of a SAR tS confidential. 
The unauthon~ed dlscl0$ure of a SAR is a violation of fedi;ral law. See 
31U.S.C. §§ 5318(g)(2}, 5321, and 5322. Civil and criminal penattles may be 
imposed for SAR disdosureviolations. Willful violations include penalties of up 
to $250,000 and/or imprisonment not to exceed five years. See 31U.S.C. § 

5322(b). Additionally, civil liabilrty may attach to the disdosure of a SAR or the 
existence of a SAR, inadvertent or otherwise. See generally, 31 C.F.R. § 

1020.320(e). The following pohcies and procedures, which are mandated by 
FinCEN, are designed to ensure that Staff properly handle and prevent t he 

unlawful disclosure of SA Rs and SAR infOfmatron. 

Obtaining a SAR and Supporting Documentation 

When requestingSARs and supporting documentation, the designatedmvestigatcrona 
matter will telephone RnCEN to determine the best manner to securely obtain the SAR 
material. This communication is conducted telephonicallv to prevent. Inadvertent d isclosure 

through a mistaken email address or otherwise. II FlnCEN requires a written request, the 

Enforcement POCshould reference the material stating1 ''Perourconvers.atiooon [date of 
conversation 1, please produce any and all Bank Secrecy Act materials filed by 
[institution/firm/office) on {date!.' 

Do not request SA Rs a rid supporting documentation from the filing Institution. However, If 

the filing financial institution voluntarity offers to provide the additional SAR-supporting 
documentation, Staff need not go through FinCEN to obtain the same material. 

Confidentiality of Suspicious Activity Reports 

Remember that a SAR contains unsubstantiated allegations or suspicions. Only the underlying 
transaction, to the extent that it is proven, has evidentiaryvalue. lntemally, Staff should only 

d1sdoseSARs and supportmgdocumentation to other Staff who have a need to know for 

Bureau-relMed purposes. Externally, Staff should not disclose the existence of SA Rs and 

supporting documentatloo to anyone, except to alllhorlzed law-enforcement personnel and 
personnel from the SAR-filing Institution that are responsible for t he filing and management of 

SARs. Staff should not disclose any SAR informa!Jon publicly in any form, Including but not 

limited to, in documents filed in court or in admjnistrative proceedings or otherwise publicly 

ava ilable. Specifically: 
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• Stafif should not disclose t he fact that a SAR exists or that a SAR has been Flied. 

• Staff should not attach or reference a SAR In a CID,charging document, 
motion, response, or press release. 

• Stafif should not introduce a SAR as an exhibit during any tes tlmony on-the• 
record, unless the matter is specmcally about a SAR, e.g., failure to file a SAR. 

• Staff should not refer to a SAR asa source of information or make it evident 
that a SAR was the source of anyinformatlon, 

• Staff may disclose the Information contained In the SAR, as long as there Is no reference 
to the SAR or any indication that the information came from a SAR. For example, Staff 
may disclose the Information contain~ in a SAR bywritinga Disclosure l etter that lists 
the factualinformation obtained from a SAR without disclosing Its existence. Another 
way to disdose Information contained in a SAR Is to disclose the underlylng bank 
documents kept in the ordinary course of business by the financial instrtution {provided 
the documents do not disclose the existence of a SAR). 

Staff should use care as to the way in which SARs are referenced in case files and work 
product. To ensure that the existence of a SAR is not unintentionally disclosed to parties who 
5ain access to case file material throughd,scovery or l he Freedom of Information Act, Staff 
should refer to a SAR in notes or memoranda as "Bank.Secrecy Act lnformabon"' or .,BSA 
Information_" 

Staff should pay particular attention to the SAR non-disclosure requirement when conducting 
discovery, SARs must not be disclosed as part of affirmative disclosure requirements In the 
Bureau's administrative proceedings, See 12 C.F.R. § 1081.206{b) {,v)(exemption for documents 
where applicable law prohibits disclosure). The SAR supporting documentation may be exempt 

from disclosure to the extent that it reveals the existence of a SAR. 

As noted previously, Staff should make requests for SARs and supporting documentation 
through the Enforcement FlnCEN POC. However, It is possible that 1vhen issuing CIDs or when 
conducting discovery, a request for non-SAR material may result in the production of SAR ­

related material. Therefore, If Staff believe that the request mav result In the production of SARs 

and supporting documentation, Staff 
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should state In the request, " If your response to this (discovery request (I.e. , document 

production request)) contains Bank Secrecy Act materials, please segregate and label those 

materials w;1hin the production: 

When responding toa discovery request, Staff should pay partlcular attention to ensure 

that the Bur,ea u's response does not disclose a SAR or the existence of a SAR. If 
responding to the request requires the production of a SAR or material 
that would disclose the existenc.eof a SAR, Staff should note an objection and not comply, For 

example, Staff could object on the basis t hat the discovery request requires t he production of 

materialtha t may violate the Bank Secrecy Act and related regulations. See 31 U.S.C. § 5311 er 
seq, and 31 C.F.R. Chapter X. I f opposing counsel insists on the production of t he withheld 

material, Sta If should consult a supervisor. 

Consideration should be given as to whether it would be appropriate to seek a protective order 
under seal or to seek a ruling from the court on the production (m camera and under seal). 

All concerns about a potentia I disclosure of a SAR or how to handle a, SAR should be 

brought to the attention of an immediate supervisor. 

Storing SARs and Supporting Documentation 

Staff should take necessary precautions to secure and segregate SARs and supporting 
document at ion from other work macerra1s. Staff should segregate SA Rs and supporting 

documentation from the rest of their case flies-both In electronic and hardcopy. Staff should 

keep SAR matenal received from FinCEN or otherwise in 
distinguishable folders or separate from other case materia I. This separation will assist in 

preventing acdoental ofsclosure and facilitate securing the SAR Inform ation. 

• When SAR-related material ls not actively being used, Staff should store the mat,:,rlal In 

a secure location such as a locked office or a locked file cabmet within an open work 
space. SAR material is not being actively used when Staff leaws SAR-related material 

una ttended for anything other t han a brief period of time. Therefore, if Staff leaves the 

SAR-related material for an activity such as lunch, a meeting, or coffee break, Staff 

should secure the material 

• Staff should include a header that sta tes "Confidentlal BSA Material" on any 

memorandum, note, email, or other materia I that contains a SAR or would disclose 
the existence of a SAR. 
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• Emails containing SARs and supporting documentation should be encrypted. Similarly, 
SARs and supporting documentat,on placed on thumb drives , fltp drives, or USB dnves 

should be encryptedandstored in a secure location. 

• \Ii/hen mailing SARs or supporting informat ion, Staff should s:end the materi.a I via a 
postal courier that provides tracking information. See Securely Rece iving and 
Transmitting Materials for further information. 
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During an ir,vestigalion, Staff may seek information from companies and individuals by issuing 

civn investigative demands (CIDs). ACID is an official demand for documentary material, 
tangible things, reports, answers to written questions. and/or oral testimony, which if 

necessary, Lhe Bureaucanseek to enforce In federal court. 

Depending upon the circumstances surrounding a particular ,nvestlgatlon. Generally, staffshool'.I 

require certifications and obtain testimony under oath even when seeking evidence voluntarily. 

The Bureau's rules for issu,ngand enforcing CIDs are in Section l052 of t he Dodd Frank Act and 

in the Rules Relating to Investigations in 12 C.F.R. part 1080 (the Rules),Among othenhings, 

the statute and Rules specify the procedures that recipients of CIDs are to follow when seeking 

to mochfy or set as1dea CID. This policy is intended to provide guidance for handling i.ssues 
relating to Cl Os. Before issuing a CID, Staff should review the relevant portions of the statute 
and Rules. 

Issuing Civil Invest igative Demands 

THE CID FORM 

The operative demand document In a CID package is the CID form1 signed by the Enforcement 
Director or a Deputy Enforcement Director. On the form, Staff should enter the CID recipient's 
full name and address in the "Td'field. Staff should research t he company's corpe<aterecords 

to ensure the use of the company's full legal name, Including "Corp." or other legal st roctural 

designation, as well as any appropriate additiona l designations such as "also d/b/a (doing 

business as r' or "formerly known as." If the company consists of more than one ~egal entity, 
Staff should send separate Cl Os to each entity at the outset oi Cl D issuance. This practice 
reduces the risk 

that the recipient will consider certain materials t.o be beyond the scope of the Cl D 
because they are retained by a different legal entity. 

Staff should check the appropriate boxes In the • Action Required" section of the CID form. If 

sending a CID for oral testimonyJ Staff should include under ''Bureau Investigators'' lhe names 
of each individual who may take testimony during the hearing. For adcmional guidance, 

including information about the location of investlgational hearings, Staff should review the 

policy on Taking Testimony. 

l 
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CID NOTIFIC ATION OF PURPOSE 

Pursuant to 12 u.s.c. § SS62(cl(Z), "lei.ch t iVll investigatiVedemand shall state thenatureof 
the conduct constituting the alleged violation which is under investigation and the provision of 
law applicable to such violation." 12 C.F.R. § 1080.5 further states that " Any person compelled 

to furnish documentary material, tansiblethings, written reports or answers to questions, oral 

testimony, or any combination of such material, answers, orte.stlmony tothe Bureau shall be 
advised of the nature of the conduct constituting the alleged violation that is under 

investigation and the provisions of 

law applicable to such violation." Thfs "Notification of Purpose" should be Included In each 

CID issued. The Notification of Purpose on t he CID form should comply with 

the statutory and regulatory requirements above and should match the "Statement of Purpose" 

in the Opening Investigation Memorandum. If the scop-e or drcumstancesofthe investigation 
have changed since opening the Investigation, Staff should consult the LO or ALO supervising t he 
invesrigatio,nabout making appropr iat e changes to 

the descr iption in both the Statement of Purpose and any subsequen t Not1fications of Purpose 

through an amendment to the Opening I nvestlgation Memorandum. 

For guidance on the content of a Notification of Purpose, Staff .should review the policy 

on Complying w ith Rule of Investigation 1080.5 (Notification of Purposel. 

Unlessothec designation is deemed appropriate, Staff should list their Deputy Enforcement 

Director as the Custodian of Records and the paralegal assigned to the investigation as the 
Deputy Custodian. All attorneys assigned to the investigation should be listed as Bureau 

Counsel. 

The Requests 

During an Investigation, t he subject of t he investigation or a third-party may be compelled t o 
produce documents, tangible things, reports and answers to written questions, and oral 

testimony. Staff should carefully consider what requests for informat ion to include In a CID. 

While seeking what ts needed, Staff should constder the burden t he Ci D will impose upon the 

recipient. A Cl D should be narrowly tailored to solicit the information necessary for the 

investigation. If Staff later determines that additional information is needed from the recipient, 
Staff may issue another CID or requestthatthc CID recipient provide the information 

voluntarily. 
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Staff should use the Cl D templates' for the definitions, Instructions, and other potentially 
relevant 1tem.s.. 

A CID fo, the production of documentarymaterialor tangible things•should describe 

each class of material requested with definiteness and certainty. A reasonable return date for 
the material should be provided . CID recipients should compfy with the detailed instructions 
relating to the productions of documents, including the Document Submission Standards .. , 

The instruct ions should oo attached to each CID. Similarly, in a Cl D for written reports or 
answers to questions, the CID requestsshoulddescribe the material requested with 
definiteness and certainly and specify the return date. 

CIDs for oral testimony" should provide the date, time, and place for the mvestlgational hearing 

and identify the Bureau investigators who will t ake the testimony. Cl Os for oral testimonymay 
either identffy a specific individual from whom Staff seeks testimony, or describe particular 
matters for examination for which the entity must designate one or more lndividuals to testify 
on its beha lf . As described in Rule 1080.6(a)(4)(ii), thetestimonyot the designatedlndividual is 
binding upon the entity. Staff should co11sider, on a case-by-case ba~is, which type of CID for 

ora I testimony is best-suited to the Investigation. Addltlonal procedures. for lnvestlgational 
hearings can be found in Rules 1080. 7 and 1080.9. 

CID TO THIRD PARTIES 

When Staff is considering proceeding exporteand does not want to prO\lide notice to the 
subject of the Investigation, Staff maywanno gather information from third parties. CIDs to 
third pa rties Include a request to the recipient, found In the "lnstru" lons" section, to keep 
the CID confidential. However, the confidentiality of 
Cl Os i.s not assured. Note that electronic service provider,s may inform their customer3 about 

requests made under ECPA. 

O)(T)(E) 

' 
' 

' 
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Even In noticed lnvesttgations; it is often helpful to gather facts from other sources to ensure 
that the evidence is complete. Examples of thirdMpartyrequests include CIDs to: 

• ISPs, web hosts, or domain name registrars to determine who controls a 
particular website (e.g., GoDaddy, Domains by Proxy); 

• T el&phone companies to determine who owns certain telephone numbers; 

• Banks for account information; 

• FedEx for account information; and 

• Marketing, advertising, payment processing, building management, office 
equipment leasing or other service providers. 

Compl1artce wrth ECPA, RFPA, and SBREFA 

Staff should ensure that each CID request complies with the Electronic Communications 
Privacy Act{see ECPA Polley) and the Right to Rnancial Privacy Act (seeRFPA Polley). 

As part of its compliance obligations under the Small Business Regulatory Enforcement Fairness 
Act of 1996 iSBREFA), the Bureau provides smalJ businesses with notke that they can contact 

the Small Business Administration's Nat ional Ombudsman regarding the fairness cf the 
Bureau's enforcement and compliance activities. This notice is lnclud ed in the Cl D form and will 
be provided lo all entities to which Staff sends a CID. To the extent Staff sends an informal 
request for Information to a small business, however, Staff should include the following notice 
in the access letter: 

RIGHTTOREGULATORYENFORCfMENTFAIRNESS 

The Bureau is committed to fair regulau,ryenforcement. If you are a small 
business under Small Business Administration standards, you have a rlghc to 
contact rhe Small Business Admimsrrorion's National Ombudsman at 1·888· 
REGFAIR (1-888- 734-3247) orwww.sba.gov/ ombudsman re.garding the 
fairness of rhe compliance anderr{orcement oclivitiesof the agency. You should 
understand, however, that the Notional Ombudsman cannot change, stop, or 
delay a federal agency enforcement octfon. 
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CID Approval 

CIDs must be signed by the Enforcement Director or a Deputy Enforcement Director. 

Once a CID has been signed, Staff should forward the CID package, Including the signed 

CID form, to t he Enforcement Director via the Litigation Review lnbo, 

(Lltigatlon Review lnbox@cfpb.gov). Staff are responsible for uploading the signed CID package 

into the ENForce matter management system and submitting it to the LO for approval prior to 
sending the O D package to its intended recipient. The Enforcement Front Office w ill conduct 

monthly ENForce CIDaodits to ensure that all CIDs are entered Into t he EN Force system. For 
entities supervised by the Bureau, Starfshould provide notice to Supervision before serving a 

CID. 

The CID Package 

Staff should prepare a CID package to serve on t he CID recipienL This CID package may include 
the following items, as appropriate: 

• Signed CID Form 

• CID definitions and mstrucbons 

• Certificates of Compliance 

• Business Records Certificate 

• Document Submission Standards 

• Rules Relating t o Investigations (12C.F.R. Part 1080) 

• CertificateofCompliancewith RFPA 

• Notice to Persons Supplying Information 

Staff may choose to send a cover letter with the CID package. For additional information 
regarding th e it ems in the CID package, see related policies and t he Cl D checkJJSt.' 

• 
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Service 

Alter the CID has been signed, Staff should serve one copy of the CID package on the CID 
recipient c0<nsistent with the service procedures in Section 1052(c)(8 ), In most situations, Staff 

should send the Cl D pack.age by certified mail, return receipt requested, co the CIO recipient's 

principal place of business. See 12 U.S.C. 5562(c)(8) 

(C), In-person service upon an indlvidual authorl2ed to accept service or service to the principal ornce 

or place of business Is also permissible. See 12 U. S.C. 5S62(c)(8)(A)·(B). 

In addition t o certified mail, St aff may send a courtesy copy of t he Cl D package by another 

method, such as UPS overnight mail, ema II, or fax. The sending of a courtesy copy through 

alterna trve delivery means depends oo whet her Sta fl has had prior contact w ith the Cl D 

recipient or Its counsel and whether Staff knows how the Cl O recipient agrees to accept 

serV1ce. If Staff obtains agreement from the company 

or from opposing counsel to accept service through another method., Staff should 

memorialitethe agreement in writing. 

Regardless of the method of service used, request and retain t he tracking Information, as ii may 

be needed later to demonstrate service. Genera lly, Cl Os should be served by certified mail. Staff 

should also consider serving t he CID by overnight delivery 

with a slgna1ure required, although this method of service, alone, does not satisfy the 

serv,ce requirement. 

0 It may be helpful to determinewhetherCIDs have been issued lot he recipient 
in lhe past. Information about past CIOs should be avail able through the 

Ma tterManasement System. 

Meet and Confer 

After the CID recipienL has been served, the Rules require the recipient to meet-and-confer 

wit h Staff to dlscuss Cl D compllance. Unless t he meet-and-confer requirement has been 

waived by a Deputy Enforcement Director, the meeting must take place within 10 calendar 
days or before the deadline for filing a petition t o modify or 

set aside t he CID. See 12C.f.R.1080.6(c). This initial meet -and-confer is often the juncture at 

which Staff w ill address any requests for extensions or alterations. which are discussed in more 

detail below. 
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At the meet-and-confer, t he Rulesrequire thatthe CID recipient make available personnel with 

the knowledge necessary to resolve any issues relevant to compliance wrth the CID. Thts would 

include individuals knowledgeable about the CID recipient's information or records 
management systems and organizationa I structure. See 12 
C.F.R.1080.6(c}(l). Staff may Include in the meet-and-confer addition al colleagues, including 

members of the Litigatk>n Support Team, In order to fully discuss and address records 
managernent and document submission issues. 

At the meeting or another appropriate t ime, discuss with t he CID recipient any potential 

production of Personally ldentffiable Informat ion (PII). Ensurethatthe recipient understands 

that such Information must be provided In an encrypted format. II hard copy records containing 

Pl I are lo be provided, other adequate protection must be used. Before arranging for the receipt 
of sensitive Pl I or sensitive health information, consider whether the information is needed. For 

additional gwldance regarding encryption, Staff should review the Document submission 
Standards. 1 

Follow-up emails or letters should be used to memorialize any proposed agreemenls made with 

a CID recipient or counsel during the meet·and·confer and any other communications . 
Whenever possible, more than one attorney or Bureau Investigator should be present during 
oral communications with the recipient or t heir counsel. The second Staff member shoold take 

notes and serve as a witness to the representations made during the conversation. 

Staff should Inquire about a CIO recipient's document-tetentionand destruction policies. The 

model CID instructions require t hat during the pendency of t he loves tigationand any related 

enforcement action, the CID redpientsuspendits usual document retention policies with regard 
to potentially refevant materials. 

Requests to Modify Cl Ds 

A Cl D recipient may seek the Bureau's agreement, by negotiation or pethion, to alter the t erms 

of a Cl O. Such requests may include requests for extension of time fo r co,npliance, limiting the 

scope o f a particular request or set of requests, or otherwise changing the terms of compliance 

w ith a CiO. 12 C.F. R. § 1080.6(d) authorizes the Enforcement Director and Deputy Enforcement 

Director to negotla tea nd approve the terms of satlsfactoryCID compliance and to extend the 
time to comply for good cause. 

' 
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All requests for extension of time or for modification to the CIO terms should be made in 
writing and should include all factual and legal information necessary to support the request 

for extension or modi neat ion. The attorney who objects to a CID must sign any objections. 

Counsel for the petitioner ls required to attach a signed statement to any petition, 

representing that counsel has conferred with counsel for t he Bureau in a good-faith effort lo 

resolve by agreement the issues raised by the petition, and has been unable to reach such an 

agreement. Staff should engage In negotiat ions with petitioner's counsel to the extent that the 
r,xiuests beFng made are reasonable. 

With regard to requests for extension of time, Staff should consider negotiating a staggered 

production schedule permitting the CIO recipient to produce specified information on a roUing 
basis. To the extent that Staff negotiates the form of electronically stored information {ESI ) 

production, .a member of the Litigation Support Team should be Included In the discussions. 

Note that Bureau investigators may, without.serving the petitioner, provide the Director with a 
statements et ting forth factual and legal responses to a petition for an order modiFying or 

setting aside the CID. See 12 C.F.R. § 1080.6(e)(3). 

At all cimes durihg Cl D compliance negotiation, Staff should make clear to petitioner's counsel 
that any preliminary agreement Is subject to final approval by the Enforcement Director or 

Deputy Enforcement Director. The proposed agreement should be memorialized in a lener 

detailing modifications or permltUng additional time for CID compllance. The letter should be 
srened by the Enforcement Director or Deputy Enforcement Director. 

Petitions to Modify or Set Aside Cl Ds 

Pursuant to 12 C.F.R. § 1080.G(e), the CID recipient may file a petition to modify or set aside a 
CID. The petition must be Fried within 20days of CID service or by the return date if t hat date is 

less than 20 days from the date of service. The petition must be filed with the Executive 

Secretary of the Bureau with a copy sent to t he Enforcement Director. Before filing a petition, 

counsel for the petitioner must confer with Staff in good faith In an e·ffort to resolve the Issues. 
The Enforcement Director and Deputy Enforcement Director are authori2ed 10 extend the time 

within which to fi le a petition to modify or set aside a Ci D. See 12 C.F. R. § 1080.6(e)(2). Petitions 

and result mg Director's orders m response are made public unless for good cause the Bureau 
determines otherwise. See 12 C.F.R. § 1080.G(g). 
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0 Whenever possible, Slaff should undertake stepstoreduce thellkellhood 
or a petition to modify or sel aside a CID. One stralegyis to ensure at lheoutset 
tha I the CID is tailored to the needs of the inve>tigation and is not overbroad 
Stailf should also be amenable to working with the Cl D recipient to narrow the 
CID, as described above, consistent with lheneeds of the lnvesligation. 

Enforcement of Civil Investigative Demands 

If a CID recipient fails to comply with a CID, Staff mayseek enforcement in federal district court. 
Enforcemerrt will typically represent the Bureau in CID enforcement actions, in coordination 

and consultation with legal. unless there is a specific reason for legal to litigate the matter. 

Productions 

A Cl D recipient must make a CID response under a sworn certificate a ttesting that all of the 
requested information in the recipient' s possession, custody, or control has been produced. 
Certlficates-0fCompllance for Requests for Documents and for Interrogatory Answers and 

Reports' should be in<;.luded in the Cl D package. If a Cl D recipient withholds responsive 
information, it must assert a claim of privilege and provide a scheduJe of the items withheld. 
As to each item the recipient must state: the type, specific subject matter, and date of the 

item; the names, addresses, positions, and organizations of all authors and recipients of the 
item; and thespeci tlc grounds for claiming that the item is privileged. Both the person who 
sul.>mits the schedule and the attorney stating the grounds for a claim that any item is 
privileged must sign It. See 12 C.f.R. § 1080.S(a). Complfancewlth 12. C.f.R. § 1080.S(a)ls In 
heu of flllllll a petition for an order modifying or setting aside a CID pursuant to 12 C.F.R. 
§ 1080.G(e) . 

• .@'lh~yg,r,~nc:=:::;::===================:J1i !bJ(7J(El 
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If during CI IJI production, the recipient inadvertently discloses prrvileged materials, the 
privilege is not walved if the di>closure was inadvertent; the privilege holder took reasonable 
steps to prevent disclosure; and the privilege holder promptly took re asonable steps to rectify 
the error, Including notifvine a Bureaulnvestigatoror the claim of privilege or protection and 
the basis for it. See C.F.R. § 1080.B(c). 

Material produced pursuant to a CIO is confidential and any disclosure of the information 
outside the Bureau must proceed pursuant to the Bureau's Rules on 1he Dlsclosure of 
Records and Information at 12 C.F.R. Part 1070. 

\!\lhen appropriate, Staff may negotiate an agreement with the CIO recipient to produce its 
privilege log on a rolling basis, tracking any agreed~upon staggered production of documents:. 
The CID recipient may request a deferral agreementwhi<h provides that it does not have to 
produce a pr ivilege log unt il the Bureau files a 
complaint in the matter. Staff should consult with the Deputy Enforcement Director or 
Assistant Lil igation Deputy regardil'4! such requests. 

As stated i11ihe model CID instructions and described in the Docume-nt Submission Standards, 
CID recipiems should produce all materials in electronic format. Staff should make a plan for 
the intake of materials-particularlyESl-inadvance (e.g., loading ESI into Relativity and 
coordinating with litigation support). 

For samples of letters fn response to requests to modify or extend time to file a petition, 
requests for third-party fees. or for Cl D cover letters or withdrawal letters, click here or see 
the file on StlarePoint.3 

"Notice to Persons" Supplying Information Form [Witness 
Rights] 

During an Investigation, when Staff request documents, data, or answers toquestions 
voluntarily or under wth-whether in writing or in an investigationa I hearing or deposition­
certain Constltutlonal and statutory rights of witnesses maybe Implicated. The Notice to 
Persons Supplying Information (Notice toPersons) forml should be provided to prospective 
witnesses as set forth In this policy. 

• lfhYWF) 
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Staff should include the Notice to Persons form when issuing a CID or a letter or other written 
request for voluntary product Jon of documents or data. For Cl Os, Include the form in the CID 

package. For letters and other written requests, include the form In t he letter, or otherwise 

transmit the- form simultaneous with the transmittal of the letter or request . 

During the preliminary stage of the investigational hearing, Staff should mark the Notice to 

Persons form as the first exhibit. Bureau counsel should ask the wit/less questions sufficient to 
confirm that first, the wit ness previously received the Notice to Persons form, and second, the 
wrtness previously reviewed the form, or if not, has been given an opportunity to rev~w it in 

the hearing. Also, in cases where a person not represented by counsel has been issued a CID or 

voluntary request other than for oral testimony, Staff may want to confirm with the witness 
that he or she received, reviewed, and understood the Notice to Persons form. 

!tis not necessary to provide the Notice to Persons form to consumers and other 

third•pa rtywitnesses participating in informal, voluntary telephone interviews. However, ln 

certain circumstances Staff may want to consider providing the form to such a witness and 

discussing it briefly with him or her prior to the interview. 

Complying with Rule of Investigation 1080.5 
[Notification of Purpose] (updated April 2019) 

Section 1052(c)(2) of the Dodd-Frank Act, 12 U.S.C. §5S62, and Section 1080.5 of the Bureau's 
Rules Relating to Investigations, .l2 C. F.R. § 1080.S, require that CIDs state "the nature of the 
conduct constituting the alfe_gedviolation that ls under investigation and the provisions of law 
applicable to such violation." All CIDs should comply with this requirement. 

At the outset of the Investigation, Staff should draft a description (l} of the nature of the 

conduct constituting the alleged violation that is under investigation, and (2) the potentially 
applicable provisions of law. This language should be included in the Opening Investigat ion 
Memorandum1 in the section headed "Statement of Purpose Pursuant to 12 C.F.R. § 1080.S." 

~El 1i{El 
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If Staff seek to issue a CID, the statement of purpose from the Open,nog Investigat ion 
Memor.ndum1 (as it maybe amended) should be induded in the sect ion of the Bureau CID 
Form2 labeled "Notification of Purpose Pursuant to 12 C. F.R. § 1080.S ." Including this 
Information in the CID Is important to ensure tha t the CID Is valid and. would be enforced by a 
court if necessary. For more information about how this language is used in conjunction with 
CIOs, seethe CID Policy. 

This notifica\"ion of purpose should typically identify one or more business activities subject 10 

the Bureau's authonty. For example; in an investigation of potentially unfair, deceptive, or 
abusive acts and practices under the CFPA, the notification of purpose will typically identify 

business actrvities that relate to a consumer financial product or servi cc, such .:is collecting 
debts. In mvestlgatton.s where determining the extent of the Bureau's authority over the 
relevant activity is one ot the significant purposes of the investigation, Staff may want to 
consider stating that in the notification of purpose. The not ification of purpose should also 
describe, In general terms, the potentially wrongful conduct. For ex;,mple, the potentially 
wrongful conduct In an Investigation under the CFPA might be "making false or misleading 
representations toconsumers ."' The description of the potentially wrongful conduct should be 
tailored to the circumstances of the investigations. 

Finally, the notification of purpose should identify the potentially applicable provisions of law. 
Staff should endeavor Lo provide spedficiLy in this part of Lhe notification, alLhough predse 
citations within the relevant statute or regulation may not always be practical In complex 

investiga tion. 

Staff should be mindful that notifications of purpose must comply with 12 U.S.C. 
§ 5562, 12 C. F.R. § 1080.5, and account for relevant case law on notifications of purpose. This 
Includes any developments In such case law. Staff should consult the LO or ALO supervising the 
investigation if they have questions reg_arding how to comply with a pplicabfe law. Staff should 
revisit the statement of purpose if the purposes of the investigation evolve, through an 
amendment to the Opening Investigation Memorandum. 

Staff should contact the legal Division for advice on drafting notifications of purpose and 
consider any legal analysis provided by the l egal Division on nolificat,ons of purpose. 

l 

' 
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Taking Testimony 

The Dodd-Frank Act authorizes t he Bureau 10 conduct investigations toascertalnwhether 

any person ls or has been engaged In conduct that, if proved, would constitute a violation of 

federal consumer financial law. Section 1052 of the Dodd- Frank Act sets forth t he 

parameters ·that govern these investigations. Investigations conducted by the Bureau may 

include witness 1estimony. 

Compliance with Existing Laws 

In connec:tion with any witness testimony, Staff should exercise and perform their duties in 
accordance with t he laws of the United States and the regulations of t he Bureau. Prior to 

conducting an investlgatlonal hearing, Staff should be familiar with Saection 1052 or the Dodd· 

Frank Act, which grants t he Bureauauthorrty to conduct lnvestlgatlons, and the Rules Relating 

to Investigations that implement Section 1052ofthe Dodd.frank Act, particularly 12 C.f.R. §§ 

1080. 7 and 1080. 9 that address taking t estimony. Staff should also comply with t he Office of 

Enforcement's Notice to Persons Suoplying Information policy. If Staff is asked whether a 

witness is the targetofan investigation, Staff must adhere rothe No Targets of Investigations 

poncy. Staff should further be aware of the limitations the Electronic Communications Privacy 

Act (ECPA) and the Right to Financial Privacy Act (RFPAlplace on the Bureau·s ability to obtain 

and share Information, and should refer to t he poll des related to those laws to determine If 

the llmitationsareapplkable tot he hearing. 

The Rules Relating to I nvestlgations draw from the lnvestigatfve procedures of other law 

enforcement agencies, including the procedures used by the Federa l Trade Commission 

{FTC), the Securities Exchange Commission, and the prudential regulators. In constructing 

these rules, t he Bureau drew most heavily from the FTC' s investigatrve procedures, In part 
due to the similar ities between Section 1052of the Dodd-Frank Act and Section 20 of the 
FTC Act, 15 U.S.C. §41. You, t herefore, may find case law related to the FTC'srules penaini'll 
to Investigations a11d Lhe FTC Act to be a useful resource If issues arise. 
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The Bureau lnvestlgator(s} t hat will conduct or be present at the inve stiga1 ional hearing should 

be the same as those ide ntified in the Cl 0. A Bureau investigator is any attorney or fnvestigator 
of the Bureau charged with the duty or enforcing or carrying Into effect any federal consumer 

financial law. 

Staff should consider whether t hey wantto take testimonywith a partner or other 

Bureau investigators. II so, such a person should be ltsted on the Cl D. 

CONTACT WITNESSES 

Compelled Testimony 

Issuing a CID Is the only means for Staff to compel a witness to provlde testimony in the course 

of an investigation. Please also review the Office of Enforcement's policy regarding issuirig 

CIOs . 

You are not limited to taking a witness' s testimony in a single day if the circumstances of your 

investi~ation necessitate mulltple days of test,mony. If vau know in advance multiple days of 

testimony are necessary, the CID should set forth multiple dates. 

Volun tary T•est imon y 

A wit ness may agree to provide testimooy In a voluntary investiga t lonal hearing w ith a court 
reporter present to record and transcribe the testimony. To conduct a voluntary lnvest igatioral 

hearing, a witness must consent to the hearing being governed by 

12 C.F. R. Part 1080. 1 n determining whether a voluntary lnvestlgatlonal hearing Is 
appropriate, Staffshoold consider t hat: 

• The witness would be testifying voluntarily; 

• The witness may decline to answer questions that are asked; and 

• The witness would be free to leave at any time. 

Petitions Challenging a CID 

Petitions challenging t he Bureau'sauthorrtytoconduct an lnvesttgatlon or the sufficiency or 
legalityof a CID should be submitt ed to the Bureau In advance of the invest igational hearing in 

accordancewilh 12 C.F.R. § 1080.G(e). Argumentsm supportof any such petition at the 

inves1lgation al hearing are not permitted. 
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ARRANGE LOCATION AND TRANSCRIPTION SERVICES 

Staff should select a location for an investigational hearing in the judicial district of the United 
States in which the witness resides, is found, or transacts business, um less otherwise agreed 
upon by the Bureau investigator and the witness. 

Staff are res pons Ible for reserving a location for the lnvestlgatlonal hearing. Absent compelling 
c,rcumstances, Staff should first con1actfederal and state government offices In the area to 
inquire about possibly reserving space in those offices. If Staff are unable to reserve space at a 
federal or st ate government office, then Staff may reserve a space through the court reporting 
vendor. As a last resort, Staff mav use their Govemment Travel Card to pay for the cost or 
reserving the space. Staff should 1111 out a Travel Approval Form, which requires approval from 
the supervis ing Assistant lrtigation Deputy (ALO), prior to incurnng the expense. Staff should 
contact the Office of Enforcement's Administrative Officer with ques.tions regarding the Travel 

Approval Form and space reservation process. 

Staff are res pens Ible for making the appropriate arrangements to have a court reporter 
attend the investlgatlonal hearing and obtaining a transcrlpL The paralegal assigned to the 
investigation 1s authonzedto obtain a court reporter. Staff should notify the appropriate 

paralegal of their need for a court reporter as far in advance as possible, but no later than two 

weeks in advance of the hearing unless th<?re are exigent circumstances. 

MEET AND CONFER 

The Office or Enforcement's policy on meet and confers can be found in the £!.Q~- This 
section is meant to supplement, not replace, the meet and confer procedures in the CID policy. 
The following Is a 11st of topks Staff should cover In the course of a rneet and confer after lssulng 
a Cl D compelling testimony: 

• Advise the witness and counsel that investigational hearings are governed by ll U.S.C. § 

5562 and Its Implementing regulations, and objections that may be properly raised are 
limited asset forth in the regulations; 

• Advise that only the recording arranged and procured by the Bureau for the hearing is 
permitted, and no other recording may be created; 
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• If Staff would like a person not listed In 12 U.S.C. § 5562(c)(13)(B) to attend the hearing, 

ask t he witness and counsel if they cons em to the presence of such person. The 

attendance of a person not listed in 12 U.S. C. § 5562(c)(l3)(6) should be agreed upon in 
advance of the investigational hearing; and 

• Where a CID requires testlmonylrom an entity, pursuant t o UC.F.R, 

§ 1080.6(a)(4)(ii), Staff need a (ist of t he individuals designated to testify on the entity's 
behalf and the subject areas each designee will be testifying about in advance of the 
hear ing. 

Conducting an lnvestigational Hearing 

PREPARING EXHIBITS 

Staff should identify and prepa re the requisite number of copies of tile exhibits they 
wish to use in the course of the hearing. 

In order to introduce a new exhibit man investigationalhearing, Staff should do the 

following: 

• State that they are handing a document to the court reportertomark it as 

eihlbit U(RII in Number]. 

• Describe the document, e.g., what it is; the date; t he parties t o the document if 
relevant, and the Bates numbers if applicable. 

• Instruct the court reporter to attach an exhibit sticker, containing the matter number 
followed by the exhibit number that corresponds to the chronological introduction of 

the document ar the hearing (e.g., 2015-~xx-xxex. l, 2015 • ~xx-xx Ex. 2). After the 
first investigational hearing, exhibits will be marked 
in chronological order starting with the number that follows the last number entered in 
t he most recent invest igational hearing. The court reporter should mark the exhibit 
sticker with their imtials and hand it back to the Staff. 

• Present t he exhibit to the witness and continue the line of questioning. 

In order to use a previously marked exhibit, Staff may hand the witness the previously marked 
exhibit; reference the exhibit by its number, and continue with the line of questioning. 
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The court reporter may Include a list of the exhibits Introduced In the lnvestigational hearing In 
the transcript, but Is not permittedtoretom the exhibits. Staff should collect all of the exhibits at 
the conclusion of the hearing, 

To assist in tracking exh[bits and the wltnesses that have Identified them, Staff can keep a chart 
thatli.sts the exhibits by number, along with a brief description and a list of witnesses that have 
identified the exhibit. 

PARTIES PERMITTED TO ATTEND INVESTIGATIONAL HEARINGS 

Only the parties in the following list are permitted to be present at an investigational hearing, 
Before testimony is given, the Bureau investigator should exclude all other persons from the 
hearing ,oo,n. 

• The Bureau investjgator(s ) 

• The person giving teslimony 

• The attorney for the person giving testimony 

• Any investlgator or representative of an agencywith which the Bureau is 

engaged in a joint Investigation 

• Any court reporter taking testimony 

• At the discretion of the Bureau investigator, and with the con.sent of the person giving 
testimony, persons other than those listed above for either side 

COUNSEL REPRESENTING THE WITNESS 

A person compelled to give oral testimony may be accompanied, represented, and advised by 
counsel at the lnvestlgatlonal hearing. If the witness Is being represented by counsel, advise the 
witness and counsel they will be asked at the hearing to state on the record that counsel 
represents lhe witness. While c.ounsel for the witne.ss may represent another party in the 

investigatioo (e.g., the witness's employer}, counsel must be appearing a.s the witness's 
attorney to be present at the investigational hearing. 

To the e.ientStaff are aware that counsel for the witness Is representing other parties In the 
investigation, and th,s representahonra1ses a potenttalconf11Ct of interest, Staff should consult 
with the supervising ALO regarding the potential conflict of interest, and determine how the 
issue should be addressed, if at all, 
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PRIOR TO COMMENCING TESTIMONY 

Staff should advise the witness and witness's counsel that the Bureau investigator controls the 
record a1 t he invest igational hearing, and to the extent eit her the wit ness or witness's counsel 

wishes togo off- lhe-record, those requests sho<>ld be directed to the Bureauinvestlgator. It is 
in the Bureau investlga tor'sdlscretlontograntordeny any such request. 

The Bureau investigator should provide t he court reporter with the caption of the investigation. 

Captions for investigat ions should follow the same convention as ma tt erfolder names, 

explained i11 Maintaining Matter Folders. To the extent possible, Staff should assisl the court 

reporter wit h the spelling of proper names and unusual words. 

COMMENCEMENT OF THE RECORD 

In commencing an investigationalhearing, the Bureauinvestigatorshould: 

L Have the wit nessstatehis or her name for t he record, and state whether he or 

she is represented by counsel; 

2. If t he witness Is represented by counsel, have counsel Identify himself or 

herself, and state that counsel is representing the witness; 

3- Have any person not from the Bureau identify himself 0< herself, or Staff may 

identify t hese additional parties by name, address, and employer; 

4. Have any person from the Bureau identify himsetf or herself,. or Staff may 
identify t hese additional partles; 

5. If any person not listed in U U.S.C. § 5562(c)(13)(B) is in attendance, confirm the 

witness's consent to the presence of such person: 

6. Ask the witness if he or she had the opportunity t o review the CID compelling his 0< her 

test1monyand the Notice to PersoosSupplying lnformat,or1 p rovided to the witness, 

and if t he response is no, p<ovide the witness time to review both documents before 

continuing; 

7. For ;a w itness appearing as an individual designated to test ify on behaifof an 

ent ity, confirm the subject areas thatthedesigneewill be testifying about; 
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8. Advise t he witness and counsel that t his Is an lnvestlgatlonal hearing governed by 12 

U.S.C. § 5562 and its implementing regulations, and object10ns t hat may be proper ly 

raised are limited asset forth in the regulations; and 

9. Advise that only t he recording arranged and procured by the- Bureau Is 

permitted, and no other recording may be created. 

TESTIMON Y GIVEN UNDER OATH AND TRANSCRIBED 

Witness testimonyshould be given under oath or affirmation before an officer authorized 
to administer oaths a nd affirmations by the laws of the United Sta tes or of the place c1t 
which t he examination is held. The testimony should be taken stenographicallyand 

transcribed. 

If the testimony will be recorded by audiovisua l means, Staff should consult with the supervising 

ALO prior to incurring the a dditional expense of having the test imony videotaped. Staff should 
provide advance written notice to t he witness or witness's counsel, as appropriate. At an 
investigatiooal hearing, only the recording arranged and procured by t he Bu reau is permitted. 

No 01 her recording may be created. 

After receiv;ng a copy of the transcript, the Bureau investigator shou ld e nsure t he court 

reporter provides, as part of t he transcript, a certification that the witness was duly sworn 
and that t he- transcript is a true record of the testimony given by the witness 

COUNSEL' S. ABILllY TO ADVISE THE WITNESS 

The Bureau investigator should permit the attorney to advise the wi tness. in confidence, either 

upon the request of t he wi tness or upon the Initiative of the attorney, with respect to any 

question asked of the witness whe re it is. claimed that a witness is asserting privilege. Except in 
the limited circumstance of claiming privilege to refuse to answer, counsel may not otherwise 

consult w ith a witness while a question is pending. See12 C.F. R. § 1080.9(b)(l). 

OBJECTIONS MADE AT THE INVESTIGATIONAL HEARING 

The witness or counsel ior the witness may ooly ,efuse to answer or obJect to questions on t he 
grounds of a consti tutional or other legal right or pr ivilege, including the privilege againstself­

lncriminatlon. If a w itness refuses to answer a question on the grounds of privilege against self• 

incrimination, Staff should follow the Office of Enforcement's policy on a witness asserting his 
or her Fifth Amendment right. 
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Staff may want to remind the wltne.ssand counsel that this is an fnvestlgatlonathearlng 
governed by 12 U.S.C. § 5562 and its implementing regulations, and objections that may be 
properly raised are limited as set forth in the regulations. Staff may also want to inform counsel 
or the witness that an investigat ional hea ring is not a deposit ion, and It is not governed by the 
Federal Rules of Civil Procedure. 

Counsel is prohibited from making ..statements on the record, but may ask the Bureau 
investigator that the witness be allowed to clarify any of his or he.r answers. It is in the Bureau 

investigator' s discretion to grant the request. The proper t ime for a witness to clarify his or her 
answers isat the end of the examination. 

AVOIDANCE OF DELAY OR DISORDERLY CONDUCT 

The Bureau Investigator Is authorized to take action In the course or an lnvest lgatlona I hearing 
to avoid delay. to prevent dtSorderly, dilatory, obstructionist, or contumacious conduct, and to 
restrain or prevent contemptuous language. If counsel for a witness refuses to conduct himself 
or herself in accordance with these obligations or any other obligation under 12 C.F.R. Part 
1080, Staff may state, for the record, counsel's conduct, and report the conduct to the 
supervising ALD for further action, i f any. 

Remember, when recounting counsel's conduct, you are creating a record to support a petition 

to enforce the CID or to inform the Director on w hether to issue an order requiring counsel to 
show cause-why he or she should not be suspended or disbarred from practice before the 
Bureau, so it is essential that you cover all of t he relevant behavior and events. Be particularly 
aware that the transcript will not convey tone, 
the volume of counsel's voice, or nonverbal communications, soto tile extent such conduct 

is relevant, you must describe tha l conduct for the record. 

If counsel for the witness is obstruct ing the proceeding, you should consider whether counsel is 
responding in this manner to a particular topic or line of questions. If it is a particulartopic or 
line of questions that is causing an issue, you should addresstheother areas you want to cover 
with the witness nrst, and then proceed with questions on the topic drawing obstructionist 
reactions. To the extent t hat you find yourself at an Impasse wrth counsel, after creating a 

record of his or her conduct, you may adVJse cou.nseJ that an irwestig at1ona l hearing concludes 
when you are satisfied that the witness adequately complied with the CID, ;md to the extent the 
B.ureau finds the events 1hattranspiredto amount to noncompliance, the Bureau has the abflity 
to enforce tile current CID. 
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DOCUMENilNG AN UNPREPARED ENTITY WITNESS 

If a Cl Dis issued compelling entity testimony, the individual(s) designated by the entitV 
must be able to •testify about information known or reasonably available tot he entity." U 
C.F. R. § l08O.6(a)(4)(ii). tf Lhe witness is generally unable to provide 
Information about a specific subject area, Staff should establish for the record that the 
witness was generally unprepared by aslclng questions refatedto: 

• The amount of time the witness spenr preparing for his or her test imony; 

• Who the wrtness spoke to In order to prepare for his or her testimony; and 

• The volume of documents the witness reviewed in preparation tor his or her 
testimony, 

INTERMIT T ENT BREAKS 

Staff may permit breaks In the course of an invest,gatlonal hearing as necessary. 

CONCLUDING THE INVESTIGATIONAL HEARING 

The investigational hearing should not be adjourned unless and until the Burea u 

investigator issatisfiedthattne witnessadequatelycomplied with the CID. Staff should 
collect all copies of documents provided at the conclusion of the lnves tigational 
hearing. 

In dosing an lnvestlgatlonal hearing, the Bureau Investigator should ask the witness If he or she 
is willmg to wawe his or her nghtto exam1oe and read the tran.,cript, which ,s permrtted under 
12 U.S.C. §5562(c)(l3)(E)(ii). 

WITNESS FEE 

Any witnes$ compelled to testffy at an investigational hearing is entitled to the same fees and 
mileage that are paid lo witnesses in the district courts of the United States asset forth fn 28 
U.S.C. §1821. Staff should contact the Office of Enforcement's Administrative Officer with any 
questions regarding payment of fees and mileage to a witness. 
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WITNESS'S RIGHT TO OBTAIN COPY OF TRANSCRIPT 

Following an lnvestigational hearing, the Bureau "shall furnish a copy of the transcript (upon 
payment of reasonable charges for t he t ranscript)to the w itness only, except that t he Bureau 
may for good cause limit suth witne~s 10 inspection of the official transcript of his tesl imony. • 
12 U.S.C. § 5562(c)(13)(G). 

0 The Bureau should not provide a copy or the transcript to the witness or 
counsel, rather, the witness can only buy a transcript from the court reponer 
vendor with the approval from the Bureau. The court repon:er 

should not provide a copy of any transcript without Bureau authorization. 

A witness should submit his or her request in writing to a Bureau investigator present at the 
investigatioinal hearing, within a reasonable time following the hearimg. When a witness or 
wRness' s counsel requests a copy of the transcript, Staff receiving the request should 
authorize the court reporter to allow the witness toobtain a copy of 

the transcript (upon paying the vendor fees)unless Staff has reason to believe there is 
(or may be) good cause to provide the transwpt for inspection only. 

When Staff has reason to believe there is (or may be) good cause to refuse to provide a copy of 
the t ranscript, they should consult with their supervising ALD and LD about whether refusing t o 
provide a transcript is appropriate under the circumstances, taking into account the 
considerations listed below. The determination of whether there Is• good cause" to prevent a 
witness from obtaining a transcript should be made by the supervising LO, who will keep the 
Enforcement Director informed about any decisions in that regard_ 

While witnesses are generally a flowed to obtain t ranscripts, t he Offtce of Enforcement may 
determine that there Is good cause not to provide a copy of a transcr ipt where, among other 
potential circumstances: 

• The witness lS a third-party recipient, and the subject of the investigation 
is not aware of the investigation, the particular theories that the Office of 
Enforcement is considering, and/or the contents of the wit ness's t estimony; 

• There are specific articul.Jble reasons to believe that provision of the transcript a t that 
time would compromise a confidential inv~stigation; or 
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• Other relevant considerations as articulated by the Staff at the time of the 

dete rmination. 

When a transcript is provided, Sta ff may, if appropriate, ask that the transcript not be shared 
with any other person until the mvest ,gatlonis complete.Such a req11Jest may be appropriate 
where the party requesting the transcript ls not the subject of the invest igation and where 

there is , ca son to believe that the reque-ster would support the Office of Enforcement's goal of 

preserving the confidentiality of the investigation. 

REVIEW AND SIGNING OF TRANSCRIPT 

Once an lnvestigacional hearing is complete, the court reporter will prepare one original 
hardcopy bound transcript, one electronic t ranscript, and one e-Transcrlpt version and 
transmit them to the Bureau. Staff should forward the original transcript to the Bureau 
custodian, w ho is ldentflied on the CID and who generallvwlll be the paraleg.,l assigned to 
the investigation. 

The Bureau Investigator should then prO\/ide the witness a reasonable opportunity to review the 

transcript of his or her tes timony. The witness has 30 days from the date the transcript was first 
made available, Including the date the witness or witness's counsel received the tran.scrfpt, to 
sign the Certification of Witness forml and return to the Bureau the original signed Certification 

of Witness, the copy of the transcript, and the Errata Sheet for Changes to Tran.script.' if used by 

the witness. 

When the Bureau decides to deny a witness' s request to obtain a copy of the transcript, the 
witness should be provided the opportunity to examine the transcript of his or her testimony in 

a superv,sed location. Otherwise, -a copy of the witness's transcript will be provided by the 

Bureau to the wit ness for ex~minat ion, but any such copy must be returned to the Bureau. The 
procedures for both types of examinations are set forlh below in gr<,ater detail. 

' 
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Examination ofa Transcript 

The following steps should be followed for the review of the lnvestlgationalhearlng 

transcript: 

• When the Staff instruct the paralegal todo so, the paralegal will email an 
e-Transcriptversionof the transcript to the witness or witness's counsel as directed, 
The e-Transcrlptversioncan be viewed and forwarded, but It cannot be saved or 
printed. 

• Emailing the a-Transcript version Is the usual method for transcript review, However, If 
for a specified reason Staff does not want lo use the e-Tran~cript process, Staff ca n mail 
the bound copy of the transcript, IH Cover Letter for Transcript Review, IH Certification 

of Witness form, and IH Errata Sheet for changes to the transcript. Staff should track the 
package to ensure that they can account for the date of delivery. Since a witness has 30 
calendar days to read, review, and sign the transcript, Including the date of receipt by 
the witness or witness's counsel, It Is Important the Bureau llas a record of the date the 
transcript was made available to the witness. Staff should make a calendar entry to 
follow-up after 30 days to determine whether the witness has returned the Certification 
of Witness and the transcnpt copy. Staff must make sure the- witne ss has returned the 

copy of the transcript provided to him or her. 

• Also in the email will be: (1) IH Cover Letter for Transcript Review;• (2) I H Certification of 
Witness form;• and (3) IH Errata Sheet' for changes to the tra nsc.ript. (These and all 

investlgationalhearing -relatedformscan be found in the Templates and Forms folder on 
SharePoint.)The use of the Errata Sheet for Cllanges to Transcript satisfies the Bureau 
inve.st igator' s obligatioo under 12 U.S.C. § 5562(c)(l3)(E)(Tii) t o enter and identity any of 
the witness' s desired changes In form or substance to the transcript and thatthose 
changes are accompanied by a statement of reasons. Where Staff should Insert the 
name of the Investigation on a form, use the matter folder name dictated by the Office 
of Enforcement's policy on maintaining matter folders . 

3 O)(Ti(E) 

' 
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• If a signed Certification of Witness is not received within 30 calendar days, Staff 
should execute an IH Bureau Statement re Non-Signature form' (found in the 

Templates and f orms folder on SharePointl, and attach the document to the 

transcript. St aff signing t he IH Bureau Statement re Non-Signature form Fulfills t he 

requirements under 12 U.S.C. § 5562(cl(131(E)(v} to "sign the transcript and state on 

the r ecord the fact of t he waiver, Illness, absence of the witn ess, or t he re fusal to 
sign_ N 

Examination ofa Transc.ript In a Supervised Location 

When the Bureau decides to deny a wit ness's request to obtain a copy of the transcript, the 

Bureau investigator still needs to arrange forthe review and signature of the witness. In a 
supervised location, Staff should provide the following t o the witness for revlew and signature: 

• A copy of the transcript; 

• A cover letter, using the IH Cover Letter for Transcript Review Supervised 

template;' 

• A Certificat ion of Witness using the IH Certification of Witness form• with t he fields 

completed (e.g., t he " In t he Matter of"; •witness Name'; "Hearing Date• and "Bureau 

lnvestlsator(s I" fields ); and 

• An 11-i Errata Sheet' form for changes to t ranscript, with t he fields completed (e.g .. the 

"In the Matter of' ; " Witness Name• ; " Hearing Date" and "Bu reaulnvestigator(s)" 

fields). In place of the name of the invest,gat,onon a form, Sttaff should use t he name of 

the matter folder. 

All investiga1ional hearing-related forms ca n be found in the Templat es and Forms folder on 

Share Point." 

,,)(7)(EI 

' 
• 
• 
10 
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The use of the IH Errata Sheet for changes to transcript satisfies the Bureau Investigator's 

obligat ion under 12 U.S.C. § SS62(c)(13)(E)(iii) to enter and identify any of t he witness's desired 

changes in form or substance to the t ranscript and thatthose changes are accompanied by a 

statement of reasons. 

After the witness has completed t he review, the Bureau Investigator should collect t he 

transcript, enata sheet, and signed certification form. 

If the witness refuses to sign the transcript or provides a written waiver of signature, t hen the 

Bureau investigator should execute an IH Bureau Statement re Non-signature form" andattach 

the document to the transcript. Staff signing the I H Bureau Statement re Non-signature form 

fulfills t he requirements under 12 U.S. C. § 5562(<) (13)(E)(v) to "slgnt he t ranscript and state on 

the record the fact of the waiver, Illness, absence of the wrtness, art he refusal to sign.• 

l1 
b E 
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Tips from current and former employees and other industry insiders (such as competitors can 
serve as a valuable resource for the Office of Enforcement in ldentify,ng potentlal violations 
of rederalconsumer financial laws. Enforcement has a whistleblower tip hotline (855-995-

7974) and emall lnbox {whlstleblower@cfpb.gov) where Individuals can provide tips 

concerning potential legal violations. Enforcement also received tips via mail, Consumer 
Response, and other internal and externalsovrces. A team of on-call staff members 
(Whistleblower Team)hand!es the intake of incoming whistleblower t ips. The primary role of 

Whistleb!awcr Team Staff in reccivmgsubmissions is to document the information provided 
by tipsters and route the tips to Issue Team subject matter experts for review and 
determination of appropriate next steps. 

Staff may receive whistlebfower tips and/or interact with whistleblowers as part or casework 

or when tiPS are submitted directly t o Staff. instead of to the whistleblower hotline or inbox. 

This section p rovides guidance on how Staff should route t ips and engage with 

whistleblowers . 

Routing Tips to Ehforcement's Whistleblower Team 

Tips need to be routed to Enforcement's Whistleblower Team to be processed and reviewed 
properly. Tips submitt ed t o Staff Instead of t he whistleblower hotline, lnbox, or 

Whistleblower Team,should be re-directed to thewhistieblower inbox or ENF Administrative 

Operations Assista nt so that they can be integrated Into Enlorcement'sroutine tip intake 

process. 

Re-d,recti ng Consumer Complaints to Consumer Response 

If t he submi tter Is not a whistleblower but instead a consumer with a complaint about a 
financial ins titution or general Inquiry, Staff should direct t hem t o contact Cons umer 

Responsev,a the Consumer Response hotline at(855) 411-2372 or on line complaint portal at 

https://www .consumerfinance.gov/complaint/. 
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Engaging with Whistleblowers 

Staff should follow these best practices fort he topics desecribed belolV when engaging with 
whistleblowers: 

Determinin g if Whistleblowers are Re presented by Counsel 

Staff should ask the Individual if they are represented by counsel In relation 10 the information 
they are providing. If so, Staff shoold ask for the attorney's contaclinformatlonto get approval 
to communicate dlre<:tlywlth the lndlvldual. Staff should follow up w1th their ALO once they 

have spoken to counset about next steps. 

In the case of a current employee, II lhe employee responds that tht>y are not represented by 
counsel In relation to the information they are providing, Staff should next ask whether the 

employee's company Is represented by counsel In relation to the Information the employee Is 
providing. If the answer is yes, Staff should ask for the employee's t,t le/position. lfthe 
employee responds that they are a manager 
or director o f the company, Staff should end the conversation and consult with their ALO 
before proceedillll in order to avoid any potential Rule 4.2 issues , If, based on the current 
employee's r-esponse, Staff are unsure whether the employee Is a manager or director, staff 

should terminate the conversation and consult with their ALO before proceeding. 

In the case of a former employee, Staff should avoid soliciting Information that Implicates 
the former employer's attorney-client privilege. Staff should not Inquire about any legal 
adv,ce received by the former emptoyee from in·hou.se counsel. 

Making Representations to Whistleblowers 

Staff should not make any promises or representatlO/\s to Individuals regarding any potential 
action that the Bureau might lake in response to the Information provided. Staff should only 
inform individuals thatthey may be contacted if additional information is required. 

While communicating with individuals, Staff should refram from providing legal advice and 
dearly articulate that the Bureau does. not represent individual consumers. Staff should also 

refrain from opining on whether the conduct described cons titutes a violation of law. 

Staff should not promise Individuals that their Information wlll be kept confidential. Staff can 
inform mdividuals that the Bureau takes their privacy seriousty and will keep theiridentities 

confidential to the extent permitted by federal law. 
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Obtain ing Documents f rom Whistleblowers 

Staff should never implicit ly or explicit ly communicate to whistleblowers that t hey should: 
(a) obtain documents to provide support for their allegations; or (b) submit privileged 
documents to the Bureau. 

If whistleblowers volunteer that they have documents they are willin_g to provide the Bureau, 
Staff should consult with their ALD before accepting the documents t o discuss any potent la I 
legal or ethical issues associated with accepting the materials. 

When appropriate, Staff should instruct Individuals to submit any additional 
Information through the Whlstleblower hotline or inbox. 

Whistleblower Protect ions 

If indrviduals lnd1<ate they have suffered adverse Job actions, Staff should Inform current 
employees that under the Dodd•f rank Act, they may b~ protected from termination or other 
forms of wo,kplar.e retaliation. Staff should direct individuals to www.whistleblowers.gov or to 
call the U.S. Department or Labor Occupational Safety & Health Administ ration at (800) 321-
6742 for more Information. Staffs hould refrain from offering any leg al advice to ind1vidua Is on 
their potential claims. 

Section 1057(al of the Dodd-Frank Act prohibits •covered persons" o< 'service PfOviders" from 
terminating or discriminating against employees for providing information to the Bureau about 
potential violations of the laws it enforces. Individuals who believe they have been terminated 
or discriminated against in violation of Section 1057(a) are required to file a complaint with the 
Secretary of La bor within 180 days of the alleged retaliatory conduct. The Secretary of Labor 
can award re lief which may Include reinstatement, back pay, and compensatory damages. 

8S 

Policies in 1hismanual .areeffec1ive as of 1heda1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeted as such. 

CAUTION! These mate.rials may be subfec1 lo one or more of the folbwin9 pri11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 85 of 208 



W VESTI GAT I VE ?O LI CICS 

P ART l I OfF-IC£ POllCJES 

Responding to Consumer Inquiries 

Unsolldted communications from consumers, Including complaints and Inquiries about 
completed enforcement actfons, can provide the Bureau w1thvaluabte informabon regarding 
individual experiences with consumer financial products. Because the Office of Enforcement 
does not represent individual consumers, generally such communica tlons should be routed to 
the Bureau's Office of Consumer Response. 

\!'lhile communicating with consumers, Staff should refrain from providing lega I advice, 
including whether an individual mayor may not be affected by a specific Bureau enforcement 
action, and from providing Information about on-going investigation$ or Internal Bureau 
policies and procedures. 

Staff should dearly articulate that the Office of Enforcement does nor representlndIvldual 
consumers. Enforcement Personnel should encourage consumers to provide the unsolicited 
information, compJaint, or inquiry to the Bureau !Consumer Respons:e} by submitting a 
complaint through the Bureau website or by telephone. The contact information is as 
follows: 

• https://www.consumerfinance.govJcomplalnt/ 

• 1 (855)411-2372(Toll Free) 

If the unsolicited commumcation concerns a specific enforcement action, Staff should contact 
the Enforcement attorney handling the matter todetermine if there are any other procedure.s 
that should be communicated to the consumer. (For example, the entity subject to an order 
may have a 1011-free number available for consumers to ask questions about their accounts.) In 
addition to requesting that consumers provide the information to the Bureau through the 
appropriate Consumer Response channels, Enforcement Personnels houfd also suggest that 
consumers contact the cntiW if t hey are or we.re a customer of the en tity. 

If the unsolicited communication concerns an Investigation or examination, after referring the 
consumer to the consumer response options above (Consumer Response portal), Enfo<eement 
Personnel should pass on the information to the attorney handling the investigation or 
supporting t.heinvestigation. 
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EX AMPLE RESPONSE 

If an email response is appropriate, the following template maybe used: 

Dea., [CONSUMER/: 

Thank you for your email inquiry. We ask that you submit your [inquiry, comploinr, 
information/ or,line or by telephone os follows: 

http://www.consumerfmonce.gov/complaint/ 1 

(855/ 411· Z37Z (Toll Free) 

The .Information you provide w/11 help Inform our work of pro tectfng 
consumers. 

Sincerely, {NAME/ 
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No Targets of Investigations 

At some point during most Bureau Investigations, usually upon being contacted by Enforcement 
Staff, people will ask (directly or through counsel) whether they are t he "target• of the 

investigati~. The Staff's answer to this ques tion should always be "No, Bureau investigatiom 
do not have targets." 

There are many reasons for this uniform response. NTarget'' Isa term of art In criminal law that 

carnes a specific meaning with fegal consequences. In the grand jury process, individuals are 
often identified as the target of a criminal investigation, and that characterization has 
important Hfth and Sixth Amendment implications. Because Bureau investigations are civil, 
the notification of "targets" is not reQuired. Furthermore, the term "larget" Incorrectly Implies 
that the objective of an Enforcement investigation is to rea~h a spec,fic result (legal action 
against the target) rather than to search for the t ruth. Although some parties involved in 
investigatio~1.s eventually may be named as defendants or respondents in subsequent 

htlgation, t he Bureau does not have targets of its preliminary inquiries or investigations. 
Therefore, Staff should never use the designation"target" to describe the subjects of 
Enforcement Investigations. 
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NORA-Notice and Opportunity to Respond and Advise 

The Notice and Opportunity to Respond and Advise (NORA) process<1ffords people and 

entities {Persons) under investigation an opportunity to present their positions to the Office of 
Enforcement and the Bureau Director before the authorization of a 

lawsuit against t hem. It was modeled on similar p,ocedures at other federal agencies, with 

modifications made to account for experience with lhose procedures over time and 

dlsslmllarlties between those agencies and the Bureau. The NORA procedures strike a balance 

between fairness to Persons under Investigation and protection of tt,e public Interest. The 

informal, d,scretionaryframework of the NORA process allows the Bureau to retain its abitrty to 
respond to unlawful conduct in a timely fashion. 

Purpose of the NO RA Process 

The primary objectives of the NORA process are to: 

• Allow Persons under lnvestiga tion t he opportunil y lo be hea rd before the 

filing of a law suit in situations where delay will not unduly harm consumers; 

• Help ensure that enforcement actions are based on sound policy, and that they 

effectively further the Bureau's priorities; 

• Alen the Bureau to potential unintended and undesirable consequences of 

enforcement actions: and 

• Help ensure that the Bureau is aware of any material facts re levant to both its 

investigations and contemplated enforcement actions:. 

Supervisor Approva I 

NORA redplents' requests for deviation from the standard NORA procedures, such as extensions 
of t ime, should be made in writing, clearly state the basis for t he request, and be dirededto the 
staff member who provided the NOAA. 
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A Before sending a recommendation memorandum about a proposed 
enforcement action to the Director, Staff should obtain Al!.D and LO 
approval to initiate the NORA process, or to determine that the NORA 
process should not be used Staff must obtain the supervising EnforcemenL 
Director's approval before allowing any discretionary deviation from the 
NORA procedures described in the current NORA Bullet in.1 

Initiating or Foregoing the NORA Process 

The NORA process should be used in most cases when Staff expects to recommend a lawsuit, 
but Staff have discretion to forego the process. with approval from the Enforcement Director, if 
there is a valid reason to do so. When used, Staff should issue a NORA before sending an action 
memorandum to the Director. 

Staff should be aware that sending a NORA may raise Issues relevantto other Bureau units1 and 
therefore should consider whether to inform those units prior to Issuing a NORA. 

During joint investigations with other federal or state agencies, Staff should determine whether 
the issuance of a NORA might create problems for a partner agency, or whether a partner 
agencymight have Its own notice requirements, and i i so, should consider such Issues when 
deciding whether or when to Issue a NORA. 

Pursuant to the Bureau's Litigation Hold policy,' if the obl igation to preserve evidence has not 

already arisen and I.he Bureau has not yet issued a litigation hold, the issuance of a NORA triggers 
the requirement of a litigation hold, 

If prompt enforcement action is necessary to protect consumers, providing a NORA and wafting 
for a submission may not be prattical. For example, It is unlikely that a NORA would be 
appropriate before a recommendation to file an emergency action requesting a temporary 
restraining order and asset freeze to stop an ongoing fraud. 
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The primary considerations ln determining whether or when t o provide a NORA are: 

• Whether the investigation is substant ially complete as to the NORA recipient; 

and 

• Wherher immediat e enforcement action is necessary/or the protection of 
consumers. 

Risks l o consider when providing a NORA include: 

• Aler1ing other potential defendants, thereby jeopardiiing emergency action 
against them, or other aspects of an ongoing inwstigation: 

• Flight of potential parties; 

• Oissipatlonofassets; and 

• Oesttructlon of records. 

Method of Providing a NORA 

A Sta ff should provide the current NORA Bulletin' and Notice to Persons 
Supplying Information' tocvory NORA recipient. The bulletin and form must be 
attached to every NORA letter;' If no NORA letter Is sent, t he bullet In and form 
must be delivered to the NORA recipient by emaU. 

Unless there is a reason to do otherwise, a NORA should be delivered by a telephone call to the 
attorney representing the Person under investigation (or directly to 
an unrepresented Person), followed by a letter memorializing the tetephone cooversation. Staff 
may elaborate on the substance of t he claims and other informat ion in the telephone call, but 
should follow the template when sending the NORA letter. The following information should be 
conveyed In the t elephone call and/or letter: 

' • 
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L The Office of Enforcement is considering recommending or Intends t o recommend 

that the Bureau fi le an action or PfOCeeding against the Pers,on; 

2 Identification of the charges Staff is considering recommending to the Director, lnd udi~ 
the specific laws Sta ff believes were violated, a general description of the violative 

conduct and key evidence uncovered In t he lnvestlgatlon, and any other Information 

necessary to make the NORA meaningful; 

3. Ageneral description of t he types of relief, remedies, and penalties available l othe Bureau 

in t he contemplated action; 

4, The NORA recipient has t he opportunity to provide a voluntary st atement 

explaining why the Bureau should not bring an action against them; 

5. The deadline for notif;ing t he Office of Enforcement of the Person's intention to make a 
NORA submission (the dea dline should generally be seven days aft er 1 he initial NORA 

not llflcatlon, but It may be extended); 

6. The deadline for submitting t he NORA mat erials (the deadline should gencrallybe 14 days 
after t he initial NORA notice, but it may be extended or shortened); 

7 The restrictions/guidel ines for NORA submlss10ns, including the ir length 

(t he length should be no more than 40 pages, but It mav be expanded) and the 

requirement that any factual assertions relied upon or presented In the written 
statement must be made under oa th by someone with personal knowledge of such 
facts; 

8. The NORA submission will be provided to the Director t ogether with any 

request for authority to sue; 

9. Instructions regarding the Office of Enforcement staff member to whom the NORA 

submisslonshould be sent, Including that staff member's email and mailing address; 

and 

10. Any NORA submission may be used by the Bureau in anv action or proceeding that It 
brings and mav be discoverable by t hird parties in accordance with applicable law. 
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Rejecting a Noncompliant NORA Submission 

While a NORA gives its recipiMt the opportunity to make a voluntary submission to the Bureau 
regarding proposed enforcement action, the Bureau may reject NORA submissions if: 

• The submissloos do not comply with the NORA submission requirements (e.g., 
they exceed the length limitations specified in t he NORA); 

• The submissions are received after the submission deadline, and we have not 

granted a request for an extension of tfme;or 

• The Pe,son making the submission has limited its admissibility under Federal Rule of 
Evidence 408, or has otherwise limited the Sureat/s ability to use the submission. 

Providing NORA Submissions to the Director 

A Compliant NORA submissions should be provided to the Di rector along with any 
Stafif recommendatton of enforcement action against 
that Person. 

Staff may. on their own initiative, with approval from the supervising Enforcement 
Deputy, provide any NORA submission to the Director at any time. 

Requests to Review the Investigative File 

NORA recipients may request t o review portions of the Staff's investigative file. It is t he 

Office of Enforcement's general policy l o deny such requests . 

A Stafif must consult with the supervising Enforcement Deputy If a NORA recipient 
makes a request to review portions of the investigative file_, and should receive 
approval from the supervising Enforcement Deputy before granting such a requesct. 
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Meeting Requests 

NORA recipients may request a meeting to discuss the substance of t he Staff's proposed 

recommendation to t he Director. 

A Stalif should consult wi th the supervising Enforcement OeputV if a NORA recipient 
makes a request to meet with sta ff or the Enforcement Di rector. Staff should 
receive approval from the supervising Enforcement Oeputv before granting such a 

request. 

A NORA recepientgenerally will not be accorded more than one post--NORAmeeting. Any such 

meeting granted should be scheduled promptly to avoid any undue delay. 

Offers of Settlement 

A Stafif may accept unsolicited offers of senlement from NORA recipients, but may 
not engage fn settfement discussions or express opinlons tto NORA redp;ents 
except as authorized by the Sureatls Enforcement Action Process. Staff must notify 
t he Director of unsolicited settlement offers when making any related 
recommendation for enlorcement action. 

Submissions Outside of the NORA Process 

Apart from the NORA process, St aff may ask for more information from a subject at any point 

in the enforcement process. to Inform a request for settlement authorityor for any other 

reason. To ensure that we obtain the information we need in t he context of settlement 

negotiations1 Staff may consult with the subject to obtain necessary information where such 

dialogue would be helpful and approp<iate. Information provided by a subject fort his purpose 

may be included In memos seeking authority t o settle, sue, or settle/sue. 
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Closing an Enforcement Matter 

A supervising LO may close a matter at his or her discretion with advance not ice 10 the Assistant 
Director for Enforcement. Closing an investigation also requires subsequent notice to the 
following Bureau components: Supervision; Office of Fair Lending; Researc-h, Markets, and 
Regulations; Legal Olvisio,1; and Consumer Engagement. 

The following procedures describe when and how Staff should recommend closing a 
matter and how a manershould be formally closed upon approval by an LO. 

Closing a Research Matter 

After the supervising LO has approved dosing a research matter, Sta ff should FIii out 

the form for closing a research matter .1 

Staff should recommend the closure of a research matter as soon as it becomes clear that no 
investlgatlOo'\will be opened, even if every possible research action has not been completed. 

Closing an Investigation 

ACTIONS REQUIRED BEFORE CLOSING AN INVESTIGATION 

Prior 10 dosing every investigation, Staff should complete the follow! ng steps. 

• Review and follow Enforcement's FOIAprocedures to ensure compliance with 
FOIA. 

• To the extent a lltigati0<1 hold is In place, take appropriate steps to release the 

hold, including notifying all persons subject lo the hold. 

• ReVlew and follow the Bureau's document retention and destruction policies to en-sure 
the appropriate preservation, organization, and storage of physical and electronic 
documents collected or created during the investigation. 

• Complete an lnves tigation Closing Memorandum? have the supervising LO sign the 
memorandum, save it in the matter folder, and submit the closing memo in EN Force for 
approval. Once fully approved, theENForce status of the mauerwill automatically 
change to "Closed." 

l lb 

' 
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• Notify third parties who receJved a document retention fetter or were otherwise 
required to retain documents, indudmg CID recipients that the matter ,s 
terminated and a litigatioohold is no longer required. 

0 The Investigation Closing Memorandum provides a record of how you conducted 
rhe investigation, a description o f any lesal action taken and Its resolution, a, an 
explanation of the reasons you decided to conclude fl wrthout enforcement 
action. The memorandum may be used to inform any evaluation of subsequent 
activity bythe investigation's subjects, or to facilitate oversight of th~ Bureau's 
enforcement program. 

CLOSING AN INVESTIGATION WITH NO ENFORCEMENT ACTION 

Staff should send a Terminat ion letter'as soon as the supervising LO decides that no 
enforcemen't action win be recommended against any per.son or entrty who: 

• Was Identified as a potential violator of consumer financial laws in the Opening 

ln~stlgation Memorandum and who Staff contacted to make aware of the 

investigation, including any subject who received a Cl 0; 

• Submitted or was solicited to submit a NORA submisslon; 

• Received a third~party CID and subsequently requested written confirmation that 
Staftf would recommend no enforcement action against them; or 

• Stafif otherw,sereasonablybeheves is aware that Staff considered 

recommending an enforcement action against the subject. 

Staff should send Termination Letlers to the above individuals or entities even if an 

lnvestlgatloo remains open as to other potential defendants or respondents. If Staff decide not 

to send n Termination Letter to persons or entitles that fall Into any of the above categories, 
Staff should get approval for this decision from the supervising LO. 

] 
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Staff should recommend the closure of an Investigation as soon as it becomes apparent that 

no enforcement actron will be recommended, even if every possible investigative action has 

not been completed. 

0 Closing an investigationw,1 hoot recommending enforcement action may require a 
dlfficull judgment call, but failing to do so lnterf1!res withyovr ability to do other 
more productive work. Avoid the temptation ta delay recommending dosing an 

Investigat ion based sole.ly on the possibiJitythat some unfores..een development 
could make an enforcement action more hkely. You should consider the following 
factors when deciding whether to recommend the closure of an invest igation 
witllout enforcementadion; 

·• Senousness of the conduct and potential violations 

•• Staff resourcesnecessarytopursue available relief 

,. Sufficiency and strengthof the evidence 

• Extent of potential consumer harm if an action is not commenced 

• Realistlcexpec1atlon of meaningful victim restit ution after 
successful Bureau action 

• Expectation f hatacHons-w,11 be commenced by other government 
agencies 

.. Expectation t hat consumers will be compensated through private 
litigation 

~ Age or the conduct underlying the potential violations 

INVESTIGATIONS RESULTING IN ENFORCEMENT ACTION 

Staff should recommend closing an Investigation that resulted In the Bureau taking 

enforcement (lega l/ action as soon as: 

• The legal act lo~ (Including appeals) has concluded; 
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• Staff have followed through on every step authorized by the Direct or; 

• Defendants have made all payments they owe pursuant to the action's 
resolution; and 

• There is no ongoing investigation into addi1ional conduct or entities that were 
not \ he subject of the legal action. 

You should recommend closing any investigation as soon as there is nothing further to 
investigate and defendants have made all financial payments they owe as a result of the 
enforcement action. Because investigations mavhave multiple subjects, 
and all enforcement actions a rising from an investigation may not be commenced 
.simultaneously, investigations may remain open after theconch.;;sion o1 any particular legal 
action. 

MONETARY COLLECTIONS (BEFORE CLOSING INVESTIGATIONS WITH 
ENFORCEM ENT ACTION) 

Staff should not recommend that an inves tigation be closed until all lit igation (including 
appeals) in the case is complete and all ordered monetary relief is accounted for, 
meaning, 

• All restitution, disgorgement, and civil penalties have been paid in full or a 
decision has been made to terminate collection of any unpaid amounts; 

• All funds collected have been distributed to consumers ; and 

• All money collections and distributions have been properly recorded. 

\o\fhen the only work that remains to be done on a matter ls the collection or disbursement of 
monetary relief, Staff should change the matter's MMSstatusaccordingly. 

An investigation cannol be closed if any debts of a defendant or respondent are the subject of 
collection actlvit)I by the Bureau or on the Bureau's behalf(e.g., by the Department of the 

Treasury's Financlaf Management Servtce or the Department of Justice}, or 1f any funds are 
being held pending final distr ibution. 
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Litigation Policies 
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Statutes of limitations and Tolling Agreements 

During an Investigation and before recommend ing an enforcement action, Staff should 

consider whether the alleged violations fall within the applicable st(ltutes of limrtat ions, 

and whether it would be prudent to seek an agreement tolling the applicable limitation 
periods. 

Determining Applicable Statutes of Limitations 

Subtitle E of the Dodd-Frank Act states that •except as permitted bylaw or equity, no action 
may be brought under this title more than 3 years after the date of discovery of the violation to 
which an action relates." 12 U.S.C. § S564(g)(l). However, for actions arising •solely under" the 
enumerated consumer laws or the transferred laws, the action may be brought in accordance 

with the requirements of t hat provlsion of law. See 12 U.S.C. §SS64(g)(2)(B). 

Most of the enumerated consumer laws do not contain an explicit time period for bringing a 
Bureau enforcement action. Where no statute of llmitat ions Is specified 1n the law, an action 
seeking a fine, penalty, or forfeiture must be brought within five year s from the date the 

claim flrst accrued pursuant to 28 U.5.C. § 2462. However, under the enumerated consumer 
laws, unless spedfied otherwise, there is no limitations period when bringing an action for 

other relief, indudins equitable monetary relief. 

You should be famlliar with the statute or limitations issues arising under 28 U.S. C. 
§ 2462, such as when !imitation periods begin to accrue. You should a lso be aware of the 

.statutes ofli mitations for any enumerated con.sumer laws that may be relevant to your 

investigatiOfil, You should thoroughly research the applicable statutes o f limitation and 
related issues at the early stages of your investigation and Jl(ior to recommending an 
enforcement action. 

101 

Policies in 1hismanual .are effec1ive as of 1he da1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeled as such. 

CAUTION! These materials may be subfec1 lo one or more of the folbwin9 pri11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 10 1 of 208 



PART l I OfF-IC£ POllCIES 

Tolling Agreements 

If atanv point during the investigation Staff believes there might be a statute of limitations 
issue.Staff should consult with their supervising LO about whether to ask the potential 
defendant or respondent to enter into a tolling agreement, 
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Notice and Ex Parte Preliminary Ancillary Relief [TRO/PI] 

There are situations ln whlch the Bureau wiil find it necessary to seek preiiminary andllary relief, 
such as seeking a notice or ex parte temporary restraining order (TRO), asset freeze, 

receivership, and other prelimioa ry ancillary relief.' Ex parte relief is an extraordinaryremedy 

that is sought without providing notice to adverse parties and should be sought only in certain 
situations. 

Legal Standard for a Notice Temporary Restraining Order 

The purpose of a TRO Is to maintain the status quo pending a more complete hearing on the 

matter-such as a preliminary Injunction hearing and/or a trial on the merits. Incident to their 

authority to Issue permanent injunctive relief, courts have the inherent e-quitable power to 

grant all temporary and prel!minary relief necessa ryto effectuate final relief. To prevail on a 
motion for a TRO, the Bureau will have to meet the specific evidentiary requirement.s of the 
court in which the action ls filed. The standard for obtaining a TROis generally the same as that 

to obta in a preliminary injunction. 

Traditionally, a litigant must satisfy a four-prong test 1n order to prevail on a motion for a TRO 

and preliminary injunction by showing: 

• Irreparable injury unless the TRO is granted; 

• Substantial likelihood that the Bureau ,viii prevail on the merits; 

• A balance of the equities in favor of issuing the TR0; and 

• The TROwould not be adverse to the public interest. 

Legal Standard for an Ex Porte Temporary Restraining Order 

The purpose of an ex parte TRO is to maintain the status quo when notlce would make further 

prosecution frurtless or impossible. Consumer fraud case.soften fall in to t his category, If the 

Bureau provides notice to individuals and corporations engaged in consumer frnud .schernes, it 
is likely that those involved in the scheme will hide 

or dissipate assets and move or destroy business records and other iinculp.atory 

51ed .Jilrl LMJ d 1hc Dodd-J:rank k1, U ti ~C. f SStiAM spl!-tllull)' dio,Y) 1he Aum~.1 toteeck t.efl!POl'-'"V lflf'Jritt,or11 
o1S ~t?f111h tt'd by bw, 
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evfdence. Expedited action without notice will allow the Bureau to prevent immediate and 
irreparable harm .:1nd preserve the Bureau's ability to secure effective final relief to consumers 

through funds and assets frozen by the court's order. 

The Federal Rules of Civil Procedure provide that a court can issue an ex porce TRO only If the 
legal standards for a notice TRO and the following requirements are met: 

• Specific facts ir, an affidavit or verified complaint clearlyshow that immediate and 
irreparable injury, loss, or damage will res uh to the movant before the ad\/erse parw 
can be heard In opposition; and 

• The movant's attorneycertrfies In writing any efforts made to give notice and the 

rea$ons why it should not be required. Fed. R. Civ. P. 6S(b). 

Seeking a Notice or Ex Porte Temporary Restraining Order 

Provided that an investigation has been opened through the Enforcement Action Process, Staff 
should use their best judgment to determine whether a particular case merits a notice or ex 
porre proceedlng based on the factors listed below. If Staff believe that the case merits a notice 
or ex porte TRO, Staff should consult with their supervising ALO as soon as possible to 
determine the appropriate course of action. 

Staff should consider seeking an ex parte TRO in the following situations. 

• Where the facts of the investigation demonstrate that assets and evidence stemming 

from the unlawful activity will be dissipated, destroyed, or ot herwise made unavailable 
pending the outcome of litigation; or 

• Where ongoing conduct of the defendant{s) threatens or continues to subject 
consumers to harm; and 

• Where the situation meets the legal standard for ex pane TRO relief under the 
Federal Rules of Ctvil Procedure and relevant case law. 

Contemporaneously with the filing of a motion f0< a notice TRO, Staff should file all other 
necessary pleadings to effectuate the TRO. These pleadings usually include, but are not limited 
to the following: 

• Motion for a TRO; 

• Memorandum of points and authorities In support of the motion; 
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• Proposed TRO; 

• Motion for a preliminary injunct ion (sometimes referred to as a motion to show 

cause why a pfellminary Injunction should not issue); 

• Memorandum of support for t he preliminary injunction; 

• Proposed preliminary injunction; and 

• CiVl1 complaint. 

If Staff seek an ex pa rte TRO, contemporaneously with the filing of a motion for an ex parte TRO, 

Staff should file all other necessary pleadirigs toeffectuate the TRO. These pleadings usually 
include, but are not limited to the following: 

• Motion for exparteTRO; 

• Memorandum of points and authorities In suppo<l of the motion; 

• Attorney affidavit pursuant to Fed. R. Civ. Pro. 65(b)(l)(B)attesdngtoeffarts made 
to give notice and reasons why not ice should not be required; 

• Proposed TRO; 

• Motion for a preliminary injunct ion (sometimes referred to as a motion to show 
cause why a preliminary Injunction should not issue); 

• Memorandum of support for the preliminary injunction; 

• Proposed preliminary ln1unction; 

• Civil complaint; and 

• Mot ion to seal all doctrments and memorandum in support.• 

Ul'lli1 Qpo!JCC'( roi;,tdii,e flllils und•ru:i: ii 1uuocf, Suit sn.ould<onrn!tW!t:11 their cu~o.tvisJ114 ALO l'l:!g:m:ilng a de11tm1,uttor. of 
._;-.C'lbcr 1hc civil comokint, 'TAO oleodlni:,., ,,d i,1rl mirDV 1111,'"ction i,Jeedlnc, ~l!ould be filed ur dcr ~a To ,ul1:1nf""110~. 
~,r (!l"ra11Wly m.ig h» ;i 1Mtlon tn ur11t11,1m .a b1111f 1n11mor.111clum '" ~11p90" Xld aprop,o~c::d ord;ir.Any p,opnte:d oicltHtD ~:ii 

the tMI C'a"'!pl111:i: :ho1.11cf ll1'0Y1de lor the :.e~to be bft<:d :i<.1tomatt:411v titer not,te of W!rv>« on the dc-lendontb> lt-"ld rc,tn1nt of 
.ar.ti;.b, ti :mrJ r.z boan f111d wtlll tho wunor1111m1n It oays trom-.uu;aico of thll: mo orwtucn1ivor oOClln; f .l'lit. 
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0 Additional pleadings and other materlalmay be necessarytosupport the TRO 

depending on case-specific facts and the local rules where the motion is nled. 

Staff should always review local rules and seek out any judge .. spccific rules 
when seeking a TRO. The Bureau is not required 
to provide security, as is normally required of private litigants seeking injunctions 
and restraining orders, and Staff should note this fact In the memorandum of 
SUf1port for t he TROand the proposed TRO. See Fed. R. Civ. Pro. 6S(c). 

Staff should consider including t he following fact-related provisions in a proposed notice and ex 
porteTRO: 

• Asset freeze 

• Accounting of assets 

• Repatriation of foreign assets 

• Expedited discovery 

• Prohibition on filing for bankruptcy without prior court approval 

• Stay of other actions 

• limitalions on business activities 

• Obtaining defendants' credit reports 

• Service upon the Bureau 

• Appointment of a court-appointed receiver 

• Immediate access to the business premises/Forensic Collection of Evidence 

Add~iooal filings and considerat ions may lndude, for example, a mot ion for admission 

to the court pro hoc vjce~ a motion to seal the court filing for a limited time, or having a focal 

attorney on t he pleadings - I.e., a Bureau attorney admitted to practice in that di strict or a Civil 
Division Assistant United St ates Attorney/or that district. As federal 
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government attorneys, Staff may appear in any court in the country and motions to be. admitted 
pro hac vice should not be necessary. However, some courts require such admission and local 

electronic case filing (ECF) registration before appearing. 

A sample ex pane TRO' can be round on Share Point. 

ADDRESSING THE MERITS OF A TRO 

Staff should be prepared to address the merits of a TROon very short notice. Some courts will 
decide the motion in chambers on the pleadings without a formal hearing in court ands ome 
courts will conduct a brief hearing in court. In the latter .situation, if Staff seeks an ex parte 
TRO Staff should have the court closed to the public and 
be prepared to have an Investigator testify as to evidence necessary to establish the elements 
for a TRO, Because hearsay testimony ,s admissible to establish a TRO, most courts will not 
require witnesses be present ror a TRO determination. Still, it 
1s advisable to have the case Investigator present and, if possible, to .seek guidance from the 
court regarding whether it wiU expect or want other witnesses present. Staff generally will not 
know which judge has been assigned until afterthe case has been filed and docketed with the 
Clerk of the Court. However,once the Clerk's Office assigns the case toa partlcularJudge, Staff 
should provide a moblle number to the asslgnedludge'scourtroomdeputy clerk so that Staff 
may be reached easily should the court have questions or want to decide the motion in 

chambers. Staff should also consider communicating with the local United States Attorney's 

Office Civil Division to obtain further information relating to focal practice and whether there is 
a district court duty judge to whom TROsareassigned. 

SEEKING CONTINUANCE FOR A TRO 

TROs are vaNd only for a limited t lmeal'\d good cause must be shown to extend a TRO. See Fed. 
R. Civ. Pro. 65. Once a TRO ls granted, the court will likely set a date for the preliminary 
injunction heanng. Staff should always ensure that the preliminary injunction hearing ls -set 
prior to the expiration of theTRO, which is 14 days from date of issuance. Fed. R. Civ. Pro. 

6S(b)(2). If the court overlooks this planning, Staff should seek a cont inuance of the TRO. When 
seeking any continuance, Staff should lay the foundation tl>at thec01'lt inuance has been 
granted for BOOd cause as required In the Federal Rules of Civil Procedure. This additional 
finding will assist in preventing an appellate issue regarding I he timing and/or continuance of 
the TRO. 
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SENDING A TRD TO DEFENDANTS 

Staff should be prepared immediately to send a copy of the signed TIIO via email. facsimile, U.S. 
maij, FedE<, or personal service to tinaocial institutions where the defend.-i nts have accounts or 
other businesses used by or holding assets of I he defendants. Each financial institution will likely 
have different procedures for receipt of court orders. Generally, financial institutions require 
that a TRO be served on Its legal-process or subpoena department. Many financial Institutions 
require a ha rdcopy be sent via overnight delivery or FedEx. This may not always be necessary if 
your TROspecifically provides for service via facsimile and email. This process is particularly 

important because once the financial institution has received notice of the TRO it may be liable 
for the release of funds from the frozeoaccounts. 

SEEKING A COURT- APPOINTED RECEIVER 

Staff should consider whether it is necessary to seek a court-appointed receiver when seeking 
either a notice or ex porte TRO. A court-appointed receiver acts under the authority granted to 
it by the court. See Fed. R. Civ. Pro. 66. Alt hough the request for a receiver may come from the 
Bureau, the receiver 1s independent from the Bureau and accountable to the court. Thus, it is 
important that any proposed TRO that includes an appointment of a receiver clearly state the 
receiver's authority and power are granted by the court to the receiver. 

\'Vhen the Bureau seeks to have the court appoint a receiver as part of either a notke or ex 
porte proceeding, to avoid the appearance of an Impropriety, i.e., favoritism in using certain 
receivers, Staff should be prepared to recommend at least two potential receivers to the court 
for consideration. The receivers recommended by Staff must be In good standing with the 
applicable state bar association or other professional organlzatlon(s}. In addition, the 
recommended recerver should have some experience as a receiver or business monitor, 

including but not limited to, the following: working with federal government agencies {e.g., 

Federal Trade Commission, Securities and Exchange Commission, Commodities Futures Trading 
Commission, or the prudential regulators), auditing and managing businesses, financia l 
accounting practices. and/orm~nagement and liquidation of assets in bankruptcy. 

Staff should maintain d ose communications with the receiver, assist the receiver when 

necessary, and monitor the receiver's costs and expenditures. The proposed TRO should state 

how the receiver wlll be paid. The court may require the receiver to submn period,c reports 
and to seek authorization from the court to be paid. Staff 
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should monitor the receiver's expenses to ensure that there are no mlscellaneous or 
unexplained expenses. Staff should also ensure that the receiver's expenses are justified by 

the work performed. The amount of funds paid out to the receiverfrom any business taken 
over will determinerhe amount of funds returned to consumers for r edress, as most 
receivers are paid either from the business profits or the liquidation of the business assets. 
An e>tperienced receiver wlll minimize expenses or cos ts and maximi.ze consumer redress. 

A court-appointed receiver will also likely need immediate access to t he business premises 
(discussed in the next sect ion). Thus, Staff should include a provision in a proposed TRO 
allowing the receiver to enter the business premises or anywhere business is conducted and 
to secure such premfses. For more inf-orma lion about such a provision, see the draft 
provisions template once it Is finalized. 

IMMEDIATE ACCESS TO BUSINESS PREMISES/ FORENSIC COLLEC TION OF 
EVIDENCE 

If Staff believe that an immediate access to a bus ine.ss premises should be included as part of 
either a notice or ex porte TRO, Staff should obtain approval from St~ff s supervisory ALO to 
include such a request as part of a TRO. Staff should also provide the Director of Professlonal 
Support with as much advance notke as possible regarding the seek,ng of a TRO. The Director 
of Professional Support will notify the Bureau's Office of Technology and tnnovat,on and 
CC)()fdinate the procurement of any necessary contractor services for forensic collection of 

evidence (collectively "forensic collection team") from the immediate access and from the 
forensic collection. 

If a TRO provides for the appointment of a receiver, Staff should coordinate with the receiver 
to ensure that the business premises will be secured by local, state, or federal law 
enforcemerrt immediately prior to Staff and the receiver's entry into the premises. Staff 
should not enter the premises until it is secured by law enforcement. If a TRO does not 
provide for the appointment of a receiver, but does provide for an immediate access to a 
business premises,Staff should directly coordinate with law enforcement to ensure that the 
business premises will be secured prior to Staff's entry Into the premises. II Staff Is present at 
an immediateacce.ss, Staff should mainta in a safe distance from the business premises until 

informed by law enforcement that the premises are sec.ure. Only thc-n may Staff enter the 
premises. 
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If Staff seek an Immediate access to the business premises through a receiver. Staff shoul-d 

consider having pre.sent at least one attorney, investigator, and para legal or legal assistant, in 

addition to the forensic collection team. Any inwstigators or other Staff present at the 
immediate access should be prepared to potentially testify as a witness as to what occurred at 
the immediate access, 

Staff should ensurethatthe necessary steps have been taken to coordinate the immediate 

access with local or other law enforcement and that forensic and other evidence necessary for 
the successful pros~ution of the case will be collected and preserved. Staff should consider 
asking law enforcement to remain present during forensic collection while employees of the 
busmess are present. 

Once inside 1he business premises, Staff should assist, if necessary, in reviewing evidence, 

including but not lim~ed to records, documents, and electronic information discovered at the 
immi,diate access that may be used for the prosecution of the case. Staff may also assist In 
interviewing employees, but should only do so in the presence of other Bureau Staff, such as the 
case paralegal, Investigator or other third party that can testify abou l the Interview, 
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Identifying and Procuring an Expert/Consulting Witness 
(updated January 2019) 

The policies and procedures below help define the process to identify and set up a contract 
to procure an expert witness, Case teams may request the assistance of 

e,pert witnesses at any time during their Investigation If the followln.g criteria Is met: 

l.. Funding is available In the fiscal year you wish to bring on an expert (check with the 

Enforcement Administrative Officer (AD) or Resource Manag;ement Officer (RMD)); 

2. Approval Is provided by their ALO or LO and Enforcement Chief ol Staff, 

Additional cost/benefit analysis may be requested f rom the Enforcement Chief of Staff for 
certain investigations or experts or firms that greatly exceed the average contract amount. 
Case teams ,cannot bring on expert witnesses without consulting with the AO or RMO. The 
roles of the AO and RMO are to explain the procurement process, assistteams with forms and 
procedures, and act as a point of contact with the other offices in the bureau that need to be 
involved in l he procurement process. 

Further info,mation on the procedures for procuring an expert witness (consulting and/or 
litigating) can be found on SharePoint.' Ratherthan the lengthy background security check 
required of all other types ol contractors, the Bvreaurequires that Staff conduct certain "due 
diligence" i11 selecting an expert based on practices at similarly situated agencies, and obtain 
clearance from an FBI name search. Because an FBI name search ls not normally required by 
other agencies, Staff should advise a prospective expert that this is a condition of the award. 
If the expert declines to be considered for the Job or does not obtain clearance for reasons 
that appear unwarranted, please advise either the AO or R MO as this procedure could be 
reconsidered. 

Identifying the Appropriate Expert 

Prior to reaching out to any expen witnesses, the case team should email the Assistant O irector 
and Deputy .Assistant Director In the Office of Research a full list of expert witnesses that they 
would hke to interview. The Office of Research will respond 

IDX7)(EJ 
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to the ca.se team if they deem there is a potential conflict of interest and/or if they have any 
other indiviciuals/experts in mind that they can recommend for this cype of work. 

As part of their research, case teams should review the CVs of experts that Enforcement has 
brought on board over the past fewyears. lnformatlonabout these experts, Including links to 
their CVsr can be found m the Expert Witnesses List on SharePomt. 1 

Bureau attorneys will identify potential and actual conflicts of interest by combing through each 

expert's CV. Wilen an expert is not previously known to the Bureau, i s not ree-0mmended by a 
trusted source, or if t here is a s~gnifkant time gap since the expert la st performed services for 
the government, t he Bureauattomeys will more vigorouslv research third-party sources. For 
example, the attorneys will conduct a detailed internet and legal-database search for 

information about the expert. 

Prior to any discussions, t he prospective expert will complete, sign, and return the !!!!!l: 
disclosure aereement (NOAJ' t hat prohibits disclosure of certain Information without prior 
Bureau approval and ENF staff will not ify the expert of civil and criminal penalt ies that may 

follow wrongful disclosure. Bureau a ttorneys will then conduct an inrtial screening interview 
with each prosp~tive expert to determine the fit oet ween the expert's abilities and the 
Bureau's need. 

Bureau attorneys will interview the prospective expert for the purpose of performing due 

dHigence, including inquiring whether there is anything in the expert's background that could 
impugn the eKpert's testimony or work product. Topics for the interview.should include at least: 

• Pr ior expert witness engagements; 

• Whether a court, arbitrator, hearing officer, or administrative law judge has ever 
excluded the expert from testifying or reached an adverse conclusion as to the 
indlvidual's expert status; 

• Any civil lawsuits- to which the expert has been a party; 
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• The amount and percentage of the expert's Income that ls derived from 
government contracts; 

• Whether the expert has ever been under criminal invest1gattonor indictment 

for, or been convicted of or pied guilty to, any crime or misdemeanori 

• Whether any civil pen;illies have been assessed against the expert; 

• Whether the expert has any unpaid llabilitles to the federal government; and 

• Whether t he expert has t imely filed all required federal tax f orms within the past 

three years. 

The experts houkl be advised that they will have to undergo a limited background FBI name 

check background. This process is not usually required by other gove·rnment agencies, so it 

may be unfamiliar to the expert. The name check will result in a positive or negative result. If 

the name check produces a negative result (I.e., theFBJ discovers red flags in criminal 
databases), then a trained adjudicator will evaluate the expert's suitability. 

Bureau attorneys should keep a record of all expert candidates considered and should submit 

thal llsl to Procurement with the expert w itness procurement package described below. 

0 Note: The expen cannot receive payment for any work done prior tot he 

award of the contract. 

Procuring the Proposed Expert 

Please set up an init ial expert procurement kickoff meeting with the RMOand AO and they will 

walk you through the process, which is summarized in a PowerPoint deck. 4 

PROPOSING AND APPROVING COSTS 

The legal team needs to obtain written approval from a supervisor {ALO or LO) to 

obtain an expert at the proposed costs, 
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Costs include labor rates for all personnel, multiplied by the hours anticipa ted, for the 

ant1c1patedpertod up to one year. It is very important to identify and separately-1tem1ze any 
other co.sts rhot are in addition to rhe labor rates. This means that any equipment, supplies, 

travel, or other items or activities not covered by t he hourly rate muse be itemized separately. 

It needed items arise later that you have not originally accounted for, a modification to the 

contract with additional funding will be necessary, which wlll delay implementing the contract. 

Work with the RMO and the AO to submit a buy request for the expert. The buy request 

directsOCFO to obligate the funding necessary to procure the expert. Instructions for 

items thatsi>ould be included on the buy request are below. The buy request will be filled 

out by the R MO or AO so t he details below are l,i rgely informational. The requests shollld 

include: 

• A Project Title and description of goods or services to be provided.. WhHe procurement 

mat erials can be disclosed for litigating experts, Information about consulting experts 

aresenerally not publicly disclosed. The description should be specific enough to 

identify what contract you are funding, but broad enough not to identify the specific 

case or case strategy, or limit your potential future investiga1ive approaches. 

• The AO or RMOwho will be listed astheCOR and ACOR on the reward. 

• The Period of Performance. This is the t ime range over which you expect t o use the 
expert. The period may cross the fiscal year and it may exceed one year in t ime: 

however, be advised that funding is done on an annual basis. This means t hat for 

contracts exceeding one year, you will need to submit a new buy request to add funds in 
increment$ or one year. 

Assuming the request is under SS00,000, you only need the Chief of Staff's signature on t he 

completed buy request. lfhe or she is not available, t he Enforcement Director is also able to 

sign. 

0 The Bureau can only make an award to a person who Is registered In the System 
for .Award Management (SAM)5and has obtained a DUNS number. If your expert 
has not previously registered, t heyshould proceed to do so. 
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SUBMITTING THE APPROPRIATE PROCUREMENT MATERIALS 

Pt1XUrement recently unveiled a new online system called BEAMS (Bureau Enhanced 
Acquisition Management System) which consolidates and Improves the processing of 
procurement forms/contracts. The following procurement materials need Lo be submitted 
through the BEAMS system (which are forwarded to the assigned Contracting Officer. The 
headif1€ for each section below contains a link to a template or exam pie. The AO and RMOwill 
be notified as to who the assignedC0<1tractingOfficeris once the buy request has been 
approved by OCFO. 

Independent Government Cost Estimate (IGCE)' 
The link above shows an example from a case of a cost estimate. It breaks down the hours 
and cost per hour for each consultant, travel, cost pert.rip, and any other supplies and 
equipment not covered by the labor hours that you anticipate will be needed. Procurement 
often asks for proof that the fees/rates are what theespett charges others. If you can 
p,ov,de such proof [I.e. previous contract)along with the other required materials, it can 
help expedite the p,ocurement process . 

All costs should be included on an Independent Government Cost Estimate{IGCE) sheet. You 
can find an IGCE templatoonSharePoint.'The IGCE will likely need to be split into three 
phases, 

• Phase l will be any work related to drafting the expert report . 

• Phase 2 will be any pre-trlal work, Including deposition prep and attendance, 
investigational hearmg prep, etc~ 

• Phase 3 will include any trial related work. 

It is possible tha1 any trial and pre-trial workwlll be out of scope for the purposes of your 
expert requiremenls. Ir this is the case, You will enter most items into a single phase for the 
purposes of t he IGCE. 

Statement of Work 1 

This docom~nt describes the work that you are asking the expert to do. The template contains 
some suggested language that may be useful to you. The SOW should be detailed enough to 
identify the tasks, scope of work, tests, and work product-what we 
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expect to obtain for the money the Bureau pays. liowever, It is recommended that it not be so 
detailed as to require a modification to the scope of work if there ,s a shift in focus in the case 
or to prejud, ce your case strategy if it is publiciy disclosed. It should be more detailed than 
simpty stating, "provide necessaryanatyticalwork, tests , and reports as directed," but not 
contain the specific questions the expert is retained to opine on. One approach is to explain 
the background of the need fo, this service and that Enforcement needs I his analytical support 
to report on what Is required lo address this need, and Identify deliverables or outcomes. 

Again, Include any other expenses or activities, partlcularlytheantlclpatednumber of trips. 
Travel 1s not paid by the Concur system for federal employees; rather, the expert pays for 
their own travel and then charges the Bureau through the contract: t hus, theywill be limited 
to the amount thatis identified in the contract. If all items are not addressed In the SOW, the 
awardwlll have tobe modified laterand funding added, which will delay implementing the 
award. 

Based on the materials listed above, along with the information the RMO/AO submits in 
BEAMS, Procurement creates a draft award document, which they will provide to the COR. 
The legal team should carefully review it, provide edits to Procurement, and ultimately 
approve it. The contract sets the terms and co,1ditions of the expert's employment. 
Procurement sends the award contract to the contractor and will contact the COR with any 
issues that may arise. 

During the course of the award, if there is a need to modify the contract, extend the 
contract, add material changes or funds, respond to a failure to perform, or make other 
changes, ph~ase work with Procurement and your COR on those changes. 
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SECURITY BACKGROUND CHECK 

Experts are ,equired to pass a security background d,eck, but il is mud, more streamlined than 

the stando rd process for o ther contractors. There are three forms, listed below, to obtain from 

the consultant and submit to Personnel Security at BureauPersonnelSecurlty@cfpb.gov. The 

.security review consists of an FBl name check. which you should inform your expert of early in 
your discussions. Once these forms are submitted, the COR will be contacted by Security with a 
start date. The contractor is not allowed to start work until they rece Ive t his start date. Security 

advises that you cangenerallvexpecta response In five days. You may be asked to g et 

additional information from the expert in order to expedite the security screening process . 

Expert FBI Release Form • 

Expert Name. Check'> 

Contractor Non-Disclosure Form111 

Providing Information to the Expert 
In general1 the Bureau shoufd provide data to experts in a way that does nor contain direct 
personal ldentlfiers. unless Bureau Staff conclude that the expert has a demonstrated 

business need for such identifiers, Experts will be granted access only to data and Information 

that is necessary to the deploylll<lnt of t heir expertise in the matter for which they were 
contracted. Experts cannot have access to Bureau 

systems or facilities. Rather, the data should be produced out to th.em and retained in 
a separatefolderperthe outgoing production polic.y. 11 
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Remedies Policies 
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Civil Money Penalties 

Section lOSS(c)(I) of the Dodd-Frank Act states that "(a(nypersonth.it violates, through any act 
or omission, any provision of Federal consumer financial law shall forfett and pay a civil penalty 
pursuant to this subsection."' However, the Bureau may not assess a civil money penalty (CMP) 
fora violat ion of any federal consurMr financial law unless It first provides the person accused 
with a not ice and an opportuni ty 
for a hearing, or the appropriate court has ordered such assessment and entered judgmen t in 
favo, of the Bureau.' Section 1055(c)(21 of the Dodd-Frank Act sets forth a three-tiered 
framework for the maximum CMP the Bureau may assess based on whether the person who 
committed the violat ion knowingly or recklesslyviolated the law. 

Three-Tiered Framework 

FIRST TIER: PENALTY FOR ANY VIOLATION 

The Bureau may assess first t ierCMPs for the "violation of a law, rule, or final order 
or condition imposed in writing by t he Bureau,'' but such pena lty "may not exceed 

$5,000 for each day during which such violation ... continues." 1 

SECOND TIER: PENALTY FOR ANY RECKLESS VIOLATION 

Section 1055(cll 2)(8) of the Dodd-Frank Act raises the maximum dally CMP to $25,000where a person 
recklessly engages In a violation of a federal consumer financial law.• 

THIRD TIER: PENALTY FOR ANY KNOWING VIOIATION 

For any person that knowingly violates a federal consumer financial law, t he Bureau may assess 

a CMPof up 10 Sl,000,000for each day the violation of law continues.' 

12 us.c. \ $$i5M11 > ~,c:dctfl coMvMfr r+n.r'lcl:il b .,..» ,11,1-..dci "lh(t pro~-.+ons of lfht UP llcl!, tho: cflumtn1 cll ,onwmc<liYll. 
di~ llfw.-5 f~ '"',di ~1,lho1i1i=!) llfl! tr.iMift-rred uru!t>•wb'b11t!( r ,11\lJ Hof Ith(" Cf~ Aul ~ llf'fV n 1lt- or order pre~ull>l!d f>t d1t­
s"'"., une•r L1h• Cf I' Ac1j. an ,nu"lltt~,d (,Ol'lhlm•r i:.w, 0( PllfhU<'lt to th♦ llltl\~01 tr.)fllt,111d lll'IOfriUbt.tlH F,nd H Tl-• 
~rm doe1 tlo t inclldto t_.1u~: f,c,dellli lmde Col!TllbWn Ad:• 12 U.S.C.. 

.§ S'11Jl(t '11, 

l l l use, (I 5S651<J(St 

3 n u.s.c. 5 ss65(tj(21<A), 

4 uusc t 5565(<l(2K8i 

S 11 USC. I H&llcl(lNCI 
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Consideration of Statutory Mitigating Factors 

Section 105S(cll3) of the Dodd-Frank Act, 12 U.S. C. § 5565(c)(3), also requires t he Bureau or a 

court to take into account the appropriateness of the CMP amount wlth respect to t he following 

factors, w hich are discussed in detail below; 

• Size of financia l resources 

• Good faith 

• Gravity of the violation or failure to pay 

• Severity of the risks to or losses of the consumer 

• Hi~toryof previous violations 

• Such other matters as justice may require 

Staff should always consider whether to Se<'!k a CMP where there is a violation ot a federal 
consumer financial law. If they believe a CM P may be appropriate in the matter, they should 

calculate the CMP within the parameters of the three-tiered 

framework..Staff should always consider all of t he mitigating factors as required by t he 

statute. In cases where theviolations of law occurred prior to the transfer date, however, 
Staff should ca lculate theCMP amount in acco,dancewith t he appropriate provision of law ,n 

effect at t h~ t ime of t he violation. 

In circumstances where the same conduct by a person violates multiple laws (e. g., the person 

failed to disclose a fee, which both violated the Truth in lending Act and was deceptive under 

Section 1036 of the Dodd-Frank Act), Imposing only one CMP is appropriate. However, in 

cases where a per.son's practice or conduct leads to 
multiple, separate violations (e.g., the person's initia l marketing was deceptive and the person 

also engage-d in separate credit reporting violations), Staff should consult with the supervisi11s 

ALO to determine whether multiple CMPs are appropriate. 

\IVhen submitting a recommendation memorandum for authority to sue or to enter into 
settlement negotiations, Staff should include a recommendation for a CMP amount or range or 
explain why Stall recommends not pursuing a CMP. 

Slaff should coosiderseeking thestatutory daily maximum based on the three-tiered 
framework..Staff should not specify t he tier level o f t he CMPin public documents, including 

Consent Orders and Complaints. However, Staff should plead each of the 

Ul 
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elements of t he underlying violations t hat justify the penalty sought or Imposed in t he 

statement off acts, mcluchng the level of sc,enterwhere necessary (e.g., reckless or knowing). 

II Staff have questions regarding whether a person's conduct may be characterized as • reckless" 

or "knowing• for purposes of Second and Third Tier penalties, Staffs hould consult the 

supervising ALO for guidance. 

For purposes of c.a lcu!atlng the appropriate CMP amount, Staff should consider each violat ion of 
law affecting an Ind ividual consumer as aseparatevlolation. For example, if a company engaged 

in a deceptive telemarketing scheme for three months 

and deceptively induced 3,000 consumers to purchase a product, the number of violations 

would equal 3,000,atherthan 9-0 {the number of days the deceptive telemarketing scheme was 

in place). If Staff believes that the circumstances of a case warrant a different calculation (e.g., a 
calculation based on the number of days the violation last ed or the number of days t he violative 

conduct last ed), Staff should consult the supervising ALO for guidance. 

Certain statutes provide specific CMP amounts for violations of law that are different from 
the amounts set forth in Section 1055 of t he Dodd-Frank Act. 6 If a particular statute provides 

a different maximum CMP amount or framework for calculating CMPs, Staff may choose to 

rely on the framework set forth in that part1cular statute or may rely on Section 1055 of the 

Dodd•Frank Act for Violations of chat statutethatoccurred afterthe transfer date. Before 
relying on the penalty framework set forth in such statutes, Stall should carefully review the 
applicable penalty procedures to~nsurecompliance with any technical requirements. 

Staff should generally require t hat a CMPbe paid in full atthe t ime an Orderto pay 

a CMP is issued. In cases where Staff determines that a suspensionoi a CMP or a payment plan 

for a CMP is appropriate, Staff should consult with the supervising ALO to determine whether 

one of these option, is approp<iate. 

6 rot Cllalll).le,. the: Rul btlllt' Sculemcnl PnxedtHI'.) .-ct. 11 us.c. § 2609(dt, 111e lr!t.er)"ll!IC Wmd Se!u , .. 11 
o,,ctos11rt Act. IS u.c;;c. § 1711~¥+0 111~ socure ,M T.llt entorume,u tor Mo~ t<Ql'ls;ll'!gAt.1, t2 u.s t. 
§ 5113(d>, 
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In cases involving CMPs against individuals, Staff should generally require that indlviduals pay 
CMPs with I heir own resources and not be Indemnified by another entity. In cases where Staff 

determines that allow Ing an Individual t o be Indemnified by another entrty would be 

appropriate, 5taff should consult with t he superVIsing ALO. 

When considering the statutory factors, Staff should take into accoun t t he following: 

' 
' 

• Site of Fin ancial Resources. In considering the size of a persC)(l' s financial resources, you 
shoold determine whether a person has the ability to pay a potential CMP by requesting 

and examining financial statements or other financial records during your examination 

or investigation into the person's misconduct. The indiVJdua l and corporate financial 
dlsclosure forms and the list fOf' Ability to Pay Reviews are in the Templates and forms 

folder on SharePoint.7 If t he respondent claims an inability to pay, t he respondent should 

also complete t he Waiver Request Claiming Inability to Pay• (individua I and corporate). 

Note t hat obtaining information from the subject regarding their Rnancial resources may 
be necessary lo determine an appropriate penally amount. 'l'oumayalso want to 

consider the amount o f the CMP and its potent la I deterrent effect. For example, a 

smaller CMP may have a large Impact on a small non-banking instrtutlon while a smaller 
CMP may be considered the cost of doing business for a muht·billion dollar institution. In 
cases where the defendant raises a valid claim of llnancial hardship and redress may not 

be possible, you should consider Imposing at least a nominal CMP so t hat victims may be 

eligible to receive future payments from the Bureau's Consumer Financial Civil Penalty 
Fund. You may also want to consider a person's bankruptcywhen evaluating financial 

resources; however, whether a CMPwould be dischargeable In bankruptcy may depend 

on the facts and circumstances of the case. 

• Good Fajth. When considering a person's good faith, it maybe appropriate to lower the 
maximum penalty amount when a subject cooperates throughout an investigation, has 
established a strong compliance managemcot system, provides evidence or other 
information that indicates the subject did not intend to violate t he law, or voluntarily 

reimburses customers or engages in other corrective action 

U3 
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• Gravity of the Violation or Failure to Pay. When you are considering the gravity 

of a particular violation, you may want to consider the maximum statutory 

penalty for violations that are particularly egregious, whereas technical 
violations may warrant lower penalties. 

• Severity of the Risks t o or losses of the Consumer. In e.amining the severity of the 
r isk 10 or losses of consumers as a result of a violation of consumer financial law, you 
should take into account the number of products or services sold or provided and the 
magnitudeoi each consumer's loss.•Fore,ample, you should consider whether the 
product was sold nationwide or to a narrow group or consumers; whether the violation 
Involved a minor fee or caused consumers great financial dis tress; and whether t he 

product was marketed for years D< for a matter of months. 

• History of Previous Violations. As you examine the person's hlstoryof previous 
violations, a larger CMP may be appropriate where the person has a history of 

engaging in the same types of violations for the same or similar products or the 
person has previously been the subject of enforcement actions for violations of 
consumer financial laws. In a case where the person has a strong history of 
compliance with consumer financial laws, a lower CMP may be warranted. 

• Such Other Matters as Justice May Require. Factor$ to consider include: whether the 

person received material or substantial benefit from its practices or violations of law; 
wht>therthe amount of the penalty would have a sufficiently deterrent effect; and 
whe.ther previous supervisory or enforcement actions {e.g. , Memoranda of 

Understanding or cease·and-desist orders)have been ineffective in eliminating or 
deterring a violation or practice. Youmayalsowant to consider whether the subject 
should have known that their acts or practices violated the law or whether the Bureau's 
enforcement action involved novel interpretations of a particular statute or regulation. 
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Consideration of Precedent 

Consider the past precedent of the Bureau by c011sulting the BuMau's Public Enforcement 
Actions Chart,"'and to a lesser extent, the past precedent of the FederalTrade Commission and 
the prudential regulators by using their CMP guidance and previous CMP assessments as a tool 
to determine whether your proposed penalty is appropriate under the clrcumsunces . 

For example-, seethe lnteragencyPolicy Regarding the Assessment o f Civil Money Penalties by 

the Federal Financial Institutions Regulatory Agencies, which outlines 13 factors that the 
Federal Financial Institutions Examination Council (FFI EC) agencies" should consider in 
addit ion to the statutory factors found in each agency's enabling sta{ute. " These factors, 
which you may wish to consider, include: 

10 

11 

l1 

.L Evidence that the violation or practice was intentional or was committed with a 
disregard of the law; 

2. The duration and frequency of the violatiom. or practices; 

3. The continuation of the violations or pract ices afterthe respondent was 
notified or, alternatively, its immediate cessationandcorreotion; 

4 The failure tocooperatewilh the agency in effecting early resolution of the 
problem; 

5. Evidence of concealment of the violation or practic11, or alternat ively, voluntary 
disclosure of the violation or practice; 

6. Any threat of loss, actual loss, or other harm to the institution, and the degree 
of such harm; 

b)(7)(E) 

A1 ll!o! u~ v,e !)Olkv ...... IHll.lUS.lled, Ille! reoe.-~I flie!'l(UI hUl~tiOM ~ ,i11~0!\ tov1,,c:if,l!e-l'ldU 1ilC!Ull~d the Orf!IA' or Ille 
c."omptrotlar of tnc C11rrc11-ty, 1hae Soard ot Go\~IT,o« of ffie i::cdcrlll 11Hc.r4\".5'1ltcm, r110 fedct111l Ocp°'1t !l!:S1i,·;ir.ce C0-rnorlfb.0,ti, 
ltlc Offt"t.oe ct Thlilt SuJ)ent,,,m, s-d th,c N11tio'li!I C.ttUlt Uriiu11 Ad"Uih uotkin.. 
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7. Evidence that a partlcJpant or his or her associates received flnandalgafn or other 
be nefit as a result of the vrolahon or pra ctice; 

a Evidence o f any restit ution paid by a participant of losses resulting from the 

violation or practlce; 

9. History of prior violations or practices, particular(ywherethey are similar to t he 
actions under consideration; 

10. Pre\/ious criticism of the Inst itution or Individual for similar actions; 

11. Presence or absence of a compliance program and its effectiveness; 

12. Tendency to engage in violations of law; and 

13. The existence of agreements, commitme nts, orders, or conditions imposed in 
writing intended to pre.vent theviotation or practice. u 

In order to Implement the policy, each o f the agencies adopted a " CM P Matrix" that sel\eS 
as a formula for calculating CMPs. Each o f the thirteen FFIEC factors is assigned a 

numerical v.:ilue as well as a mult iplier, which is based on how the 

lndividual agency weighs the relative signilkanceol each of the factors. Once the appropriate 
penalty ti eris estabns hed, a value is assigned for each factor and is plugged Into a mathemat ical 
formula that yields a po,nt total that correlates to a range of possible CMPs for the offense. 

l3 /lli:hDlll!I'> LIICI 13 fxlln ~lto,qf,ltonce ,poc!f c ufllf'f llnd l;OCll!d/'Jllll;I; fO!l(OtM. j;1Jffl4 bn:tilCl!O\ or fiNCI~')' di.I)' ;inc loUIII to 
t.t,c «utit .,.llol"I. trio,c N!feiencc:, ..-e ol!'Y!tcd htic t.ic-011,e ttwy 11re nol lJll)pl.c~lc to .,;01otioin ofle:detol uin,un°IC'r lmo,,('d 
b'A'> G1.1k1-.~• lmll'1a1h1>r ,¼~nN',, ln.Ju\1ln4 rn:.1rk•1 11ubO,ht-1,Sbl tht! prudnn~iiil lt'f,1,la:011, Kf'/ 11h<11nd,,1cl111tln \hf! c:1,1.r 
G1.1~lt11ce rolderforWur ;efe1entc.A11h<lo1:h- .,ou fr.#'( YotY!t to u!.e 111et.l' wots.~ t 'Wt to~ '-'N,thl!(,'01.11 l!Otc-111~ CMP 
.....,uld tiu (Otnp,.rab!e 10 ii CMP ,lSS.MStd bv Oltle-1 ftll,l~tor,;., VQU shovld rolv onmarf( 01\ VOi.if o lc!AMlon ol the: titlltl'lOf'I' ~ Iv 
rn,;uirnJm !11.11U·J p1tcedef!t, ,md othe1 ,t1111rtt11v l;itton iu dl:'h!m-.ni"'1t 1hl! ;approp·latt: <MP In vour c:.s.e 
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Adjudicative Proceedings Policies 
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Affirmative Disclosure and Other Disclosure Obligations 
for Adjudication Proceedings [Rule206and 207 Bureau 
Rules of Adjudication] 

Rules 206 and 207 of the Bureau's Rules of Practice for Adjudication Proceedings (page 10-15), 
12 C.F.FC §§ 1081.206, 1081.207, impose oo the Office of Enforcement certain obligations to 
produce material without request and shortly after the commencement of adjudication 

proc~edings (Rule 206) or upon requestoflhe respondent (Rule 207}. It is the Office of 
Enforcement' s policy to interpret its disclosure obligations under these Rules broadly and to 
err on the s ,de of disclosure. This policy should be read in conjunction with 

1.. The Office of Enforcement's Maintaining Matter Folders policy, which rs 
designed, in part, to ensure that documents and information will be 
maintained in a way that enables Staff to comply efficiently and timely with Rules 206 
and 207; 

2.. The Burea u's eDiscovery Framework, t which guides the review of material for 

privilege as well as the production of electronically stored information (ESI); and 

3. The Bureau's Rules of Practice for Adjudication Proceedings and the section-by­
section analysis. 

Compliance with Rufe 206 

When the Office or Enforcement determines that it will seek approval to bring an adiudication 
proceeding pursuant to the EAP, Staff should take steps to ensure that the materials required 
to be disclosed under Rule 206 are gathered to ensure that Staff timely comply With this Rule, 

Staff should review the following folders in the matter folder to ensure that each folder 
contains all r equired documents: 

• Agreements Folder; 

• CIDs and Voluntary Requests for Information Folder; 

us 
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• Information Informally Obtained from Outside t he Bureau Folder; and 

• Witness Statements and Testimony Folder. 

If these folders do not contain a complete rec0<d o f all required documents, Sta ff should 

gather any m issing documents and save them ro the appropriate folders as required by t he 

Maintaining Matter Folders policy. 

Rule 206 describes t he documents t he Office or Enforcement must make available for Inspection 

and copying by any respondent. When reviewing the folders described above, Staff should refer 

to Rule 206 as well as the commentary on Rule 206 cont ained In the section-by-section analysis 

published 1n t he Federal Register.' Generally, the Rule requtres Enfor,cement to make cer tain 

documents available f0< inspection and copying. This applies to documents in connection wit h 

the Investigation, leading to t he Instit ution of proceedings, tha t were obtained by the Office o f 
Enforcemertt prior to the Institution of proceedings from persons not employed by t he Bureau, 

including: 

• Any documents t urned over in response to Cl Os or other wriiten requests to 

provide documents or to be interviewed issued by Enforcement; 

• All transcripts and transcript exhibits; and 

• Any other documents obtained from person.s-not employed by the Bureau. 

Rule 206 also requires Staff to make available for inspection and copying by any 

respondent: 

• Each CIO or other written request to provide documents or to be Interviewed Issued 

by Enforcement in connection with the investigat1onfec1ding to the institution of 

proceedings; and 

• Any final examina tion or inspection reports prepared by any other Office of the 
Bureau if Enforcement either intends lo introduce any such report into evidence or to 

use any such report to refresh the recollection of, or impeach, any witness. 

12.9 
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TIMING ANO FORM OF PRODUCTION 

The Office of Enforcement must commence making documents available to the respondent 
for inspection and copying no latenhan seven days after service of the notice of charges. 12 
C.F. R. § 1081.206(d). Note: Staff may need to provide notice to third ,parties that provided 
information during an investigation prior to disclosure, asdetalledbelow. See Infra 12 C.F.R. § 

100Ll19(a). Rule 206 provides the Office of Enforcement with discretion regardlng the timing 
and format of production (e.g., 

paper, electronic copies, or making documents available for inspection and copying). However, 
the Office of Enforcement has committed to making documents available to the respondent as 
soon as possible (but In any event commencing no later than seven days after service of the 
notice of charges)andto producing the information in electronic format, unless electronic 
production Is not feasible. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should contact the Technology and 
Innovation Department (T&I T earn) to discuss producing documents and rhe format of 
production by sending an email to the DL CFPB eDisooverylTlistserv. Topics to address 
with the T&ITcam include: 

• Determining the timing of production; 

• identifying data sources and data for inclusion in the production set; 

• Assist1118 the T&I team In determining appropriate productlon format; and 

• Performing quality check of production data to p(event inadvertent disclosure 
of privileged information. 

Situat ions in which Staff should consider providing ha rd copies or de laying production of 
materials Include when the Information to be produced Includes : 

• Physical evidence not susceptible to reproduction in electronic format \e.g., 
oversized documents, such as advertising posters or banners, or physical objects); 

• Doc\Jments subject to a non-disclosure agreement (e.g .• documents obtained from a 
state pursuant to a confidemialitv agreement)that are the subject of a pending 
motion tor a protective order; and 
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• Confidential documents or documents prohlbrted from disclosure under law that are 
the subJectof a penclmg motion for a protective order. 

Staff should consult with the supervising ALO or supervising LO asslgr1ed 10 the matter to 
determine whether other situations warrant providing hard copies or delaying production In 
particular cases. 

MATERIAL EXCULPATORY EVIDENCE 

The Office of Enforcement cannot withhold material exculpatory evidence that would 
otherwise be required to be produced under Rule 206(a). l ftheOffice of Enforcement is 
prohibited from disclosing a document that contains material exculpatory evidence, either 
because applicable law prohibits the disclosure or because the governmenta l entity from whi<:h 
the document was obtained insists on maintaining the confidentiality of that document, the 
Office of Enforcement should move the hearing officer for an order permitting the Office of 
Enforcement to withhold those documents. 

"Material exculpatory evidence" under Rule 206(b)(2) means all lnfor mation material and 
faVO<able to the respondent and should be Interpreted broadly Lo Include, among other things, 
Information thattends to: 

• Cast doubt on respondent's liability as to any essential element in any claim in the 
notice of charges: 

• Cast doubt on the adm1ssibdityof evidence that the Office of Enforcement 
anticipates using in its case-in-chief; 

• Cast doubt on the credibility or accuracy of any evidence that the Office or 
Enforcement anticipates using in Its case-in-chief; or 

• Diminish the degree oflhe respondent's culpability orthe respondent's liability 
for civil money penalties under 12 U.S.C. § SSGS(c). 

Staff should err on the side of disdos.ure and should consult with the supervising ALO or 
supervising LD if there,s any doubt as to whether the documents contain material exculpatory 
evidence. N01ethat Rule 206(b)(2)only applies to evidence that wou1d be required to be 
produced pursuant to Rule 206(a); It thus does not apply to internal memoranda, notes, etc., as 
such documents are not within the scope of Rule 206(a)'s affirmative disclosure obligation. 
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MATERIAL OBTAINED FROM THIRD PARTIES SUBJECT TO A CLAIM OF 
CONFIDENTIALITY {OTHER THAN DOCUMENTS OBTAINED FROM STATE OR 
FEDERAL PARTNERS) 

I f any party to an adjudication proceeding (Includ ing the Office ol Enforcement) lnten<ls to 

disclose Information obtained from a t hird party that Is subject to a claim of confidentiality, 

Rule 119 requires the producing party !ogive the t hird party at least 10 days' notice prior to 

the prapost>d disclosure of the information. 12C.F.R. § 1081.119(a). The third party claiming 

confidential status may consent 10 the disclosure of the material, which may be conditioned 

on the enuy of an appropriate protective order, or may Intervene In t he proceeding for t he 

limited purpose of seeking a protective order. Id. 

When the Office of Enforcement determines that it will seek: approval to bring an 

adjudication proceeding pursuant to t he EAP, Staff should review the Agreements Folder 

within the matter folder to identify any agreements governing the d isclosure of materials t he 
Office of Enforcement obtained from third parties; for example, confidentiality or non­

disclosure agreements Staff should also identify: 

• Any documents or information the producing party marked "confidential," "'exempt 
from disclosure," or some similar stamp Indicating that the producing party intended 

to protect the confidentialitY of the document; 

• Any cover fetters or emails the producing party Included with document productlons 
to determine whether the producing party indicated that it was seeking cQnfidential 

treatment of the material; and 

• Any documents Staff are otherwise aware of that are subject toa cl-aim of 
confidentiality or that constitute trade secret materials. 

I f Staff locate documents subject toa claim of confidentiality, Staffshoold ascertain whether 

the documents are subJed to one of t he exemptions from mandatory disclosure set for th In 

Rule 206(b)(1). If any such documents are not exempt from disclosure, Staff should, as soon as 

practicable but In any event no later than ten days prior to producing the documents:1 notify 
the third party claiming t he documents are confidential to inform them that t he Offlce of 

Enforcement intends to disclose t he documents. 
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Rule 119(a) does not provide the procedure for handling documents obtained from federal or 

state partners pursuant to a non-disclosure agreement. Rule 206(b)(l)(iii), addressed belo.v, 

governs those documents. 

MATERIAL OBTAINED FROM SUPERVISION OR OTHER 
OFFICES WITHIN THE BUREAU IN CONNECTION WITH THE INVESTIGATION 

The affirmative disclosure obligation under Rule 206 extends to documents obtained by the 
Office of Enforcement prior to the institution of proceedings, from persons not employed by 
the Bureau, in connection wi\h the investigation leadJr,g to the Institution of proceedings. 12 
C.F.R. § 1081.~0G(a)(ll. Staff should review the sectlon,by-sectionanalysls of Rule 206 

contained in the Federal Registerfor further informa tion regarding the scope of this 

obligation. 

The Bureau interprets its obligation to affirmatively disclose material under Rule 206 as 

Including both records obtained by t he Office of Enforcement direcUyfrom persons not 

employed by the Bureau, a.swell as documents obtained by the Office of Enforcement 
indirectly from persons not employed by the Bureau. For example, if t he Office of 

Enforcement obtained information from Supervision In connection with an Investigation that 

Supervision obtained From a person not employed by t he Bureau, then the Office of 
Enforcemerrt will disclose that information, subject to 12 C.F.R.§ 108-1.206(b). 77 FR 39070-

71, 39073. 

Material Obtained from Supervision 

When Staff obtain documents from Supervision in t he course of an investigation or when an 

exam-related matter Is identitied for possible public enforcement action, Staff should maintain 

those documents. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudica1ion proceeding pursuant to t he EAP, Staff should review any documents or 

information obtained from Supervision in connection with the underlying investigation to 

determine w hether t here are any documents Supervision obtained fr om persons not 

employed by the Bureau. If Staff locate such documents, Staff should Include those 
documents In the pre-production review described In the 
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Bureau's eD l.scovery Framework1 and must ultimately produce tho.se documents unless they 
are privileged or otherwise protected from affirmative disclosure by Rule 206(b). 

Material Obtained from Other Offices Within the Bureau 

When the Orfice of Enforcement receives documents from other offices in the course of an 
inves1iga1i0<1, Starr should maintain those documents. 

When the O:ffice of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should review anydocumentS or 
information obtained from other offices within the Bureau in connection with the underlying 
investigatloo to determine whether there are any documents those offices obtained lrorn 
persons not employed by the Bureau. If Staff locate such documents, Staff should Include 
those documents in the pre·production review described in the Sureatf.seOiscovery 
Framework-and must ultimately produce those documents unless they are privileged or 
otherwise protected from affirmative disclosure by Rule 206{b). 

DOCUMENoS THAT MAY BE WITHHELD UNDER RULE 206 

Rule 206(b) lists several categories of documents that the Office of Enforcement may withhold 
notwithstanding the affirmative disclosure obligation under Rule 206(al: 

• Privileged documents (12 C.f.R. § 1081.206(b)(l)(i)); 

• Internal memoranda, notes, or other writings prepared by a person employed by the 
Bureau or another governmental agency, other than examination or supervision 
reports, or documents. subject to the work p-roduct doctnne that will not be offered 
into evidence (12 C.F.R. § 1081.206(b)(l)(ii)); 

• Documents obtained from a domestic or foreign governmental entity that is either not 
relevant to the proceeding or was provided on condition that the information not be 

disclosed (12 C.F.R, § 1081.206(b)(l)(iii)); 

• ooc.,ments that would dlsclosethe identlly of a confidential source (12 C. F.R. 
§ 1081.206(b)(l)(lv)); 

• Da<:.,ments prohibited from disclosure under applicable law (12 C.F.R. 
§ 1081.206{b)(l)(v)); or 
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• Documents that the hearing officer has granted leave to withhold as not relevant to 

t he subject matter of the proceeding or for good cause shown 112 C.F. R. § 

l 081.206(bX l)(vi)). 

Documents ObtainedfromStateorFederal Partners Subject to Non-OisdosureAgreements or 
Statutes or Rules Restricting Further Disclosure (Rule 206(b)(l)(fii)) 

When the Office of Enforcement determines that It will seek approval to bring an adjudication 
proceeding pursuant to the EAP, Staff should review the Agreements Folder within the matter 
folder to lde•ntlfy any agreements governing the disclosure of materlals the Office of 
Enforcement obtained from state or federal law enforcement partners; for example, 

confidentiality or non•disclosure agreements. Staff should identify any relevant agreements and 

determine their appllcability to documents that may be subject to Rule 206. 

Rule 206!b)( l)(lii) permits the Office of Enforcement to withhold a document If it was 
obtained from a governmental entity on condition that the informattOn not be di.sclosed. The 
Rule does not permit the Office of Enforcement .to withhold such documents if they contain 

material exculpatory evidence. 12 C.F.R. § 1081.206(b)l2), 

If the Office of Enforcement obtained documents from a govemmen1alentl ty on 
condition that the documents not be disclosed.Staff should take the following steps: 

L Review the documents and, In consultation with the ALO or LO asslgnedto the matter, 
determine: 

a. Whether the documents contain material exculpatory evidence that must be 
produced under 12 C.F.R. § 1081.200!b)(2)and l2C.F.R. §, 1081.206(a)ll t,and 

b. Whether the Office of Enforcement wishes to introdu,ce the documents in the 
proceeding despite1he non-disclosure or confidentiality agreement, 

2. ff Staff determlne that the documents contain materialexculpatoryevidence, Staff 
.should contact the governmental entity f ram which the documents were obtained to 

lnfo,m the entity that t!ie Bureau's Rules do not permit the Office of Enforcement to 
withhold those documents and to determine whether the en1tity will consent to the 
disclosure of the documents in the proceeding. 
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3. If Staff determine they wish to use t he documents In the proceeding (but the 

documents do not contain material excuJpatoryinformat,on), Staff should contact the 

entity from which the documents were obtained todetermine whether the entity will 
consent to the disclosure of the documents, unless Staff determine, in consultation 

with the ALO or LD assigned to t he matter, that the benefit ot using 1he documents is 

outweighed by the r isk that contact ing the entity t o make thi s request will be 

detrimental to the Bureau's relatlonshipwlth the governmental entity. 

4. If t he ent ity does not consent in either ofthc above-referenced circumstances, or 

conditions its consent upon t he entry of an appropriate protective order, Staff may 

either move for a protective order pursuant to Rule 119and 206(a ), or advise the 
governmental entity of its right to intervene For the limited purpose of seeking a 

protective order pursuant to Rule 119. 

S. lfthe documents do not conta in material exculpa tory evidence and the Office of 

Enforcement determines that it does not w ish to use t he documents, or it the entily 
tram which t he documents were obtained does not consent to the disclosure, Staff 

should: 

a. Inform the respondent of the fact that the documents arc being withheld and 

identify !he governmental ageney from whom the documents were obtained; 

and 

b. Inform the governmental agency that t he documents will be identified as being 

withheld in t he adjudication proceeding pursuantto R1rle 206(c). 

Material Disclosing the Identity of a Confidential Source (Rule 200(b)(l)(lv)) 

Rule 206(b)( l )(lv) permits the Office of Enforcement to withhold a document if It woold disclose 
the identity of a confidential source. A confidenbal source is someone who requested thath15 or 
her identity not be disclosed, and may include whistleblowers and former employees. 

When the Office of Enforcement determines t hat it will seek approval to bring an adjudication 

proceeding ipursuantto the EAP, Staff shoold, consistent with the Bureau's eDiscovery 
Framework, ' review the document s likely to be produced under 

, Jbl(T)(El 
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Rule 206 to determine whether any documents would dis close the Identity of a confidential 
source. If a document would disclose the identity of a confidenbal source, Staff should: 

1. Contact the source to determine whether the source will consent to the disclosure of 
the documents despite the fact that disclosure would reveal his or her Identi ty, 
unless. Staff determine, in consultation with the ALO or LO ass1gned to the matter, 
that contacting the source to make this request will be detrimental to the Bureau's 
relattionship with the source. 

2. If the source does not consenL to the disclosure of the document, Staff should 
determine whether the document can be redacted In such a way that It would not 
disclose the identity of the confidential source. 

3. If Staff determine that the document cannot be redacted, Staff should, in consultation 
with the ALO or LO assigned to the matter, determine whether the document contains 
material exculpatory evidence. 

4. If Staff determine that the document contains material exculpatory evidence,. Staff 

should: 

a. Inform the source whose Identity would be revealed that the Bureau's Rules do not 
permit the Office of Enforcement to withhold those documents; 

b. Inform the source that the Bureau'" s Rules permit him or her to seek a 
protective order; and 

c. Move the hearing officer For an order pursuant to Rule 206(a) seeking to 
withhold the documents. 

5. If the source does not consent, the document cannot be redacted in suth a way that 
it would not disclose the identity of the confidential source, and the document does 
not contain materlal exculpatory evidence, the document should be wi thheld. 
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Material Prohibited from Disclosure Under Law(Rule 206(b)(l)(v)) 

Rule 206(b){l)(v) permits the Office of Enforcement to withhold documents when appllcable 

law prohibits the disclosure of the document. Though there are other sources of law that may 

prohibit t he production of documents, t he Trade Secrets Act, 18 U.S..C. § 1905, and the Bank 

Secrecy Act are two statutes Staff should consider when determining what documents to 
produce under Rule 206. 

Before producing documents under Rules 206 or 207, Staff should, consistent with the 

Bureau's eD iscovery FramewOfk:~ 

• Review the documents and, in consultation with the ALD or LD assigned to the 

matter, determine whether lhe Bureau is prohibited from disclosing lhe document 

under any law, Including the Trade Secrets Act. 

• Review the documents and, in consultat ion with the ALO or LO assigned to the matter, 
determine whether any documents prohibited from being disclosed are material 

exculpatory evidence that must be disclosed under Rule 206(b)(2). 

• If there are documents that are prohibited from being disclosed and that alsocontam 
materialexcuJpatoryevidence, Staff should move. the hearing officer for an order 
exempting the documents from disclosure. 

Privileged Documents or Other Internal Documents Prepared by a Person Employed by the 
Bureau (Rule 206(b)(l)(I)) 

When Staff gather the documents that may be produced pursuant to Rule 206, Staff should 

review those documents and take reasonable steps to proteclprivlleged documents f rom 

disdosureand production consistent with the Bureau's eOiscoveryframework. Staff should 
identify and protect from dlsdosure privileged documents and internal documents prepared by 

a person employed by the Bureau or another gov,:rnment agency (ot her than examination or 

supervision reports iQentified in Rule 206(a)(2)(ii)J. 

Rule 206(i) contains a "clawback' provision under which the disclosure of privileged 

information does not operate as a wa1verif; 

• The disclosure was inadvertent; 

• The holder of the privilege took reasonable steps to prevent disclosure: and 
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• The holder promptly took reasonable steps to rectify the error, Including 

notifying the other pa rty of t he claim of privilege and the basis for the claim. 

See 12 C.F.R. § 1081.206(i). 

Withheld Do cument List 

Under the Rules, the Office of Enforcement is not automatically re quired to produce a 

privilc,ge log identifying wi thheld documents. 12 C.F.R. § 108L206(c). With some exceptions, 

however, t he hearing officer c~n order t he Office of Enforcement to produce a list of 

documents or categories of documents t hat are being withheld pursuant to paragraphs 

(b)(l)(i) throogh Mor Rule 206, or to submit to the hearing officer anv document withheld. 

Though the Office of Enforcemcmt is not automatic-ally required to prepare and produce a 

privilege log, Staff should consider whether to prepare a list of w~hh eld document, that 

would comply with Rule 206(c)while they are reviewing the documents before production. 

Production of Witness Statements under Rule 207 

Asset forth in the Maintaining Matter Folders policy, for every matterfolder, Staff should create 

a folder t it l~d "Witness Statements and Testimony" to preserve 

all witness s1atements obtained during the course of an Investigation. Before commencing 

an adjudicat,on proceeding_, Staff should ensure that all witness statements have been 

savedwithin this folder. If there are any documents missing, Staff should gather t hose 

missing documents and save them in the correct folder. 

Rule 207 permits a respondent to move that the Office of Enforcement produce for 

inspectJon and copying any statement of any person called or to be called as a witness by 
the Office o f Enforcement that pertains, or is expected to pertain, to Ms or her direct 

testimony and that would be required t o be produced pursuant to t he Jencks Act, 18 U.S.C. 

§ 3S00, if the adjudication proceeding were a criminal proceeding. 12 C. F.R. § 1081.2D7(a~ 

The production shall be made at • time and place fixed by the hearing officer. Id. Unlike Rule 

206, the production of witness statements is not automatic and, instead, the respondent Is 

required to ,move for t he production or t hese statements. 
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The Jencks Act does not require production of a witness's prior statement until the witness 

takes the stand. In ordinary cases, the Office of Enforcement should not object to voluntarily 

providing pr-ehearing production of witness statememscoveredunder Rule 207 upon motion. 
Submfssion of a witness's prior statement, however, may provide a motive for int imidation of 
that witness or improper contac1 by a responden1 with the witness. Where Staff believe there is 
risk of improper use of a witness's prior statement, Staff should move the hea ring officer to 

take approprla te steps to mitigate that risk. For example, Staff may move for an order delaying 
production of a prior statement, or prohibiting parties from communicating with particular 
witnesses. 

0 Stalff should coosult the definition of "sc-atemcnt under the Jencks Act,'' 18 
U.S.C. § 3S00(e), as well case as law Interpreting that definition. Generally 
spe-aking, non-verbatim notes written byan Interviewing attorney or investigator 
that are not adopted by a witnes~ are not •statement~• under the Jencks Act and 
the Office of Enforcement would not have to produce those notes under Rule m. 
E.g., Polerma v. UnitedStaies, 360 U.S. 343, 352 (1959) l "onlythose statements 
vlhich could properly be called the witness' own words should be made available 
to Lhe defense for purposes or Impeachment" ); UnltedS101es v. Valera, 845 F. 2d 
923, 926 (11th Cir, 1988) la report written bv U.S. Attorney and never adopted by 
witness and summaries written by agent of what witness had told him "did not 
fall within theJencks definition of ' statement' because neither of them was a 
verbatim lranscrlptlon of what (the witness) had slated ... and [the witness] had 
adopted neither of the sta tements"); Uniied Stoies v. Ricks, 817 F.2d 692, 698 (11th 
Cir. l987){"FBI memoranda of witness Interviews• did not fall within the Jencks Act 
because "the witnesses never adopted the memoranda as their own statements.•). 

STATEMENTS OF BUREAU PERSONNEL, INCLUDING EXAM TEAM MEMBERS 
AND INVESTIGATORS 

Under Rule 206, reports prepared by exam learn members or Investigators would generally not 
be required to be produced because those reports would not be "documents obtained by the 
Office of Enforcement prior to the in~titution of proceeding, from persons not employed by the 

Bureau." UC. F. R. § 1081.206(a). Such reports may, however, be required to be produced under 
Rule 207. 
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In proc.eedlngs in which Bureau personnel-particularly exam team membe.rs or Enforcement 

invest igators-maybe called as witnesses, Staff should take the following steps to ensure that 

witness's statements have been gathered and can be produced in the event that the 
respondent moves for production under Rule 207(a): 

L Review the matterfolder, particularly the Witness Statements and Testimony Folder. 
to locate any documents that may constitute statements under Rule 207 and 18 
U.S. C. § 3SOO(e}. 

2. Contact the Bureau personnel robe called asa witness to determine whether he or 
she created other documents that may qualify as "statements"underthe Jencks Act 
and., if so, obta in copies of those s-tatements and save those documents in the 
appropriate file pursuant to the Maintaining Matter Folders rpolicy. 

3. Consult with the ALO or LO assiBned to the matterto determine whether any 
documents are "statements" under Rule 207 and 18 U.S.C. § 3500(el. 

Adjudica tion Process Questionnaire 

This Is a tool to help you plan for your administrative matter. This document should be prepared 
as soon asa dects1on is made to proceed to an adjudication proceeding. A copy should be 

maintained in the matter folder on SharePoint and continuously upd.ated whenever deadlines 

change. The template• for this Excelfile can he found In the Templates and Forms folder on 
Share. 

• )(7)(E) 
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Enforcement Compliance Team Processes and Procedures 
Enforcemen't created the Compliance Team ("CT1') to centralize most of Enforcement 1s 
compliance-related work. The Cl 's core function is to monitor defendants' /respondents' 
("defendants" for the duration of this guidance) compliance with all Enforcement-monitored 
orders, including by capturing, maintafning, and synthesizing information about compliance; 
verifying complia nce re presentations provided by defendants; and, if like ly order violat ions a re 
identified, recommend ing a nd/or execut ing action(s) to address t he violations. 

Pre-Judgment Review of Draft Final Orders 

The CT is responsible for reviewing a ll draft administratrveconsent o rders and federal court 
stipulated final judgments (collectively, ' Final Orders"), which a rewrit ten by case teams.' When 
drafting a Final Order, the case team must uset he appropriate template. Case teams should 
endeavor not to deviate from the template; however, when a case team recommends deviating 
from template language, the case team must highlight a ny instance of deviation a nd provide a 
jus t ification in the draft. The case teams hould confer with t he Compliance Attorney on any 
questions rega rding template language or other issues regarding order construction. When the 
draft Final Order Involves a supervised entity, the case team must also provide the appropriate 
Supervision region with an opportunity to provide input, consistent with SEFL processes . 

The case team must submit all proposed Fina I Orders to the Complia nee Attorney for Input 
before submission to the Enforcement Front Office. The Compliance Attomey Is responsible for 
maintaining a nd updating templates for both administrative and fed e ra l court Final Orders. 

Preparation for Monitoring New Final Orders 

NOTIFICATION OF SIGNED FINAL ORDER 

The CT's compliance monitoring responsibilities for new Final Orders begin when a Final Order 
has been issued by the Bureau or entered by a Court. The case team will send an email notifying 
the Enforcement Front Office and CT and att.acha copy of the signed order. 

COMPLIANCE FOLDER STRUCTURE ON THE ENFORCEMENT SHARED DRIVE 

When the CT has received a new, signed Final Order, the CT will crea1ea folder for the order on 
the Enforcement shared drive. If the Rnal Order is a Supervision-monitored order, the CT will 
create the folder within the CT's ' SPV Monitored Orders• folder and will save the Fina I Order In 
that folder. If the Final Order is an Enforcement-monitored order, the CT will create the folder 
within the CTs "ENFMonitored Orders• folder. The CT will save the Final Order in that folder and 
create sub-folders for the CT's ongoing monitoring work, generallyfor each defendant the CT will 
monitor.2 

J "Case team .... ,cters 1011\e team that wo, t edoo 11\e underlying matter resu111rig In I.fie ~!~I Order. 
2 l heC'f cloes ~ , ,e.1tesvb -f,oo,ier s-f(lf" ongoi~ moni1orine wo,k. for S1.1~ 1"Yi;ion .moni1or'!d orders be~l.'Se t~ er & seneri'lly 

no1 fes,poMlble to, moniror!"C compllar.ce \\<i!tl ttose o,deu + 
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The sub-folders the CTwlJI genera lly e<eate for its ongoing monitoring work Include, but are not 
limited to: 

• •compliance Materials": For submissions/communications from the defendant and 
communicat ions with t he case team or other stakehoJders regard ing compliance 

• •Follow-up": For the CT's work product from recurring follow-up activities (e.g., follow­
up memos. underlying resources for follow-up findings, Information Requests or other 
outreachtodefeooonts or compliance stakeholders) 

• ,..Case Team Materials-"' or "Background": For materials t he CT compiles from the case 
team or other stakeholders that may be helpful to the CT' s ongoing monitoring efforts 
(e.g., financial disclosures, lnvestigational hearing transcripts) 

COMPLIANCE TRACKING INFRASTRUCTURE IN THE COMPLIANCE DATABASE 

When the CT has received a new Anal Order that Enforcement is responsible for monitoring, the 
CT will review the Final Orde r and build the compliance tracking infrastructure in the CompUance 
Database." The CT will first create a Final Order page in the Database and upload the Final Order 
into the •Ries• area of the page. Next, the CT will create separate Defendant pages for each 
defendant svbject to the order. After creating the Final Order and Defendant pages, the CT will 
use the Databa se's Compliance Tracker Builder functionality to create and populate an ln-depth, 
provision--level Compliance Tracker for each defendant . .JAmong other information., t he 
Compliance Tracker will list the provisions of the Final Order thatthe CT is monitoring, due dates 
for associatedobligation.s, and the current compliance status. When the CT finishes drafting the 
Compliance T racker and designates it as "Under Review• in the Oa ta base, the system will 
automatica ltyemail t he case team leadattomey, directing him/her to review the Tracker for 
accuracy and comprehensiveness.s The CT will ens ure that t he case team has completed its 
review of the Tracker during the Compliance Planning Meeting if t he case team has not provided 
feedback to the CT prior to the meeting. 

COMPLIANCE PLANNING MEETING 

Alter reviewing the order and creating the compliance tracking Infrastructure in the Compliance 
Database, ti1e CT will schedule a Compliance Planning Meeting with t he case team lead attorney 
to discuss the underlying case, the Final Order, any issues the team foresees, and the compliance 
monitoring approach going forward. 6Thesecommunications help inform the CT's monitoring 
activities for each defendant subject to the order. The Meeting gives the CT the opportunity to 
learn more about the underlying case, gel a better sense of the unlawful actions the order Is 
intended to prevent, the potential for recidivism, tips and best practices to determine 

3 The Cornpllanc:e Database I~ the cemra1i"Led svsuim within ENl'orte that the Cl uses to track all EN"f-rnon~ed orde,s, 
defelldilnt:i. ond p1&1ision~ wih l'l'hich dcfe~<mb mmt com,:,lv eve, Ihle. 

, l htCT «ote> f inal Or-der t'lnd Oe,tendilllt.Pt'lileS In the Com4illanct" Ocltabau: for ;.II new Fil'al 01ders sothatEnforc~ment h;i:s. a 
r'eNltd o f all Fllal Otde-rs etlte( lld&Jef lirnll. Thi~ ~ ud!'!s 0fde(S that SUl)!fVis.iOOi!. I e!.UOl)Jible fot lne.liloti\g, l!ol ll1! Cl ooly 
ir:nte,s. hiih•<lt\'CI il'lformt1tion into the O.,t..,ba$~ for Supervbion•monitorcd ot<lcrsilnd do-cs l)Qt ,rf!alc the: ptO\'csion-t:vel 
Compli)nce 1 racker. 

!, l he CT relict oo the "L~ dAMrn!iy" dU:ll on the M:UWr p:egc In ENfOl"(C tt>know whim .llUirnliy in t"if h ttll!. pcintd-conl.1:cl 

for .ill m.i.tE-r-related i~irles and activ'ny. If tfle <'utreM!v designated attornevYii l no tol"\B~t be the l'OC(e,ft,, attorney ts: 

leavtlg Enforceme,11 or dlafGlng p&.;lt~s), ltle LO or AtD Must 11ss1S,n a new attorney as Lead. 
6 A!t,'l<lvgh 1h l? Cf '4il ~e,.;r;i:t't' $end the cale~r iivit;1uon fQ( the Compliil~ Piannil'!£ M @etl111 to tw1-►1 the c;;H Wilffl le;,d 

attOr'ney. the use team ~ •d .ittorney m:.v ir,.,iteother case u.-am memb@r,s. 
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compfiance with the injunctive provisions for particular defendants based on knowledge gained 
during the Investigation, and other relevant details about the matter that may help with future 
compliance monitoring and enforcement, such as information about the parties, opposing 
couniel, and the judge, The caie team should also proVide the CT with any documents that might 
assist in compliance monitoring, such as defendants' financial statennents. Any ambiguities and 
questions should also be addressed during this meeting. Optimally, the Compliance Planning 
Meet ing should take place within one month of t he effective date of the order. 

The CT will draft a shortsummaryof the Compliance Planning Meeting and save the summary in 
the CT's monitoring folder for the f inal Oi'der on Enforcement's shared drive. The CT will also 
enter any key notes from the Compliance Planning Meeting regarding our monltOfing approach 
or next steps into the Complia nee Database. 

Compliance Monitoring 

INCOMING COMPLIANCE MAltRIALS 

Defendants submit compliance communications and materials as ins'tructed by the final Order, 
typically via email to the Enforcement Compliance Outlool< inbox and via mail, The CT is 
responsible ·for intaking, reviewing, and tracking incoming compliance materials. The CT will 
monitor the Enforcement Compllance inbox; review Incoming submissions and communications, 
and address-deficiencies as needed; and update the Compliance Database based on the 
information provided. Substantive c.ommunications and submissions will be saved in the 
"Compliance Materials" sub,folder for the relevantdefcndant(s) on the Enforcement shared 
drive, The CT will also route communications and submissions to the case team and other 
stakeholders as appropriate. 

RECURRING FOLLOW-UP INVESTIGATIVE ACTIVITIES 

The CT will perform recurring follow-up work on defendants to verify compliance with particular 

order provisions and/or uncover potential order v10lations. The CT will adhere to the guidance on 
order compliance monitoring invest igative techniques detailed in Enforcement's ''L~w 
Enforcement & Investigative T ecboiques Manual IL El Ml." 

CASE 11:AM RESPONSIBILITY FOR CERTAIN COMPLIANCE MONITORING 

Monetary Judgments/ Redress Plans and Execution 

Case teams remain responsible for all activity related to the monetary provisions of the Final 
Order, including payment of judgments, redress, civil money penalt ies, etc. This activity includes 
review of Redress Plans and recommendation for non--0bject ion by t he Enforcement Director, as 
well as any CMP Fund memos and overseeing redress execution; however, if there is a failure to 
adhere toa Redress Plan or follow through on Order requirements regarding monetary relief, the 
case team must consult with the CT and the case team's LD as toneJCt steps (including 
consideration of opening a Compliance Violation Assessment to engage in collections activitV, as 
described In the section below, Addressirl!l Potential Order Vlolatlons). 
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Compliance Plans 

The case team is responsible for reviewing any Compliance Plan submitted by a defendant, 
working with the defendant as needed to achieve an acceptable Plan, and drafting a brief 
recommendation to the Enforcement Director regarding non-objection. The Compliance Attorney 
will review t he Compliance Plan when the case team submits it to th,e Enforcement Front Office 
(or earlier if the case team has issues/questions) and will send comments within 1·2 days of 
receiving the case team's recommendat ion. 

Addressing Potential Order Violations 

STAKEHOLDER INPUT 

If the CT becomes aware of potential order violations through compliance monitoring or other 
means, the CT will share its findings with the case team. This may help the CT gain additional 
context regarding the potential violations in addition to ideas for further Investigation or other 
potential ne.xt steps. 

The CT may also share its findings with Enforcement's Policy and Strategy Team (PST) Senior 
Counsel for t he relevant market, other Bureau stakeholders, and/or external parties . In cases 
where Enfor cement coordinated with local. state, or federal partners during the original 
investigatioo1 the CT or case team may reach out to those partners t o gain additional insight or 
evidence. Information sharing with external partners will be conducted pursuant to appropriate 

information sharing agreemeng and access requests. 

DETERMINATION OF FURTHER ACTION 

The CT will develop any evidence of potential order violations to the extent possible given Its 
Investigative options until the CT can either determine that the defendant Is complying with the 
order or t ha't further investigation or action is necessary. 

• If the CT determines that an order violation is likely but does not warra nt further 
action, the CT will draft a brref (one paragraphtoone page) memo describing the 
violations and evidentiary support fort he findings_ The CT will send the memo to the 
PST Deputy, who will have three business days to object to the no-action 
recommendation. If the PST Deputy does not object, the CT will save the no-action 
memo in the CT's monitoring file for the F1nal Order on the Enforcement shared drive, 
update the Compliance Da tabase to note the point -in-time· determinat ion~ and resume 
recurrin& compli<1nce monitoring. If the PST Deputy objects, t he CT member who 
drafted the memo will meet with the PST Deputy to discuss the objection, and the PST 
Deputy will determine if further action is warranted, and if so, whether the CT should 
address the issue or recommend that Enforcement open a compliance 
Invest igation/compliance violat ion assessment ("CVA") dependlng on the action 
required.? A no-action decision does not foreclose future order enforcement. The CT 
will continue to monitor the Final Order, and if other evide nee arises that constitutes 

/ A CVA, a~ op~ed to a comp,lanee in11e-stlgaOOI\ l. app!'op,tite ~ cases whe,-e tfle potet'ltial viOblioris ste,m rrom a court Cfde1 

where svch ioon\ifwd viQl;;itkms .it e sole!'( v~ th.ms of !he or(Wr .ind do not also COl"\Stitt•e v;qli!il;iQr\6 of fe(lef;al consvmer 
flnaoclill pr,otectiOI\ laws th ill the Bureau en(O"ces.. See .l;tso lnfr ii l'IOte 8. 
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o,-der violations, the CT will follow the process outlined herein. 

• If the CT and/or PST Deputy determines that an order violation is likely and warrants 
further action, t he CT may engage with the defendant to address the issue, 

recommend that Enforcement open a compliance investigation/CVA, or recommend 

ot-her appropriate action, such as sencUng a warrung letter or other correspondence, 
depending on the action required. 

The CT will evaluate its resources to determine whether it has the bandwidth to take 
on the necessary next steps, including a compliance invest igation/CVA and any 
subsequent actfon, or whether further activities should be assigned to a Litigation 
Team. In determining whether an order violat ion warrant s a compliance 
investigation/CVA, the CT will evaluate whether enforcement action to address t he 
violation would further Enforcement's priorities and whether the harm caused by the 
violation warrants the use of Enforcement resources to conduct further investigation 
and potentially a contempt action. 

Factors the CT may consider include, but are not limited to: the amount and type of 
consumer harm potentialtycaused by the violative conduct ; defendants' willingness to 
address t he issue voluntarily; likelihood of recidivist behavior and other case team 
input; compliance status globally across o,-ders involving a particular market; potent ial 
impact on the relevant market area; deterrent effect of Bureau action; and any other 
enforcement considerations. The CT should seek input from the case tea m, the case 
team's managers, and the PST. 

OPENING PROCEDURES FOR COMPLIANCE INVESTIGATIONS ANO CVA.s 

Compliance Investigation Opening Procedures 

A compliance investigation, as opposed to a CVA, is generally appropriate in cases where the 
potential violations stem from an administrative order or a court order where such viol;itions of 
the order alsoconstituteviolations of federal consumer financial pro1ect ion laws thatthe Bureau 
enforces. Compliance Investigations will be opened using the procedures outlined below, which 
are based on t he procedures for opening general Enforcement invest igations. 

• The CT will be responsible for drafting an OIM. Consistent w ith the requirements of an 
DIM in EAP, the OIM will include a brief description of the " nderlying case and relevant 
Final Order provisions; the conduct that likely violates the final Order and any other 
laws the Bureau enforces; and the evidence that supports Jthe potential violations. The 
cover email for the OIM should also contain a recommendation to t he Enforcement 
Director as to whether to use CT or Litigation Team resources to conduct t he contempt 
investigation and potential action. 

• The CT will send the draftOIM to t he PST Deputy to provid e r>otice of the potential 
0<der violat ions and supporting evidence. 

• If the PST Deputy does not raise objections to the recommendation after three 
business days, t he CT will provide the draft OIM to t he case team and t he cas e team's 
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ALO for input . The CT may also provide t he draft DIM to the PST Senior Counsel for the 
relevant market for Input as needed. In c.ases where the CT is not recommending that 
t he CT handle t he matter, the case team and its managers should determine whether 
the case team (or another attorney within the LitigationTeam)wants to handle staffing 
ror t he Investigation. The CT should note t he staffing preference in t he cover email for 
t he DIM when It is submitted to t he Enforcement Front Office. Litigation Team/PST 
reviewers will generally have one week to provide input before the draft OIM is re•sent 
to t he PST Deputy for input, but the review t ime period may be shortened or extended 
depending on specific stated circumstances. 

• After obtaining input from the Litigation Team1 the CT will send an updated version of 
t he DIM to t he PST Deputy for input. If the PST Deputy agrees with t he 
«~commendation to open a compliance invest·igation, the CT will submit the DIM to the 
Enforcement Front Office. II there is disagreement among the PST Deputy, CT, and case 

team regarding the recommendation, the PST Deputy may escalate the matter to the 
Enforcement Front Office for a discussion and determination. 

• The Enforcement Director will make the final determination about whether to approve 
opening a compliance investigation and if so, which resources to utilize. The 
Enforcement Director will choose either: 

• To assign t he compliance investigation to a case te-am; 

• To assign t he compliance Investigation t o the CT: or 

• To cease pursuing the compliance investigation and resume recurring 
monitoring. 

• I f the Enforcement Director approves the proposed compliance Investigation, t he 
Enforcement Front Office will send the DIM through EAP. 

• Following t he complet ion of EAP, if the compliance investigat ion has been approved, 
the Enforcement f ront Office will open the investigation as a new matter in ENForce. 

• The CT will update t he relevant Defendant pages in the Compliance Database to note 
that a compliance investigat ion has been opened, the date on which it was opened, 
and the team that has been assigned. The CT will suspend its recurring monitoring of 
the relevantdefendant(s} while the compliance investigation proceeds. 

Compliance Investigations via the ARC Process 

When an ARC matter contains an order violation, the CT should be notified as early as possible, 
optimally during the Supervisory exam. The CT will weigh in on Enforceme.nt's view of the order 
violations for purposes of the ARC memo and will provide Input into the Enforcement Director's 

ARC decisior1. 

CVA Opening Procedures 

A CVA, as opposed to a compliance Investigation, Is approprlate In cases where the potential 

violations st em from a court order where such identified violations are solely violations of the 
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order and do not alsocorntitute violations of any other federal consumer financial protection law 
that the Bur,eauenforces."The CVAis not a new investigation, but instead Is post -judgment 

cont inuat ion of the existing matter.• CVAs are sent t hrough EAP for notice. Otherwise, the 

pr~edures for opening a CVA, as outlined t>elow, are similarto the procedures for opening a 
compliance investigation. 

• The CT or case team will draft a short memo ("CVA Memo") using the established 
template recommending that a CVA be opened by a Litigation Team (general ly the case 
team that litigated the original action). 

• If the CT drafts theCVA Memo, the CT will send the draft CVA Memo to t he PST Deputy 
to provide notice of the potential order violations and supporting evidence. If the PST 
Deputy does not raise objections to the recommendation after t hree days, the CT will 
provide t he draft CVA Memo to t he case team and t he case team'sALD for input. (If the 
case team drafts the CVA Memo, t he CT will send the CVA Memo to the PST Deputy for 
input after t he CT has reviewed the memo). The CT may also provide the draft CVA 
Memo to the PST Senior Counsel for the relevant market for input as needed. l itigation 
T earn/PST reviewers will generally have one week to provkte input, but the review time 
period may be shortened or extended depending on sped fic stated circumstances. 

• If the PST Deputy agrees with the recommendat ion to proceed with a CVA, the CT will 
submit the CVA Memo to the Enforcement Front Office. If th ere is dis.agreement among 
t he PST Deputy, CT, and case team regarding the recommendation, t he PST Deputy may 
escalate to the Enforcement Oirectorfor a discussion and determination. 

• The Enforcement Director w ill make the final determination .about whether to approve a 
CVA. 

• If t he Enforcement Director approves the proposed CVA, the Enforcement Front Office 
will send t he CVA through EAP for not ice purposes only. 

• following the completion of EAP, the Enforcement Front Office will open the CVA as a 
new matter In ENForce. 

• The CT will update the relevant Defendant pages in the Com;pliance Database to note 
t hat a CVA has been opened, the date on which it was opened, and the team that has 
been assigned. The CT will suspend its recurring monitoring of the relevant defendant(s) 
while t he CVA proceeds. 

Conducting the Compliance lnvestig<)tion/CVA and Action 

Once the Errfortement Oirector approves a nd assigns a compliance investigation/CVA, the 
assigned team (eit her the CT or a case team) will proceed with t he m atter. For CVAs, the assigned 

e Se-cause vlola1iom of El\foroemel\t's court orders do not thems·eNes s,:,eclfbal!'( c.onsthvt,e vlobt,j)tlS cithe CFPA st11ndiog atone, 
unklH t~r~ k conduct th:i.t woub :,tso viobt.c! rl.'dcr:iolooMiMnC!r fl11::trd:al ptOt~o11 law.,. £ntorO('ll'nl'nt wo!Ad be unfnlc to SMd 
civil lrrvMttp;at;ve<t,emancls. See 12 V.S.C. ;§ SS61(1)., (SI, SS62(c). 

9 l h~ woi.M indude post•iJcleme11t dscover'( ;atl(I any inv8$tlplion d nQll(Ompli~r« fo; ~ik.#'e l<>P?V• In ;Ktniniw~tive t.l$(1$, 

thiS 'NO~ be: ha1'6}:.d lhrough I.he OIM {lf'ooess descrbt-d abcwe.. 
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team will conduct fact-gathering activities using the terms of the Final Order (such as provisions 
permitting E.nforcement to request compliance reports from defendants) and using post­
judgment tools provided in the Federal Rules of Civil Procedure (such as Rule 45 subpoenas and 
Rule. 6~ (ljjCOVery), 

The assigned team should provide the CT with updates regarding the status of the compliance 
matter when key developments occur. If CT members are not assigned to the investigation, the 
assigned team should also seek input from the Compliance Team Lead on key decisions, such as 
whether to proceed with a contempt act ion administratively or in federal court . 

If appropriat e, the assigned t eam will draft a memo seeking authorization to settle or file a 
contempt act ion. The assigned team will draft any contempt filings and associqted documents, 
Including a proposed modified Final Order If necessary. The assigned team must send all 
authorization memos, proposed filings, and associated documents to the Compliance Team Lead 
for Input. The assigned team w ill adhere to the process and guidance detailed in the Enforcement 
Process Blueprint when seeking set t le and sue authority. 

If the assigned team sought authorization to file a contempt action and was approved to 
proceed, the contempt litigation will proceed in the same manner as any other lit igat ion matter. 
If CT members are not assigned to the litigation, the assigned teams hould seek the Compiiance 
Team Lead's Input on key developments and any proposed Anal Order. If there is a new Final 
Order at the end of a contempt proceeding, ttie monitoring process begins again starting at the 
Preparation for Monitoring New Final Orders section of this guidance. 

Reporting 

The CT will provide a quarterlyreport to the Enforcement Front Office to apprise leadership of 
the CT' s wO!"k. 

Records Retention and Closing Compliance Monitoring 

The Bureau' s and Enforcement's National Archives and Record Administration• approved record 
schedules govern how long the CT must retain order-compliance rec-o<d.s. Those record schedules 
are saved In the CT's • Ad min & Resources• folder on the Enforcement shared drive. For quick 
reference regarding compliance documents, which include communications and submissions 
from defendants as well as work product from the CT' s defendant follow-up activities : These 
documents are addressed by the NARA-approved "Office of Enforcement Schedule.• Specifically, 
these documents would be included within Item S, "Enforcement Actions." As a result, these 
documents should be retained for 15 years or permanent ly if the matter is designated as 
historically significant. Upon expiration of a Final Order that Enforcement is responsible for 
monitoring, the CT will follow the procedures set forth in the November 15, 2019 "O rder 
Compliance Closing Procedures• to formally close compliance monitoring, including moving 
these CT r~eords to the E~forcernMt matter folder to comply with the Enforcement records 
schedule. The policy Is saved in the CT's • Admin & Resources• folder on the Enforcement shared 
drive. 
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Working with Criminal Law Enforcement Partners 

Cooperating with criminal authorities and other lawenforcemeni agencies Is an Important 
part of the Bureau's enforcement mission. The Bureau has authority to bring c1v1I actions to 
enforce Federal consumer financial laws, but may not bring criminal .actions, and must refer 
evlden<:e of violations of federal criminal law to the Department or Justice (DOJ). Criminal 
referrals are han<tled In compliance with the Memorandum of Understanding between the 
Bureau and t he OOJ and our internal policy on criminal referrals. The Bureau's civil authority 
is not compromised when the DOJ or state criminal authorities. conduct a criminal 

investigation and/or make a determination to bring criminal charges concurrent with the 
Bureau's investigation and/or civil action, Nonetheless, important considerations arise when 
cooperating with criminal authorities, as d1Scussed below. 

Parallel Crriminal Investigations 

Staff should consult with a supervisor before engaging In significant discussions and written 
communications with criminal authorities. 

Staff should not take an invest,gativeact1on for which the s~e aim 1s to benefit a parallel 
criminal 1nvest1gat1on. 

Staff should not afnrmatively mislead the subject or potential subjec~ of an investigation about 
the existence or posslblllty of a parallel criminal Investigation or tha t the Investigation Is solely 
c,vil In nature and will not lead to criminal charges. 

RESPONDING TO QUESTIONS ABOUT PARALLEL CRIMINAL INVESTIGATIONS 

Staff may invite counsel or any individual to contact criminal authorities if they wish to purs ue 
the question of whether there is a 1><irallel criminal investigation, but do not have to identify 
which agencies or offices. However, if Staff is in communication w,th a criminal prosecutor, 
Staff may ask the criminal prosecutor whether Starr may direct counsel or any Individual to 
contact the criminal prosecutor. 
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A In most Instances, you are uoder no affirmative obllgatlon to disclose 
the- existence of a parallel crlmlnal Investigation. • But, If counsel or an 
ln<i,vldua l asks whether there Is a parallel criminal invest igation, you 
cannot give a false or misleading answer. The critical pain! is that you 
not represent or Imply that there is not, or will not be, a parallel criminal 
Investigation, because such a represenration1Sl1kely to raisevalld founh and 
Fifth Amendment defenses to any resulting prosecution. See United States v. 
Srrfnger, 521 F.3d 1189, 1199·1200 (9th Cir. 2008). 

In response ·toa question by counsel or an individual about the existence of a parallel criminal 
proceeding, Staff should resp0nd that it Is the p01icy of the Bureau not to comment on 

1nvestlgation.s conducted by other law enforcement authorities. Staff should also refer counsel 
or the individual to section O of the Notice to Persons Supplying Information, "Privacy Act 
Statement;;_ i That section states, in relevant part: 

The.lnformalion you provide will assist the 8ureau In lls determinations regarding 
via/at/ans of Ft!derol consumer financial lows. The lnformorlon will be used by and 
disclosed to Bureau personnel and contractors or other agents who need the 
information 10 assist in activitiesrelotedtoenforcemenrof Federal consumer 
financial lows. The information may also be disclosed for stotutoryor regulatory 
purposes, or pursuant to the Bureau's published Privacy Act system of records 
notice, to: 

• a court, magistrate, odministrot;ve tribunai or o party in 
litigation; 

• another federal or srote agency or regulatory authority; 

• omemberofCongress; and 

• others as auihor/zed by the 8ureau to receive thlsinformotion. 
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COOPERATING WITH CRIM INAL AUTHORITIES 

Staff should work cooperatively IYith criminal authorities, share information, and 
coordinate investigations with parallel criminal invest igatioos where appropriate. 

If there is an ongoing parallel criminal proceeding, Staff should consider whether to wait until 
the criminal proceeding has concluded before initiatmg a civif investi.gation. Similarly, Staff 
should consider whether to stay an ongoing investigation or civil or administrative action after 
learning of a parallel criminal proceeding. Staff should coosult with a supervisor before making 
or responding toa request for a stay in 
civil proceedings due to a parallel crimina l proceeding. In some instances, a priorconvlction 
or plea agreement will enable Staff to negotiate a settlement without the need for a lengthy 
investigatioo. lfStaff is in communication with a criminal prosecutor., Staff should consider 

asking the criminal prosecutor to include enough facts in the crimina I pica (if a plea is 
entered) to find liability in the civil case. 

CONDUCTIN G PARALlEl PROCEEDINGS 

The Supreme Court recognized In United States v. Kordel, 397 U.S. 1, 11(1970) that the 
government can conduct parallel civil and criminal proceedings without vlolatlng the 
Constitution~ so long as the govemment does not act in bad faith. The Bureau may be 
considered to act in bad faith if it conducts a civil investigation solely for the purpose of 

obtaining the evidence in a criminal prosecution and does not advise· the indfvidual or his or her 
counsel of the planned use of the evidence solely for a criminal proceeding. 3 

As the Court of Appeals for the D.C. Circuit put it in the leading case of SECv. Dresser, 628 F 2d 
1368, 1377 (D.C. Cir.1980), "effective enforcement of the securities laws require that the SEC and 
[the Department ofl Justice be able to Investigate poss Ible violations simultaneously.'' Other 
courts have issued opinions to the same effect. 
SECv. First Fin, Grp. of Texos, 659 F.2d660, 666-67 (5th Cir. 19811(''The simultaneous prosecution 
of civil and criminal actions is generallyunobjectlonable."}; Stringer, 
521 F.3d at ll91 ("There Is nothing Improper about the government undertaking 
simultaneous criminal and civil investigations .. .''). 

ro1 3' j€1' f f¥ diSc\1$$1(:M'I 0113.,qllel OIO,(l('e di~I!,. s.ee G~tlo'lel LG011t~(. ~ · G.COlll'IE'II¥ ~ Bill) EIJOpovlos Pita!!.?1 (Ml 
.ndtnm1n• Pr:icocidflg}, 30 /Im. O,m, LRIIV, l a 19 0 992-1993) 
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The Dodd-Frank Act expressly provides that the Bureau~an share Information gathered In a clvll 
investigation with other government agencies and provide informatton to the Department of 

Justice for a determination whether to institute criminal proceedings. See Section 1056, Title X; 
12 C.F.R. §§ l08Ll2l (cooperation with other agencies), 1070.43 (disclosure of confidential 
inf0tmatlon to law enforcement agencies). 

A civil investigation that precedes a criminal investigation Of prosecution is unlikely to result in 
a finding that the Investigation was undertaken in bad faith. Stringer, 521 F3d at 1197 (finding 
that this sequence of events tended to "negateanylikelihood that the government beg,rn the 
civil investigat ion in bad faith, as, for example, in order to obtain evidence for a criminal 
pr05ecution .. ''), Sim1larly1 cooperation with criminal authorities, even extensive cooperation, 
does not constitute bad faith. In Stringer, the SEC cooperated In a number of ways with the 
U.S. Attorney's Office that was conducting a parallel criminal Investigation. The SEC offered to 
conduct the Interviews of defend ams so as to create "rhe best recotd possible'' in support of 
"false statement cases• against them, and the AUSA instructed the SEC Staff Attorney on how 
best to do that. Id. At the AUSA's request, the SEC took defendants' depositions in the AUSA's 
district so that the USAO would have venue over any false statements case that might arise 
from the depositions. Id. Fina lly, the SEC Staff Attorney kept the existence of a criminal 
investigation confidenHal. Id. 

BRADY OBLIGATIONS AND BECOMING A MEMBER OF THE PROSECUTION TEAM 

You should be aware that crimin.al authorities may be constitutionally obliged to disclose to a 
defendant any information that you share with them and sometimes information that you 
collect but which you do not share <vith them. A criminal prosecutor has a ducy to seek and 
disclose exculpatory and Impeachment information that is materfal to the guilt and punishment 
of a crimma~ defendant. This informatton is known as 8rady matertal , See, e.g., Bradyv. 
Mory/and, 3 73 U.S. 83, 87 (1963); Kyles v. Whitley, 514 U.S. 419,431 (1995). In addition, a criminal 

prosecutor must disclose Giglio material, or evidence that is useful for impeachment, Le., having 
the potent ial to alte r the jury's assessment of the credibility of a significant prosecution witness. 
See, e.g., Gigliov. United Slates, 405 U.S.150, 154-SS (1972); Napue v. Illinois, 360 U.S. 264, 269 
(1959) ("'[J Jury's estimate of the truthfulness and reliability of a given witness may well be 
determinative of guilt or Innocence.") 
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In some cases, Brady materlal mayindude Information that you collect even if you never share 

that information with the criminal prosecutor. A criminal prosecutor is presumed to have 

knowledge of all information gathered in connection with her office's investiga tion of the case 

and "has a duty to learn of any favorable evidence known to the others acting on the 

government's behalf in 1he case." Kylesv. Wh;tfey, 514 U.S. at437; see Un/red Storesv. Payne, 
63 F.3d 1200, 1208 (2d Clr. 1995). Although a civil attorney working on a parallel civil 

investigation or case is noL usually considered a pa,I of the prosecut Ion team, if you act as part 

of a Joint Invest igative task f0<ce you may be considered part of the prosecution team. See, e.g., 
United States v. Antone, 603 F. 2d 566, 570 (5t h Cir. 1979) (finding that "extensive cooperation 
between the investigative agencies" warranted imputation of state agent's knowledge to 

federal prosecutors). In such a case, Information that you collect In a civil Investigation will be 
subject to Brady obligations and must be shared w ith the criminal prosecutor.See United Stores 
v. Meros, 866 F.2d 1304, 1309(11!h Cir.1989)(defining prosecutionte.amas "the prosecutor or 
anyone over whom he has authority "). 

Your knowll'dge or Brodymaterial will not normally be imputed to the criminal prosecutor. 
See United Srocesv. locoscfo, 6 F.3d 924,949 (2d Clr.1993) (declining to impute to the 

AUSAs prosecuting t hat action knowledge of repons prepared by FBI agents who were 

"'umnvolved in the mvest1gat1on Of triatof the defendants- appellants. N); Umted States v. 

Quinn. 445 F.2d 940, 944 (2d Cir.1971) (refusing to impute the knowledge of a state 

prosecutor to an AUSA, rejecting as" completely untenable (the] posi tion that 'knowledge 

of any part of the government is equivalent to knowledge on the part of this prosecutor."'i 

The closer that you work wit h the proseoutioo team, however, the more likely it is that a 
court wlll dl'em you part of the "prosecution team" with a resultant obligation thal 

prosecutors disclose your Investigative materials under Brady. Moon v. Head, 285 F.3d 1301 

(11th Cir. 2002). 

0 Alt b ough il is the criminal prosecutor's responsibmty to seel!< and disclose Brady 

maiteriafJ to avoid any potential Brady issues and to assist the criminal prosecutor 
ins eeking justice, Staff should share any material that Staff believes may 
implicate Brady or Giglio with the criminal prosecutor. 

In addition, Staff should be aware of a criminal prosecutor's obligatia-ns to provide Jencks Act 

material to t he defense. 18 U.S.C. § 3500. Jencks Act material includes stalements of a 

governmenL wl tness, which are discoverable afterthe witness has 
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testified on direct examination at trial. Typically, the material consists of police notes, 
memoranda, reports, letters, or verbatim transcripts of the witness related to the testimony 

or relied upon by the witness to tes tify at trial. Whether or not such witness statements in 
your posses sionare Jencks Act material can also depend on whether you are deemed part of 
the prose<:ution team. For example, if you take notes regarding consumer statements In a 
case that is ultimately set for criminal prosecution, the notes. may be required to be provided 

to the defense. 

Grand Jury Material 

Before receiving information from criminal authorities, Staff should inquire whether any of 
the information provided comes d1rectly or indirectly from grand jury proceedings, including 
subpoenas. Absent a court order, Staff should not request or receive grand jury mate.rial 
from any third party. If Staff Inadvertently receives grand Jury mater;al, Staff should 
immediately contact a supervisor in order to take appropriate steps. 

Staff should receive their supervisor's permission before attending a witness Interview In a 
criminal case. 

StaH should receive their supervisor's permission before seeking or receiving designation by a 
criminal prosecutor as a person to whom a grand jury matter maybe disclosed. 

The Bureau is generally not privy to grand Jury matters, which are subject to confidentiality 
restrictions set forth in Federal Rule of Criminal Procedure G(e) and analogous state rules of 
criminal procedure. 

RULE 6 (El RESTRICTIONS ON GRAND JURY MATERJAL 

Under Rule 6(e), •an matter(s) occurring before the grand jury'' are secret, subje<:t to certain 
exceptions, Government attorneys seekinggrand1ury materials for use in a civil matter 

must obtain a court order authorizing disclosure of g,and jurv materials. UnltedStacesv. 

Sells Engineering, Inc., 463 U.S. 418,442 (1983).lfyourequirc grand jury materials, you 
should seek a court order under Rule 6{e)(3)(C)(i), which authorizes a, court to order 
disclosure "preliminarily to or in connection with a judicial proceedll, g.• In most cases, you 
should make such a request to the court that supervised the grand Jury's activities. See 
DouglosOil Co. of Col. v. Petro/Stops 

159 

Policies in 1his manual .are effec1ive as of 1he da1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeled as such. 

CAUTION! These materials may be subfec1 lo one or more of the folbwin9 pri11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 159 of 208 



lA'W CNFORctM £:"ff P/1 R1 NEU POLIC:! CS 

PART l I OfF-IC£ POllCIES 

Northwest, 441 US 211, 226 (1979). The Supreme Court has Interpreted Rule 6(e} to " require a 
strong showing of particularized need for grand jury materials before any disclosure will be 
permitted.' Sells Eng'g, 463 U.S. at Q43, 

Not all documents presented to agrand Jury constitute 'matters occurri111! before the grand 
jury." "!D]ocuments are not cloaked wrth secrecy merely because they are presented to a 
grand jury.• United Stotesv. Lartey, 716F.2d 955 (2d Cir. 1983). However, the circuits are 
divided as to the correct standard for determining whether a document presented to the 

grand jury constitutes a malteroccurring before the grand jury. See United Stotesv. 
Oynavoc, Inc., 6 F.3d 1407, :JA12 (9th Cir. 1993) (discussing various standards in use). The 
Ninth and Second Circuits have both held Iha! business records are not ma tiers occurring 
before the grand jury. Oyfl0voc, Inc., 6 F.3dat 1412("[W]e think that the disclosure of 
business rec:ords Independently generated and sought for legitimate purposes would not 
'seriously compromise the secrecy of the grand jury's deliberations."'); Dileo v. CIR, 959 F.2d 
16, 21 (2d Cl~. 1992) {holding that bank records were properly disclosed). Similarly, the 
Fourth Circuit has held that material gained through a search warrant Is not considered 
grand Jury material unless the search warrant Is a de/octo grand Jury process. In re Grand 
Jury Subpoe'1os, 920 F.2d 235,243 {4th Cir.1990). 

Due to the circuit split and the fact-intensive inquiries that many circuits use, you should 

carefully research the local rules alld case law in the distikt where tM gralld jury sits and 
consult wit!> yoursupe.rvisor before possessing any document or reqvesllng any Information 
that has been presented to a grand Jury. For more Information, see I he Department of 
Justtce's Grand Jury Handbook, available at www.justice.gov. 

Civil attorneys or hwesttgators c.a n attend interviews of witnesses in a criminal case . But 
there are potentla I lss ues where the witness is expected to testify before the grand Jury. 
For e,ample, •rohavev,olated Rule6(e)(2), and thus to warrant the Invocation of the 
district court's equity powers, the agents must have disdosed to the .-investigators 
information revealing what had transpired~ or will transpire, before t he grand jury. p Blalock 
v. United States, 844 F. 2d 1546, 1551 (11th Cir. 1988). Therefore, yous hould speak to a 
supervisor first and weigh the value of sitting in on such an interview versus t he risk of a 
potential Rule 6(e) challenge. 

As a matter of practice, Staff should reques1 that the criminal prosecutor provide Staff with a 

copy of the interview memorandum or interview report produced by the federal agent 
conductlnt: the Interview. Youshould be aware that criminal authorities 
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can turn over memos of Interviews and $Ummarles of Investigation made by lnvestigators and 
agents, even after a grand jury has been convened, as long as the documents were not 

presented to a grand jury, Anaya v. Unired States, 815 F.2d 1373 (10th Cir.1987). 

Finally, the pros~utor can Include you on the list of people who are privy to t he grand Jury's 
operations under Rule 6(e), thus allowing the prosecutor to share and disclose grand jury 

information with you. However, being on this list will subject you to the grand jury secrecy rules 
and prohibits you from disdosing the grand jury proceedings to other Bureau Staff and anyone 
not on the list, Discuss with your supervisor and seriously consider the impact of being so 

designated, because the prohibitions on communication may interferewith the investigation or 

litigation of a Bureau case. 

STATE LAW RESTRICTIONS ON GRAND JURY MATI:RIAL 

States have similar rules restricting disclosure of materials presented to grand Juries. See e.g., 
N.J. Court R1Ule 3:6-7; Kentucky Rule of Criminal Procedure 5. 24. Unlike federal grandjunes, 

.some state grand juries are also used to investigate civil matters. You cannot .assume, therefore, 
that information shared by state civil authorities has not been presented to a grand jury. As 

above, you should carefully research state law in the state where the grand jury sits and cons uh 
with your supervisor before handling any documents or requesting any information that has 

been presented to a state grand jury. 
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This policy discusses the procedure Staff should follow when sharing confidential Information 

with and receiving confidential information from local, state, federal, andtriballaw 

enforcemcm agencies. In addition, this policy discusses how Staff can securely send and store 

confidential information. Please be aware t hat this policy covers onlv the necessary 

document a Lion and procedures for Information-sharing . Guidance regarding whether and 

when Information should be shared Is found, among other places, In the policies on general 

referrals and criminal referrals. 

Under the Bureau's Rule on Disclosure of Records and Information ("Housekeeping Rule"), U 
C.F.R. § 1070 et seq., confidential information means confidential consumercomplaint 

information, confidential investigative Information (CII), and confidential supervisory 

information (CSI), as well as any other information that may be exempt from disclosure under 

the freedom of Information Act pursuant to S U.S.C. § SS2(b). CII is civil investigative demand 

material and any documentary material prepared, received, or used in an Inves tigation or 
enforcemem action.12 C.F.R. § 1070.2(h). Generally speaking, CSI is information that rhe 
Bureau coll~cts through supervisory activity. 

This policy does not cover sharing non-confidential matedal, such as publicly available business 
information or materials cleared by the Bureau for use with law enforcement(/. e., PowerPoints, 

prepared training documents, etc.}. Sharing non-confidential information does not require 

advance approval but, depending on the source of t he information, other restrictions may apply. 

For technka I guidelines on sending and receiving. confidential inform abon, see 
Securely Receiving and Transmitting Materials . 

Responding to Requests for Confidential I nformatlon 

Staff may re-ceive inquiries from agenCies. regarding obtaining confidential information in 

situations in which the agency is not seeking Enforcement information and Enforcement does 
not have a Slake in t he request . In those cases, Staff should direct th12 agency to coni.,ct t he 

Bureau' s Office of Intergovernmental Affairs for further guidance. I f Enforcement information is 

sought, the request involves a potential joint 
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investigatioo, and/or Enforcement has any equities In providing mformatlon to the agency, 

Staff will determine what procedure applies to the information•shari ng and guide the agency 

through the process. 

SHARING CONFIDENTIAL INFORMATION WITH A LAW ENFORCEM ENT AGENCY 

Disclosing any confidentia I information-orally or in w riting-to a law enforcement agency 
should be discussed with and approved by your ALO in advance. The Bureau's Housekeeping 
Rule, 12 C.F.R. § 1070 er seq., governs both dlscusslngconfldentlal information with law 
enforcement agencies Jn summary fashion and respoodlng to requests from law enforcement 
agencies for confidential information. In most cases, l egal OJVist0napproval will be necessary 

before sharing any written confidential material. 

DISCUSSING CONFIDENTIAL INFORMATION WITH OTH ER LAW ENFORCEMENT 
AGENCI ES 

Under 12 C.F.R. § 1070.45(a)(5},5taff may shareconficfentlal information with law enforcement 
agencies in summary form to the extent necetsary to not ify the agencies of polential violations 

of laws subject to their jurisdiction. 

Staff may use the affirmative disclosure provision to summarile confidential Information, but 
not to share-copies of confidential written documents with another law enforcement agency. 
The summarydistlosure is meant Lo Facilitate, not obviate, the need for agencies to follow the 
access letter procedure In 12 C.F.R. § 1070.43(b). 

Under Section 1070.45/a)(S), Staff may describe a matler with sufficient clarit,yto allow 
another law enforcement agency to determine whether it has relevant information 
to share with Enforcement or ifil might be interested in obtaining more information. This 
description may include such things as entity names, background facts, and laws potenllally al 
Issue. 

STEP• BY• STEP PROCESS FOR SHARING CONFIDENTIAL INFORMATION 

Law enforcement agencies will almost always have to follow UC. F.R. § 1070.43(b) lo obtain 
confidential Information-even rf they aresignatorie.s to memoranda of understanding 
(MOUsl or common interest agreements with the Bureau. Please see the discussion below 
regarding the agencies who, in some circums lances, might be exempt from this process. 
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Under the access letter procedure set forth In 12 C.F.R . § 1070.4-3(b), Enforcement may 
disclose confidential informa tion to a federal or state agency upon the legal Division's 

approval of a written request from the agency that: 

• Describes the kinds of information sought and, where possible, the pa rtlcular 
documents to which access is sought; 

• States the law enforcement purpose for which the Information wlll be used; 

• Identifies the agency's legal authority/or rcquestingthcinformarion, i.e., the agency's 
1uris dicbon over the matter or entity to which information pertains, 

• States whether the requestedmformation may be subject to further disclosure under 

any applicable law or regulation, such as a state FOIA law. an-d, If so, can the agency 
assert any arguments or exemptions to prevent such disclosure; and 

• Commits the agency to maintaining the requestedconfldentlal Information In a manner 
that conforms to the standards t hat apply to federal agencies for the protection of the 
confidentiality of personally identifiable information and for data security and integrity. 

Staff have four responsibilities with respect to the access request process: 

1. Assisting the requesting agency with completing the letter, if needed; 

2. Submit ting the letter and accompa nying materials to the Legal Division; 

l. Prepanng any materials approved by the l egal Division for dksclosure; and 

4. Transmitting the confident ial materials to the agency secure ly. 

Anis ting th eAgency with Completing an Access Request Letter 

Staff s hould provide a template access request letter to an agency that plans to request 
confidential information. A modified template access request letter as available if the agency 
is seeking CSI. Both templates are available on SharePoint in the lnformationSharingJ fulder. 
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Submitting the Acce;s Requestletter to the l egal Division 

Staff should ask the requesting agency to address the request letter t o Lhe Legal Division, but 

submit itto Staff. Afterrecelvlng the letter. Staff should send an emallto the Legal Division with 
the access request let ter and any other relevant documents attached. The email should a lso 
address the·foUowing 10 quest ions and items: 

l. If you know, does the requestorneed the information wi thin any particular 

tlmeframe? 

2. Do you anticipate working with the requcstoron a matter related to the 
information sought? lfso, please describe Enforcement's interest in conducting the 
potential Joint investigat ion and explain whethershanng the requested information 
is vital to the potential Joint investigation. If not, please explain the Bureau' s interest 
In sharing the information. 

3. Do you plan on entering Into a common interest agreement w ith the requestorrefated 

toa malt er relevant to the informat ion sought? It you have already done so, please 

provide a copy of the common interest agreement. 

4. Please describe the nature of the investigation in which we obtained the information. 
If you know, please also describe the nature of the investigalionfor which the 
information is sought. 

5. Pfeasedescribethe types of information requested, from whom the information 
was obtained, and how the informat ion was obtained {e.g.,financialstatements, 
personnel files, and consumer complaints obtained via CID and voluntary 
requests to Acme Corp, the subject of an oogoing Enforcement investigation), 

6. Ooe.s t he informat ion requested come from any Bureau component outside 

Enforcement? 

7. 

a. Does the inform a lion requested come from an entity currently under 
eXc1mlnatlon? 

b. Ooes the informal ion come from an entltysubject to our supervisory 
authority? 
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c. Is there any reason that the requested Information could otherwise be 
considered supervisory information? 

8. Aside from our Housekeeping Rule, are there any restrictions on our ability or 

procedures we must follow to disclose the Information? for example, is any of the 

infOl'mation subject to a protective order, confidentiality agr,eement, or a ny type of 

agreementwithanother agency? Even if no agreement exists, did 

the source of the information submit a request that we not f urther disclose the 

mfonnation? If so, please provide that request. 

9. Does Enforcement recommend that t he Legal Division grant the request? If not, plea~e 

explain. ~n addition, please explain if Enforcement recommends any limitations on 

granting the request, has concerns a bout the disclosure of the information, or would 
like restrh;tions on how the informution may be used. 

10. Please state whether Enforcementbefleves that compliance with the 

infotmal ion-sharing request would be burdensome, For example, a re the 

materials already identified? Will they be easy to produce? 

Based upon the answers to these questions and the i nformat ion set forth in the request letter, 

the Legal Division wiil determine whether the Bureau is authorized to grant the request. Please 
note t hat, depending on the context, the Legal Division may seek additional Information to 

facilitate its <leterminatlon. 

0 Staff shou·ld note that requests for CSI w ill receive closer scrutiny than other 

requests. Pursuant to Section 1022(c)(6)(C}(ii) oft he Dodd-Frank Act, the Bureau 
has discretion to share CSI only with an agencytharhas jurisdict ion over the 
covered person or service provider to which the information pertains. In addition, 
pursuant to Bureau Bulletin 12-01, Lhe Bureau "will not routinely share 

confidential supervisory information with agencies that are not engaged ir, 
supervision." Wher, a non•supervisory age.ncv, such as a state attorney general, 
seeks access to CSI, the Legal Division will evaluatethe strength of the law 
enf..,rcement interest at stake in consultation with Enforcement. The l egal 

Division will also consult Supervision to determin~ the supervisorv implications of 
sharing the Information, if any. 
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The Legal Division will issue a written letter granting or denying a n agency's access request 
letter. The Legal Division w,11 send Staff a copy of that letter, which will set forth any limitations 

or conditions that the Legal Division places on the disclosure of the requested information. 

Preparing and Securely Transmitt ing Approved Materials to a Third Party 

If the Legal Division approves the disclosure of confidential information, Starns 
responslble for executing the disclosure through the following proced ure. 

I. Sta" should stamp all materi~ls to be produced with the footer: "Confidential 
lnforn,at ion; Proper1yof the Consumer Financial Protection Bureau." 

2. In addition, Staff should maintain an electronic copy of the approva1 letter, along with 
the t ransmitted materials, in an a pproprlatcly designated subfolder In the case folder 
on the shared drive, e.g., ' Materials Provided to DOJ." 

3. Staff should send the requested materlals In a format that provides a reasonable 
level of security for the data, as described In Securely Receiving and Transmitting 

Materials. 

Please be aware t hat the LegaiOivision's approval of an agency's request to access the 

Bureau's coofidentlal lnt0<matlon does not Imply permission to also utilize tile confidential 
information in court or in another law enforcement proceeding, even if the agency and 
Enforcemerrt are engaged in a joint or parallel investigation. An agency must separately 
submit a request to the Legal Division to utilize the Bureau's confidential Information in 

court or ln another law enforcement proceeding. In appropriate circumstances, the Legal 
Division niay require the requesting agency to file the confidential Information under sealer 
to obtain a protective order prior to using the confident la I Jnforma tlon in the proceeding. 
The Legal Division Is available to assist with or respond to any questions or concerns ra ised 
by the requesting agency regarding the access request process, particularly any follow-up 
requests byihe agency to utilize disclosed information in a law enforcement proceeding. If 
you believe the legal Division should grant anythingotherthan full use of shared 

information, please speak to your AlD about the best way to proceed , 
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JOINT INVESTIGATIONS AND STANDING ACCESS REQUESTS 

In some circumstances, particularly when Enforcemem and an agency h;we a joint investigation 
or litigat ion, it may be impractical for the agern;yto submit an access request let1er each time 
Enforcemen1 has new information relevan1 to a matter. In lhose situations, theageocy can 
submit a written request under 12 C.F.R. § 1070.43(b) that seeks information related to a 
subject or matter on a standing basis, as permitted by 12 C. F.R. § 1070.43(d). 

COMMON INTEREST AGREEMENTS AND PROTECTION OF WORK PROOUC T 

If Staff wish to sha re Enforcement work product with an agency in the instance of a joint 

investigation or action, Staff shou1d propose that the Bureau and the agency enter into a 
common interest agreement specifi<: to that investigation or act ion. 
A common i<>teresL agreement provides greater protection and tlexibilily for the ongoing 
e,change of work product between the Bureau and the agency. The legal Division has 
approved a model common Interest agreement, 1 available In the Com mon Interest 
Agreements fo1der on SharePoint, that may be used for this purpose . Please be aware that 
the a,gencyw1II still have to submit an information access request letter to.receive 
confidential Information. To avoid any confus ion 
about whether the agency will receive confidential Information, the best practice is for Staff to 
ensure the access request is submitted and approved prior to entering into a common interest 
agreement. 

SPECIAL INFORMATION• SHARING ISSUES RELATED TO THE CSBS, FEDERAL 
PRUDENTIAL REGULATORS, FAIR LENDING INVESTIGATIONS, FTC, AND 
DEPARTMENT OF EDUCATION 

Certain information requests from a small group of federal and state agencies maybe governed 
by MO Us that the Bureau has entered Into with the agencies authorizing the bilateral sharing of 
certain information or a statute requiring the sharing of certain information. If Staff receive a 
request involving any of the agencies set forth below, they should consult t heir ALO or the Legal 
Division to determine whether one of the authorization MOUs or statutes apply and, if so, the 
procedure for complying with the MOU or statute. While this 11st may change (a more detailed 
Jlll'canbe found on the Bureauwiki), the impacted requests and agencies are: 

2 lb E 

' !(b)(IXE> 
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• CSI or personal consumer Information requests from a CSBS MOU slgnatory;4 

• Requests for any confidential information from the OCC, FDIC, Federal Reserve 
Board, NCUA, and HUD; 

• Exchanges of fair lending investigatory materials with DOJ's Civil Rights Division 
or among the DOJ's Civil Rights Division, the FTC, and HUD; 

• Enforcement information requests from the FrC and/or notifications regarding certain 
attivities; 

• Sharing consumer complaint information with the Department of Education; 

and 

• Evidence of crlmlnal violations that we send to DOJ. 

0 The Bureau has entered Into a number of MOUswith federal, state, loeal, and 
tribal law enfDfcement agencies that address the mechanics of information 
sharing. These MOUs do not replace the access request 
procedure described above. There are a small number of MOUs between the 
Bureau and otherlaw enforcement agencies, however, thaLauthorize 
Information-sharing outside the 12 C.F.R. § 1070.43{b) procedure. 
Navigating the requirements of theseMOUs can be difficult and will generally be 
done In consultation with the Legal Division or according to previous direction from 
the Legal DMslon. A 11st of all of the MOUs that the B,ireauhas entered Into Is 
ava ll~ble on the MOU wlki page.• 

DATA BREACHES 

Staff should Immediately report to their supervisor, the Legal Division, and the Chief 
Information Security Officer, any instance in which Staff know or have reason to beheve that: 

• Confidential Information has been accessed, used, or dissem,nated intern.i lly or 
disclosed externally without proper authorization or in violat ion of these procedures 

or has been lost or stolen; or 
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• An agency with which Staff have shared confidential lnformo tlon has violated the 
terms of ,ts access or of the Bureau's confidentiality regulations, mduding by further 

disclosing the Information without permissioo or using it for purposes other than 
those specified by the Bureau. 

Receiving Information from a Law Enforcement Agency 

The procedures below should be used for the receipt of any type of material that an agency 
wishes to $hare. Please note that if the agency wishes to send the Bureau consumer 
complaints Lo process through Consumer Response, the agency should contact Consumer 
Response directly. 

ESTABLISH I NG PROTECTIONS FOR SHARED INFORMATION 

Before receWing information from a lawenforcement agency, Staffs hould establish - in 
writ ing- how the agencywants the information handled and any limitations on using the 

information. Staff may do this In a letter to the agency requesting the materials. Sample access 
letters sent by the Bureau 10 other agencies are kept on the shared drive. • 

Some agencies have entered into memoranda of understanding or common interest 

agreements with the Bureau that detail how any information disclosed by the agency should 

be treated. A list of all of the MOUs that the Bureau has entered Into, along with links to some 
of che actua I documents, is available on the wiki.' 

Common interest agreements are available on SharePomt. * If none of these mechanisms 

apply, Staff should send the ownership disclaimer below to the agency, prior to receiving any 
materials. 

< 

The informocion below describes how rhe Bureau will creat your moreriols. 
Please acknowledge receipt of this Information prior to send/119 mote rials to the 
Bure au. 

Any materials sent to the Bureau rema;n your property and we wm maintain 
them In a manner identifying them assuch. In rhe event that we receive any 
legally enforceable demand orrequestfor the more rials or if 

-, (b)(T)fE) 

' 
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they are subject to an affirmative disclosure ob/lgation, we w/11 promptly Inform 
you in wrttmgond provide a copy of the demand or request or description of the 
obligation. 

If the request/s made putsuont ta the Freedom of In/armor/on Aet, the 
Prlvacy Act, or a state analogue~ we will inform the request.er that the 
materjafs may not be disclosed as they are your property and any request for 
the moterjo/s js properly directed to you. 

ff the tequesr or demand or af/irmorlve disclosure obligation Is not pursuant ro 
these statutes, we will consult with you before complying and give you a 
reasonable opportunity to respond. We will also assert all reasonable ond 
appropriate Jegal exemptions or privileges thar you mov reasonably request. In 
addition, we will consent to ony motion you moke to intervene in ony action to 
preserve, protect, and maintain the confidentiality of the mowriats. 

We ore not prevented, however;, from comply,ng with a legofly valid and 

enforceable order of a court ofcompetentjuri.sdiction, an order issued by a 
federof Administrot/ve Low Judge or, if compliance is deemed compulsory, o 
request or demand from a duly authorfted committee of the Vnited States 
Senoteor House of Represell/otlves. 

STEP- BY-STEP PROCESS FOR RECEIVING MATERIAL S FROM A. LAW 
ENFORCEMENT AGENCY 

Whenever Suff plan to receive information From an agency, they should: 

l. Confirm how the Bureau will treat the provided materials. This is done by sending an 

access request to the agency; confirming in writing that the agency is a signato<yto an 
MOU or common interest agreement with the Bureau; or emailing the ownership 

disclaimer lo the agency. 

2. Askihe agency to sendthe materials in a format that provides a reasonable 

level of securityfor t he data. 

3. If the materials are coming In an electronic format , request a secure iolder 

on t he shared network drive from the Help Oesk (202-435-7777) at least 24 hours prior 

to anticipated nxeipt. Please review the guidance betow for more information on 

secure storage of information. 
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4. Upon receipt, Immediately place the information received In an electronic format In 
the securedfolder. Noth1"5,shoold be stored in t he secured folder, aside from 

materials provided by the agency. If the materials are in hard copy, rheyshould ~ 
placed in a separate/lie in a locked ftle cabinet. 

5. Label the informat ion with the name of the send,ngagency, ~he date sent, and any 

reslrfcttons on using the lnformation, i.e., "'FTClnformationSubjectto 1/1/13 MOU; Do 
Not Disclose without Authorization." 

Before furtherdiscloslng any Information provided by t he agency, Staff should have written 
approval from the agency or confirmation from the agency in writing that it does not deem the 
provided information confidential. Unless prohibited by law or previously agreed otherwise, this 
approval or confirmation must be sought for any disclosure of another agency's information, 
regardless of whether the disclosure is discretionary or in the context of an access request, 
subpoena, discovery request, affirmative obligation, or other compulsory request. If the agency 
is a signatory to a memorandum of understanc!ins with the Bureau or a common interest 
agreement r elated to the Information, Staff should follow the notification requirements in 

those documents. 

Further Questions 

Talk to your supervtsor or use the points of contact9 on the Enforcement w1ki page ff 
you have arryfurtherquestions. 
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Criminal Referrals 

The Bureau ls required by 12 U_S.C. §5566 to refer to the U.S. Department of Justice evidence it 
obtains that ,.any person ... hasengagedinconduct that mayconstitu1e 

a violation oi federal criminal law.'' This process de-scribes the flow of such referrals within the 
Office of Enforcement and does not address the broader Bureau policy on criminal referrals. 

Processing Potential Criminal Referrals Within Enforcement 

When Staff encounters credible Information about potentia l criminal conduct, they should bring 
it to the attention of the Criminal Coordinator in consultation with their superv,s-or The 
Crimina l Coordinator (in consultation with management) will evaluate whether the information 

involved contains: 

• Credible evidence: 

• Possible violations of criminal law !federal or other); 

• Violations that are within the Office of Enforcement's Jurisdict ion; and/or 

• Connections to any ongoing Enforcement matter. 

The Crlmina I Coordlna tor will consult with the Enforcement Director/Principal Deputy 
before transmitting any referral. 

All referrals under this policy will be copied to the OOJ Office of the lflSpector General 
(OIG). 

Pursuant to 12 U.S.C. §5566, material that constitutes evidence of criminal conduct may be 
transmitted to the appropriate criminal authorities without an access request. Sharing any 
other information must be done under 12 C. F.R. § 1070.43(b). which governs the sharing of 
confidential Bureau information, 
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Enforcement may make direct referrals to particular offices or divisions of USAO$ or DOJ of 
matters relating to an ongoing Enforcement Investigation where Enforcement seeks to work 

jointly With that office or division. Such direct referrals should be ma de in consult a hon with the 

team's LO, the Criminal Coordinator, and the Enforcement Director/Principal Deputy. 

The Enforcement team should keep the Criminal Coordinator apprised of all such referrals, 

induding the transmission of any evidence or documents pursuant to c1 crimin.-1I referral, for 
purposes of tracking the referral. 

Other Referrals 

Where Enforcement comes ,nto possession of information relating to potential criminal 

conduct as part of an or.going investigation or examination, but where such information will 
not require close coordination w ith DOJ/USAO following the referral (i.e. , where the ma1ter 

is collatera l to the Enforcement matter) the Crimina I 
Coordinator will receive approval of the Enforcement Director/Princ,palDeputy prior to 

forward ing any such Information to DOJ/OIG. To the extent that t he r eferral would be 

-appropriate for a particular office or division of the USAOs or DOJ, the Crimina l Coordinator 

may make a direct referral to that office or dMslon. 

INFORMATION NOT REL ATED TO AN ONGOING ENFORCEMENT MATTER 

When the information does not relate to an ongoing matter, the Crimina l Coordinator, in 

conjunction with the relevant Issue Team, will evaluate whether Enforcement should investigate 

further. 

\IVhen it is determined that Enforcement will not investigate the- inforrmation, the Criminal 

Coordinator will forward to t he DOJ POCs and copy OIG and any relevant Enforcement 

Supervisor w here the lnformation appears to be credible and Indicates potential criminal 

conduct. 
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Communications with Subjects Regarding Referrals 

Bureau personnel should not have any communications with subje,:t s regarding the existence 
of, or status of, a criminal referral. This does not prohibit communicating to a subject that their 
conduct is in clear violation of criminal law In certain circumstances where it is deemed 
necessary by the Director or Principal Deputy of Enlorcement. 

In particular, Staff generally should not make any promises or representations regarding 

any potential act ion that the Bureau or tM receiving crimina 1 authority might take or has 
taken in response to the inform.~tion provjded. 

The OfAce of Enforcement should not condition any agreements with a subject on lhe 
transmittal of a referral. 

Recordkeeping 

Enforcement attorneys will forward to the Criminal Coordinator any correspondence from lhe 
Bureau related to initiating the referral and from the receiving .;igency acknowledging the 
referral. The Criminal Coordinator will keep a record of any referral and a copy of any 
correspondence initiating or acknowledging the referral. Thereferral will also be logged in the 
Leads Database. The Criminal Coordinator will be responsible for forwarding any such 
correspondence and other retevant matenals to the Legal Division1 which JS responsible for 
keeping records regarding all criminal referra ls by the Bureau. 
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Civil Referrals-Incoming and Outgoing 

Incoming referrals from other law enforcement agencies can serve as;:, valuable resource for 

the Office of Enforcement in identifying potential legal violations. Outgoing referrals occur 

when the Office of Enforcement determines that evidence would be appropriately referred t o 
another agency for evaluation and possible law enforcement action. This policy addresses both 

types of referrals. 

This policy does not apply to re-muting t ips or unsubstantiated leads ta the appropriate agency, 

which should generally be handled by the appropriate Issue Team and logged in t he Leads 
Database. This policy also does not address referrals of evidence tha1 any person has engaged in 

conduct that may const itute a violation of federal criminal law. Such referrals should be handled 

under the Enforcement process on referring criminal v1olahons to the Department of Justice. 
The civil referrals policy does not cover referrals made by other SEFL ofnces, such as Fair 
Lend ing referrals 

to the Dep,1rtment of Justice. of a pattern or p<actice of d iscriminat ion or Office of Supervision 

referrals. 

Receiving Referrals from Law Enforcement Partners 

Staff receiving an Incoming referral from another law enforcement agency should not make any 
promises or representat ions regarding anypotentfal action that t he Bureau might take in 

response to t he information provided. If the referral is a Whistleblower tip.Staff should refer to 
the policy on Handhng Law Enforcement T,p Calls and Emails. 

If the referral is not received directly by the Issue Team, Staff receivimg the incoming 

referral should forward a copy 10 the approp<iate Issue Team facllita10r, 

The Issue Team should document receipt of any referral in the Leads Database. Either the Issue 

Team or Staff receMng the referral should acknowledge receiving the referral to t he law 

enforcement agencythat sent it. 

After review of the referral, if a staff member recommends the referral be subject t o further 
investigatloo, they will follow the policy for Opening an Enforcement M atterbycompleting t he 

Recommendation for Assignment of a MatterMemorandutn1 or 

llhX7>{E) 
p>lt7lCEJ 
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an OpeninP, I nvestigation Merno.7 If a staff member does not recommend further 
investigati01n, the Issue T earn may recommend il, following the same procedure above. 

The detenn ination whether to recommend further invest igation should be documented in 
the Enforcement Leads Database. 

Any written correspondence pertaining to referrals should be housed on SharePoint in a 
location t o be managedbv the paralegal for the Policy and Strategy Team (PST Paralegal). 

Staff evaluating the ref err al should consider the factors listed in the policy for Opening an 
Enforcement Matter In addition t o the follow Ing special factors: 

• The source of the referral; 

• Whether other authorities, including federal or state agencies or regulators, are 
already investigating the conduct or might be better suited1 o do so than the Bureau; 

and 

• Whether the Bureau is uniquely situated to address the potential violation. 

• If the referral relates to a supervised entity, notify the appropriate POC in the region. 

REFERRALS MADE PURSUANT TO SECTION 1024 (C){2) OR SECTION 102S(C)l2) 

A It the referring agency specifically states that the referral is ma\le pursuant to 
Section 1024(c)(2) or Section 102S(c)(2) or recommends, in writing, thanhe 
Bureau initiate an enforcement proceeding, the decision to open the matter 
must be made w1th ln 120 days of receipt of the referral. 

The Issue Team facilitator is responsible forcalendaring the deadline for a response 
and following up, as necessary, to ensure that t he deadline is met. 

If neither the Issue Team nor a staff member recommends opening a matter, the Issue Team 
facilrtatorwill send a s.ummary of the referral to the Deputy Enforcement Director for Policy 
and Strategy (PST Deputy) with a sufficient amount of t ime for 

' 
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review befoce the expiration of t he 120 day period. If t he PST Deputy believes t hat 

a matter should be opened, the Issue Team will follow the procedure policy for Opening an 

Enforcement Matter bycompleting the Recommendation for Assignment of a Matter 

Memorandum or an Opening Investigation Memo. 

The Issue Team facilitator is responsible for not ifying the referring agency of the 

decision whether to open a matter m writing within 120 days of receipt of the referral. 

Whelher the decision is to open• mat1eror not, the Issue Team facllitator will provide theSEFL 

Front Office with a summary of t he referral and a copy or t he notification to the referring 
agency. The SEFL Front Office will coordinate SEFL review of the referral for general awareness 

and potentia l use as field market lntellli,ence. 

Making Referrals to Law Enforcement Partners 

Whether in the course of conducting a research matter or an investigation, or by .some other 
manner, Sta·ff may uncover re.liable information about a potential violation of state and/or 
federal law that might be more appropriately addressed by another law enforcement agency. 

Before making a referral to another law enforcement agency, Includ ing t he Internal 

Revenue Service, Staff should seek input from the relevant ls.sue Team, obtam approval for 

the referral from their Ut igationDeputy.t and confirm with the 

EnforcemerYI Front Office that no other offices should be consulted or copied on the referral. 

Referrals should be made in writing to t he appropriat e agency. 

Staff must ensure t hat all referrals are made in accordance with federal law, including 

the Bureau's confidentiality regulations at12 C. F.R. 1070.40 et seq., and the Right to 

Fina ncial Privacy Act"' 12. U.S.C. 3401 et seq., as well as the Bureau's internal policies on 
inform., tion sharing, including t he policy on Excha nging Information with Law Enforcement 

Partners, SE FL Staff Memorandum 2014-01, SEFL Policies and Procedures for Sharing 

Confidential Supervisory I nrormation and Confidential I nvestiga tlve I nrormatlon with 

E><terna l Partners. Consult with the Legal Division as necessary. 

All document productions must be properly logged and encrypted. See Outgoing Productions. 

Submit the referra l to the PST Paralegal for documentation in the referrals spreadsheeL 
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NOTE FOR SECTION 5516 (D)(2) REFERRALS TO PRUDENTIAL REGULATORS REGARDING SMALLER 
DEPOSITORY INSTITUTIONS AND CREDIT UNIONS 

Pursuantto 12 U.S.C. §5516(d)(2), when Staff hasreasontobelleve \hat an insured 
depository institution with total assets of $10,000,000 or less, or an Insured credit union with 
total assets of $10,000,000 or less, has engaged in a material violation of a federal consumer 

financial law, the Bureau shall notify the institution's prudential regulator in writ ing and 

recommend that the prudential regulator take appropriate action. The prudential regulator 
has 60 da'f,i 10 respond to the recommendation. 
In these cases, these additional steps should be taken, in addition to following the procedure 
above: 

• Confirm that the matter rises tot he level of a formal referral. For purposes of Section 

S516(d)(2), " reason t o believe" means the Bureau has enough information to support 
t he tiling of a complaint . A " material violation" is a violationsubstant i.11enough that 
the prudential regulator would consider it relevant lo its decision-making. 
Information that does not meet t he standard for a formal referral may still be sent to 
the appropriate prudential regulator. Consult your ALD or the relevant Issue Team for 

more information. 

• After obtaining approval for sending the referral from the Enforcement Litigation 

Deputy, but prior to actually sending the referral, provide a copy of the draft referral 

to the SEFL Front Office, which will help determine if any other information or 
notifications are necessary. 

• Calendarthe -date by which a written response is required under Section 

1026(d)(2)(B) (60 days from the date Bureau sent the referral). 
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• Follow up with the prudential regulator by email 60 da'I' after sending the referral, 
copying the SEFL Front Office and ,ending the SEFL Front Office a copy of the 

response, if any. 

• Submit all follow·up correspondence to the PST Paralegal for documentat ion 
in the referrals spreadshee t . 
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Bureau Policy on Review and Response to Section 1042 
Notices Submitted by State Attorneys General or State 
Regulators 

Section 1042 of the Consumer Financial Protection Act (CFPA) provldes state attorneys general 
and state re;gulatOfs independent authority to bring act ions or administrative procee dings to 
enforce the provisions of theCFPA or regulations issued thereunder, except that state 
attorneys general may bring act ions against national banks or federa I savings associations only 
to enforce regulations issued under the CFPA. 12 U.S.C. § 5552(a ). ' 

Ten calendar days before Initiating any such action or proceeding. the state attorney general or 

state regulator must provide a copy of the proposed complaint to the Bureau, as weU as a 
notice de~crfbing: 

• The court or body In which the action will be Initiated; 

• The ident ity of the parties; 

• The nature of the action; 

• The anticipated date of 1he action: 

• The allegedfacts underlying the action; 

• The name, email address. and phone number of a state official who can consult 
regarding the matter: 

• A determination of whether there exists a need to coordinate the prosecution of the 
action or proceeding to avoid interference with any action, including a rulemaking, of 
the Bureau or any other federal agency; and 

• A statement regarding any limitations on the disclosure of tha substanceof the matter or 
the fact of the not ice outside of the recipient agency. Id. § 5552(b)(l); 12C. F.R. § 1082.l(a1 
{c). 

Such notice may be delayed until the init iat ion of t he matterlf prior '10tice is 
not practicable, or otherwise for good cause. 12 U.S.C. §5SS2(b)(l)(B); 12 C.F.R. 
§ 1082.l (b). In the event the notice ls delayed until afterthe initiation of the 
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proceeding, t he notke should also contain: a description of any proceedings In the action to 
date, including any orders issued; the case or matter number assigned to the action or 

proceeding; any information regarding scheduled court or administrative proceedings; and a 
complete a11d unredacted copy of any document filed In the proceeding to date.12 C. F.R. § 

1082.l(c)(3), (4). 

Upon receipt of a notice described above, the Bureau maymtervene in the action as a party; 
upon intervenjng, remove the action to the appropriate United States district court, if it was 
not originally brought there. and be heard on all matters arising in the action; appeal any order 
or judgment to the samee><tenras any party; and otherwise participate in the proceeding as 
appropriate. U U.5.C. §5552(b)(2); 12 C.F.R. 

§ 1082. l(d), 

Bureau Review of Section 1042 Notices 

Notices described above are required to be sent by em all to the Bureau's Executive Secretary 
and ,ts Office of Enforcement. l2 C.F.R. § 1082.l(aK2). Upon receipt of such not,ces, t he 
Executive Secretary shall immediately distribute the notice and any a ttachment to the l egal 

Division and the Office of Intergovernmental Affairs, with 
a copy to the Office of Enforcement. If t he Office of Enforcement receives a notice that is not 

also sent to 1 he Executive Secretary, or if the E>ecul ive5ecretary fail$ 10 promptly di$tribul e 
the notice as described above, the Office of Enforcement will be responsible for distributing 

the notice and copying the ExecuUve Secretary, 

Within five calendar days of the receipt of any notice and its attachments, assigned staff from 
interested divisions will consult with one another, other relevant staff members, and relevant 
managers, in order to arrive at a consensus regarding the appropriate course of action. The 
appropnale course of action may Include, but Is not limited to, one or more of the following: 

• Consultation with the relevant state official to express concern or disagreement with 
any proposed interpretation of federal consumer financial law or any course of act ion; 

• Consultatjon with other federal agencies, as appropriate; 

• Immediate Intervention; and/or 

• A decision to monitor the proceeding to determine whether future 
Intervention or amicus participation ls warranted 
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The Bureau's position shall be communicated to the state official as soon as poss Ible after 
consensus 1s reached. The Office of Enforcement will be primari1y responsible for 

communicating the Bureau's position to the relevant state official, but it should copy the 
assigned staff of the Legal Division in all correspondence with the relevantstateofficial and the 
Office of Intergovernmental Affairs. inappropriate circumstances. The Legal Division shall 
maintain all files related to a notice or proceeding In electronic format in a separate folder. 

Intervention In a matter will require Director authorization pursuant to t he existing 
Enforcement Action Process. Amicus part icipation In a matter will require authorization 
through the existingAmicus Working Group process. The Legal Division, in coordinatlon 
with the Office of Enforcement, will monitor developments in matters brought by a state 
official undE>r section 1042. Significant developments will be communicated to relevant 
staff and managers and, if appropriate, to the Director in the form of an Information 
memorandum. 

In emergency situations ln which the Bureau is not afforded the standard 10 calendar days, 
review of a ootice and its attachments should follow the same proces~ under an agreed upon 
time frame appropriate for the circumstances. 
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Procedure for Reviewing Section 1042 and MARS Rule 
Notices 

This procedure complements the Bureau Polley on Review and Respcnse to Set1lon 1042 

Notices Submitted by State Attorneys General or State Regulators . Specifically, this procedure 

details the role of the Office of Enforcement in reviewing and responding to Section 1042and 

Mortgage Assistance Relief Services (MARS) Rule notices. 

Section 1042 requires state at torneys ge~eral andregulators send notice of potential actions 

under the CFPA or regulations promu!gated thereunder to Enforcem.ent@cfpb.gov, which is 
monitored by the Enforcement Front Office, and Exec.1;ec@cfpb.gov_ Whenthe Enforcement 
Front Office receives a Section 1042 notice, it will send t he notice to the Individual on t he 

Enforcement Policy and Strategy T earn !PST) assigned to maintaining state attorney general 

relationships (AG contact), unless another point of contact for reviewing the notices has been 

established. The Enforcement Front Office or t he AG contact will also forward t he not,ces to 

the Senior Team. The AG contact will review the notice and send it, as well as any additional 

information relevant to the action or relationship, to the Legal Division's Section 1042 point of 
contact . If t he notice came directly from t he state and it does not appear t hat i\ was sentto 

ExecSec@dpb.gov, t he notice will also be sent to the Assistant Direct0< and Deputy Assistant 

Oire"or of t he Office of Intergovernmental Affairs and the Office of the Executive Secretary. If 
the notlce pertains to a statute or regulation that requires notice to another agency, It will also 

be sent t o the point of contact at t hat agency. 

Within five days of receipt, t he legal Division will review the not ice and notify t he AG contact 

about any potential conflicts w ith Bureau precedent or interpretation of the CFPA and the 
proposed Bureau response. The AG contact will d iscuss the notice and the Legal Oiv,sion· s 
review with the Deputy Direct or and Assistant Deputy Director for Enforcement Polley and 

Strategy to determine if there are Issues that should be raised with other Bureau components. 
In addition, t he AG contactw1II forward the notice to the appropriate issueteam lead. 

If Enforcement and Legal do not intend to raise any substantive issues with the stat e, the 

PST AG contact will send the state attorney general or regulator a letter 

confirming receipt of the notice, asking for the state to send us a file-stamped version 
of the complaint, and reminding the state to keep the Bureau in the loop on any 
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discovery disputes, dlsPQSitJve motions, or court rulings related to the CFPA claim. The PST 

AG contact will copy IGAand the Office of the Executive Secretaryo" the email sending this 

correspondence. 

To the extent there are substantive Issues with the notice or any comments related to the notice. 

the AG contact will call the stateattorneygeneral orregulatoranddiscuss the matterorally. 1re 
Legal Division may participate in this call, rf they wish to do so. 

The draft and final notices, as well as any other materials received from the state, will be kept 

In the following folder on the shared drive; D)(7XE) 

The PST paralegal or admin will ensure that the notice is logged on the notice traddng 
spreadsheet.1 I n conjunction with the Legal Division, the AG contact will stay informed about 
the progress of t he state attorney genera I or regulator's action. The IPST paralegal or admin 

will ensure that the notice is logged on the notice tracking spreadsheet. In conjunction with 

the l.egal Di-.,ision, the AG contact will stay informed about the progress of the state attorney 

general or regulator's matter and inform the Deputy Director and As slstanl Deputy Director 

for Enforcement Polley and Strategy and Assistant Director and Deputy Assistant Director of 

the Office of Intergovernmental Affairs of any signfficant developments. The AG contact will 
also provide any requested information to the ExecutiveSecretaryfor the Bureau's Semi• 

Annual Report. 

As with required notice for CFPA claims, the MARS Rule also (equires notice to the Bureau 

under 12 U.S.C. §5538. When the Enforcement Front Office receives notice that a state 

attorney general is- fi ling an action asserting a claim under the MARS Rule, it will forward the 
notice to the AG contact for review. The AG contact will review the notice and determine 
whetherthe Bureau or FTC has a pending matter involving the subject of the proposed state 

attorney general action. The AG contact w,11 send the notice, as well as any additional 

information relevant to the action or relationship, to theleeal Division's Section 1042 point or 

contact and the PST counsel assignedtodebl relief. If the notice came directly from the state 
and it does not appear that it was sent to ExecSec@cfpb.gov, the nottice will also be sent to the 
Assistant Director and Deputy Assistant Director of the Office of lntq rgovernmcntal Affairs and 

the Office of t he Executive Secretary. 

) 
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Within five days of receipt, the legal Division and PST debt relief counsel will review the notice 
and notify the AG contact about any potential conflicts with Bureau precedent or interpretation 

of the MARS Rule. If Legal and the PST debt relief counsel clo not rai~e any substantive issues, 
the PST AG contact will send the state attorney general or regulator a letter cOt1flrming receipt 
of the notice, asking for the state lo send us a file-stamped version of 1he complaint, and 
reminding the state to keep the Bureau in the loop on any discovery disputes, dis positive 
motions, or court rulings related to the MARS Rule claim. Enforcemen t will copy IGAand the 

Office of the Executive Secretary on the email sending this correspondence. The PST AG contact 
will also send a copy of the notice and the Bureau's response to the FrC, 

To the e,tentthere are substantive Issues with the notice or any comments related to the 
notice, the AG contact and PST debt relief counsel w,11 call the state attorney general or 
regulatoranddiscuss the matter orally. The legal Division may participate in this call, If they 

wish ro do so. MateriaJs re lated to the notice will be logged and tracked in the same manner 
as Sect ion 1042 notices. 
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POLICIES ANO PROCEDURES MANUAL 

Part 2: 
Practice Guidance 

DISCLAIMER: 
These Practke GuJdance doc-umenls are intended to facilitate your work in the Office of Enforcement. They are 

not official policies or procedures of the Office, but rather represent recommended best practices. They are 
meant to be followed at your discretion In light of the specific:circumstances surrounding the particular 
inves1lgatlo01. 
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Ethical Guidance Related to Obtaining Information from 
Consumer Response 

Consumer Response Investigators mayoccaslonallycontact attorne~ with questions involving a 

person or entity that is currently the subject of an Enforcement matter. 

Staff may nor direct, order, or instruct Consumer Response Investigators to contact the 

subject of a complaint or obtain materials from t he subject of a complaint Ir Staff provide 

any opinion to Consumer Response Investigators regarding follow-up conversations or 

obtaining documentation from t he subject of a complaint, Staff should clearly state that the 

ad'llce is just.an opinion, which the lnve.st1gator.sare inna way obligated to follow. 

You are nol prohibited lrom providing advice l o investigators inCoos;umerResponse under Rule 

4,2 of the Model Rules of ProfessionalCooduct, as long as you do not direct Investigators to 

communicate with or request materials from a company. Ethical concerns are not ra1sed when 
you provide adv,ce to Consumer Response mvesttgators about issues in consumer complaints, 
even if the company is thesubsect of an Enforcement matter. Advice may consist of opinions 
about whether a legal violation has occurred and what documents might be relevant to t hat 

analysis. You may also obtain Information received as part or a Consumer Response 

investigatiooas long as the information was not obtained at your direction, If you have any 
questions about ethics rules, please contact the Ethlcs Office of the Legal Division al 

Et hicsHelp@cfpb.gov, 
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{updated January 2019) 
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The following process is to be used when staff requests Information t hat might constitute 
confidential supervisory informat ion from a bank. The first step is to make a written request to 
the bank for the information. Presumably, this request could be a civ ii investigative demand or 
a voluntary r equest in rieu of a CID. The request should say that we understand that some of 
the information we are seeking may be OCC non-public informat ion, and that we requestthat 
the bank request permission from the OCC 10 release the Information to the us. We should 
advise the bank that, pursuant to 12 C.F.R . Part IV, it should direct itsrequesl to Greg Taylor, 
Director of litigation, Office of the Comptroller of the Currency, 400 7 th Street, SW, 

Washington, DC 20219. We should copy the OCC Enforcement Director Monica Freas on the 
request 

The OCC would then authorize the bank to share ,ts information with the us (and reqwre the 
bank to pro\(1de the CCC w,th an inventory of documents provided to us for their tracking 

purposes). The OCC \Vould send a separate letterto us authorizing the release pursuant to Part 
IV, including restrictions on our use and disclosure of the Information. Because we are the 
Enforcemem Office conducting an investigation (as opposed to a supervisory examination}, the 
letter would not apply to the bank's privileged information (attorney1:lien1, work proovct), 

The Enforcement POC for purposes of receiving the CCC letter authori?ing the release of 

information is the Enforcement Director. 

When such a request Is made to a bank, and/or when any response is received from the OCC, 
please notify the Enforcement Front Office via I he Semo, Counsel to the Director. 
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Securely Receiving and Transmitting Materials 

Ways to Transmit Information Securely 

The methods listed below a~ acceptable ways to send o, receive information, listed in order of 

preference. 

ELECTRONIC TRANSMISSION 

For sensitive information sent electronicalty, either the transm1ss1on should be encrypted or 
the data itself should be encrypted. Sending restricted data in encrypted, password-protected 

attachments is acceptable as long as the password is communicated separately, securely and, 
ideally, in an alternative method (e.g., by phone, In person, or in the mall), The password 

should never be sent in the email containing the attachment. 

REMOVABLE MEDIA 

Sensitive Information should not be oo removable media unless the data is encrypted. The 

Bureau does not accept all types of removable media. Staff should confirm the acceptablllty of 

the removable media with theelitigattonSupport Specialists team prior to recerving the 

information. 

ACCEPTABLE PHYSICAL DELIVERY METHODS 

Physically mailing hard copies of sensitive information should only be done using the U.S. 
Postal Service's First Class Mail, Priority Mail, or an accountable commercial delivery service 

(e.g .. OHL), w ith the documents sealed in an opaque envelope or comtainer. If possible, use a 
receipted delivery service (I.e., Return Receipt, Certified, or Registered mail) or a tracking 

serVlce to ensure secure delivery Is made to the appropriate recipient, or contact the 
intended recipient to confirm receipt. 

FACSIMILE 

Senders transmitting via facsimile should use a cover sheet that stat es that the fax includes 

sensitive data and clearly indicates the recipient. The sender should a lso confirm receipt . 
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Advice to Law Enforcement Agencies on the Secure Transmission of 
Information 

Although the Bureau does not require that law enforcement use a particular method of secure 
transmissioo, you may offer general guidance on best practices. You may wish to include the 
following statement in your correspondence with the agency that is sending you information: 

We osk that you send us the information in a format that provides a reasonable 
level of security/or the da'ta while it is in uaruit. While wedo not requt're that 
you use any particular method, examples of reasonable security measures 
include using: 

• A password-protected lip file; 

• An encrypted email usmg z;xselect; 

• Certified mall; or 

• An encrypted form of removable media, such as a CD or DVD. 

The Bureau hos certain limits on removable media, so please contact me if you 
would like co use chat option or If you have any other questions about secure 
met.hods of tronsmltllng data. 

Shared Information Should be Securely Stored 

Staff should create an access-restricted folder to store shared electronic information or, if 
information is shared in paper form$ store it in a locked location. The- Help Desk wm apply 

securityrestrictionstoa folder, but Staff should first create a folder in the location the 
information will be sto red. The folder name should Indicate the owner of the information, i.e., 
!bJ(7)(E) 

. If there is a common ":--------.,------,-----,--------:,-' interest agreement, MOU, or ac.cess letter t hat governs treatment of the shared Information, 
that document should be kept In the folder. Access to this folder she>uld be restricted to a 
destgnated subset of Bureau employees who have a bona fide need for the information t o 
carry out their 
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assigned job responsibilities. To apply the security restrictions, t he Help Desk will need to know 

the file location and a hst of Bureau employees with need~to-know a nd specific access 

permissions for the data (read, write, etc.). 

Further Questions 

Talk to your supervisor or use the points of contact ' on t he Enforcem ent wiki page if vou have 

any further questions. 

'b)(lXE) 
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Outgoing Productions 

The production of documents to parties ouulde of the Bureau, most often In the form of 

electronicatfy stored information, arlSes in three s1tuations: 

l. Discovery in administrat ive proceedings and litigatioo, 

2- The sharing of documents with partner federal a-gencies and states, and 

3. The retention of consulting and litigation experts. These productions raise a number of 

lega I and security i ssues. Staff should follow a consistent framework for managing 

outgoing productions in order to comply with legalobllgations and security of Bureau 

fnformadon. 

Protecting Bureau Information 

The Bureau has a legal respons1b1lity to safeguard personally identriiable information (PII), 
confidential supe.rvisoryinformation (CSI), and confidential investigat ive information (CII), 

Definitions for these types of information can be found in t he Handoook for Sensitive 
Information. ' In particular, 12 C.F,R. 1070,41 provides 

that, except as provided by law, no employee of the Bureau shall dlsclose CSI or CII, Further, 
the Bureau Acceptable Use Policy' requires that employees maintain the security of Bureau 

information and only share such information as specifically authorized, such as sharing 
information pursuant to an MOU or providing such information In discovery. 

You should be familiar with the types of information held by the Bureau, Including PII, CSI, 
and CI I and the requirement tosafeguardsuch informalton under 12 C.F.R.1070.41. You 
should only direct the production of Information outside the Bureau as specifically 

authorized in your matter through the administrative rules, federal discovery procedures, or 
an MOU. 

When sharing Bureau Information with an t>xpert, anomevs must ensure that before any 

information is shared, the expert has signed a non-disclosure agreement, Sharing Bureau 
information with experts also raises legal concerns. Federal Rule of Civil Procedure 26{a)(21(B) 

requires that a litigant produce to the opposing party all "facts 
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or data considered" by an expert who will test ify at trial In formula ting the expert's opinion. 

Fed. R. Civ. P. 26(bll4)(D) provides that similar information need not be disclosed to the 

opposing pa ny when it is provided to a non-testifying (consulting) expert (United Stores v. 
Second Chance Body Armor, Inc,, 288 F.R. D. 222(D.D.C. 2012)),andthat information is treated 
as work product under Fed. R. Civ. P.26(b)(3)(Al(Apple v. Amazon, 2013 WL 1320760 •1 (N.D. Cal, 
April 1, 2013)), If a consulting expert becomes a testifying expert, work product may still serve lo 
protect from disclosure those facts or data considered by the expert when the expert was 

acting In the- role of a consult Ing expert . However, work-product may only be asserted as to 
materials that do not pertain to !he subject matter of which the expert testifies (SECv. Reyes, 
2007 Wl 963422, • 2 (N.D. Cal. March 30, 20071) Whether the materials r,,late to the subject 
mauer to which the expert will testify Is determined from the content or the documents 
themselves. Id. 

As a best practice in Investigations, Enforcement Staff need to keep c1n accurate list of all 
documents provided to any expert in order to comply with the clear mandate of the Fed. R. Clv. 
P. that lhose- documents must be disclosed if the expert is to testify. This list should also be 
maintalned with regard to consulting e,perts because_they may become testlMng experts. 
When a n expert wears two hats as both a consulting and a testifying e,pert, the documents 
provided to ·the expert will need to be analyzed to determine what m ust be disclosed to the 

opposing pa ny. When sharing documents with experts and consultants, attorneys should be 

aware that, for security reasons, access to Bureau systems cannot be g ranted to an expert or 
consultant. 

In order to meet these legal and .securityobligatlOn.s and best practices, Enforcement Staff must 
be accountable for the production of any Bureau information by trc1cking what, when, and to 
whom such information is provided. This accountability is ensured bv following the procedures 
set forth below. 

0 If the case team anticipates anyoutgoing production, the team should contact the 
eDlscoverydistrlbutlon lis t as early as possible to ens,ire there ls adequate time to 
create productions. There are certain trigger points where the need for outgoing 
productions becomes almost certain and the case teamsho-.ild initiate these 
procedures (e.g., when a decision is made to hire an expert, or when a decision is 
made to file an adminlstrative notice of charges or complaint In district court). 
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Prepare the Production 

The case team creates a record of the documents to be produced in Clearwell or Relativity by 
tagging t he documents. If the case team is not using a review platform, they will create a 

manual list of che documents to be produced. 

After the tagging is complete or the list of documents is created, the case team sends an email 
to the e-litigationSupport Specialist assigned to the matter and the eDiscoverydistribution list 

(DL CFPB eDiscoverylT@cfpb.gov)with t hat information, requesting that a production be 
created. In t ha t email t he case team should specify t he prefix for the applicat ion of Bates 

numbers to 1hat production. This is a new Bates number for purposes of th,s production and 

will be different from and in addition to any Bates numbers already existing on che documents. 

The e~LitlgationSupport Specialist assigned to the matterwlll create an outbound production 

request in EN Force and have the production prepared. including applying the production ­

specific prefix Bates numbers, and copied to the appropnate media. 

Production Format 

All OU1going productions will generally be provided on encrypted physical medla (DVOs, hard 

drives, thumb drives) pursuant to the following procedures: 

• The eOtscovery Team will have the information properly marked to give notice to the 
recipient of the sensitive nature and ownership of the information. Each production will 

have the media stamped (a nd each document if possible) 

w ith language that st ates: 'BCFP Property; disclosure governed by 12 C.F.R. Pan 

1070." 

• An electronic copy of the production will be created t:,y !'he eDiscovcrv Team and 
maintained Ina folder in Relativity or Clearwellor on a shared drive. 

A physical copy of the production media will be ret ained by li&I in case 

additional copies are needed. 

• The e-LiligationSupport Specialist will provide a copy of the p roduction on the 

physical media to the case tea m and will provide the password for the physical 

media under separate cover. 

• The case team is responsible for delivering the physical media using a delivery method 

t ha~can be 1racked(e.g. , UPS). 
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PAR'T 2 I PRACTICE GUIDANCE 

• The case team should provide the password to the recipient by separate email or other 
delivery method from that used to deliver the physical media, 

• The case learn paralegal is responsible for uploading the outgoing producllon tracking 
label to the EN Force recipient page found on the case detail screen. 

Under certain exigent circumstances, productions can be made through ema il using encrypted 
files pursuant to t he follow,ng procedures: 

• The case team obtains approval of an ALD to use email. 

• The case team consults with the assigned e•litigation Support Specialist to obtain 
the production In tile proper electronic form and to ensure tllat the outgoing email is 
sent using the proper encryption to secure the integrity of the production. 

For further details on delivering materrals, see Securely Receiving and Transmitting 
Materials. 
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PART 3 I AOMINISTilATIVE POLICIES 

Conference and Training Attendance Policy 
(updated January 2019) 

In support of t heir work at the Bureau, Office of [ nforcement Staff may attend conferences 

and trainings to sharpen skdls and substantive knowledge, enhance relationships with key 
stakeholders. and stay on top of new and cutting-edge developments in our .sphere. 
Accordingly, Staff may attend conferences w ithin the parameters described in this policy. 

Staff may determine what conferences to attend In accordance with t his policy, but moy 
only attend conferences t hat their supervisor approves and must be relevant to their work. 
Staff are encouraged to provide reildouts from the conference to the Enforcement Froot 

Office. 

Conference registration will be handled by a Legal Assistant desigr,atedbythe Chief of Staff. 
Staff should indicate t heir interest in attending a conference 10 the designated Legal Assistant 
no late.r than 30 days before the conference registration deadline. Failure to indicate interest 
withm 30 days may complicate procurement of conference fees and may compromise one's 
ability to attend a conference. 

Conference attendance will be presumptively capped in three ways: 

• No person may Incur more than $3,500 In costs associated with conference 
attendance during a slnglefiscalyear (October 1 to5eptember 30). This Includes all 

costs associated w ith conference attendance (registration fe es, t ravel, hotel, etc.). 

• No person may sp-end more ~han six business days attending conferences during a 
single fiscal year. 

• No more than 10 people from the team may attend any conference. 

The Chief of Staff may grant exceptions to any of t hese presumptive caps in specific 

circumstances when appropriate and justified. The caps will be modttied as appropriate for 
those who have rotes which specific.ally necessitate greater pa rticipation in conferences 
(e.g., for people with significant outreach responsibilities). 

Staff are res pons,ble for ensuring that they comply with these caps and that1heir 

conference costs: and attend.a nee are tracked on the speaking engagement/ conference 
atlendancetracking spreadsheet. 

This poltcyshould be observed in accordance with Bureau•wide pohc.ies on training. 
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PART 3 I AOMINISTilATIVE POLICIES 

Staff should be attentive to any ethi<;;il rest rictions on conference pa rticlpa tion or activity. 

Whenever a pphcable, Staff $hould obtilin CLE credit for conference$ attended. 

The limit on team participation in any conference wiJI be managed on a "first come, first 
.served'' approach with sign-ups maintained by the designated legal Ass1sta nt. To the exte nt 
10 team members are already registered for a conference and t here is a particular need to 
have one or more individuals attend t he conference who are not registered, swaps w ill be 
negotiat ed or addl tional slots will be authorized. 

The Offtce o( Enforcement's Pubr.c Speaking Pol,cy Roverns Staff participation ,n conferences as 
speakers. panelists, etc. Attendance at conferences in such capacity on the day of the speaking 
engagement will not count against the caps above. Further, i"f a supe rvisor specifically requests 
that a team member attend a particular conference, that conference will not count against the 
caps above for t hat team member. 
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Public Speaking Policy 

The Office of Enforcement recognizes the value of Staff periodically makJng public 
presentations, This pohcy explains haw deds10ns will be made about public speaking 

opportunities. It applies to speaking invitations directed to Staff and similar opportunities they 
identify. 

Staff receiving speaking invitations or identifying speaking opportunities that might benefit 

the Office of Enforcement and/or the Bureau shoutd notify his or her supervisor a nd the 

Chief of Staff. 

Supervisors will decide whether Invitations should be accepted or presentation opportunities 
should be pursued, according to the fact0<sdescrlbed below. 

If it is determined that someone from the Office of Enforcement should make the 

presentatiogi~ that person, in coordinarion with his or her .supervis0<,. should coordinate 
with the Sure au' s Office or External Affairs before commil ting to any speaking 
engagement. 

Remarks shouJd be cleared by the speaker' .s supervisor or another member of the senior team. 

When speaking~ Staff should first offer a disclaimer that the remarks do not represent official 

B.ureau views. 

Costs of the conference and travel v~II be paid for by the Bureau. The sponsoring entity may 
not reimburse the speaker, but it may warve the fee for the event on t he day the speaking 

occurs. 

The day on which a person speaks does not count against his or her •conference days,• and any 
cos rs associated with the speaking engagement ltself!e.g., airfare, hotel ror day before/of 
speaking engagement) do not count against his or her annual conference attendance budget. 

It is the responsibility of t he person who receives a speaking invitation to ensure that an 

appropriate response to the invitation Is made. It is the responsib1nty of the 
person who speaks to log the engagement on the speaking engagement/conference 
attendance t racking spreadsheet. 
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Supervisors will use thefollowlng factors In deciding whether an Invitation should be accepted: 

• Whether accepting the invitation promotes the mission of the Office of 
Enforcement and/or the Bureau; 

• VJhethe.rthe event provides an opportunity for the Office of Enforcement to build 
rela~ionships with partners or relevant constituencies; 

• Whether the topic to be discussed relates toan a rticulated enforcement priority or 

presents an opportunity to discuss an enforcement initiative; and 

• What resource investments areassociatedwithaccepting the invitation In terms 

of working time spent, traveJ costs, admission fees, etc. 

The person w ho receive<an invita tion to speak (or identifies a speaking opportunity) will not 
automatically be selected to make the presentation. Rather, supervisors will considerthe 
following fa a ors In determining who should speak; 

• Ability to perform this task well, taking into account experience working on the 
particular issues tobe discussed, and interest and involvement in similar/ related 
projects; 

• Time to perform this task wit hout undue interference with dther work.. 

• Other public speaking opportunities; 

• Receipt of the invitat ion to speak and interest in making the presentation; and 

• The extent to which the invitation is only for the individual to whom it was 

directed. 
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Enforcement Attorney Hiring Process 

Postihg 

PART 3 I AOMINISTilATIVE POLICIES 

Generally, Enforcemenl will hire Enforcement Attorneys through USA Jobs postings. 

We will request a resume and c.over letter from all applicants. Applicants who are asked to 

come back for a second-round interview will be asked to provide .J writing sample. 

Candidates will be hired for the office, ratherthan for specific litigation teams. When new hires 
are assigned start dates, the litigation Deputies and the Front Office will determine which team 
the attorneys join. 

Resume Review 

For each posting, a resume review group will be assembled to review resumes. 

The resume review group will be composed of five to eight auo.-ney volunteers from the team, 
wilh the number dependent on the volume of applications. Litigation Deputies may suggesl 
attorneys to participate in resume review. The Chief of Staff will select attorneys to participate. 
The resume re-v1ew group will participate 10 diversity and structured-interview training before 

reviewing resumes. 

The resume review group will consider the following in recommending candidates to be 
Interviewed: 

• The Enforcement Attorney position description 

• The expectations for attorneys at each level In the Office of !Enforcement 

• The qualifications of the individual candidates, with particular attention paid to the 
following attributes: 

• litigation and Investigatory experience 

• Legal experience generally 

• Consumer law experience 

• Academic achievement 

• Clerkshlp(s) 
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PART 3 I AOMINISTilATIVE POLICIES 

• !Demonstrated commitment to public servfce 

• Interest in the Bureau's mlssion 

• Any other skill or expertise identified by the office ata particular time 

The resume review group will recommend candidates to interview. T he Chief of Staff, fn 

consultation with the l itigation Deputies, the Principal Oeputy
1 

and the Enforcement 

Director, wiU select the final group to be interviewed .. 

The number of candidates to interview will depend on the number o1 vacancies to be filled. 

Interviews 

Candidates will participate in structured interviews. 

For each posting, an Interview groupwlll be assembled to Interview candidates. The Interview 

review group wlll be composed of eight attorney volunteers from the team. 

l rtigation Deputles may suggest attorneys to participate in interview:s. The Chief of Staff 

will selectattornevs to participate. The interview group will participate in 

diversity and structured-interview training before conducting interviews. Managers 

participating In interviews will also complete these tralni~gs. 

Interviews will be structured as follows: 

• 45 minutes with three members of t he interview group. 

• 45 minutes with an LO, an ALO, and the Ch,efof Staff. 

• The first group will ask Interview Questions Set 1 (to be provided to 

interviewers). 

• The second group will ask Interview Questions Set 2 (to be provided to 

interviewers), 

Interviewers will complete interview packets immediately after the ililterview. Interviewers will 
meet as a group during t he week that the interview occurs to discuss the candidate(s) 

interviewed. Interviewers wfll recommend candidates to return for a call-back interview. The 

Chief of Staff, in consultation with the litigation Deput ies, the Principal Director, and the 

Enforcement Director, villi select candidates for call-back Interviews. 
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PART 3 I AOMINISTilATIVE POLICIES 

Call-back Interviews will be structured as follows: 

• 30 minutes with the Enforcement Director{andPrincipal Deputy, if avallabte). 

• 30 minutes with any LO who has a vaca ncy and who did not meet the 
candidate during the first round of Interviews . 

• Both Interviews will be conducted without set questions. 

Final hiring decisions will be made by the Chief of Staff, in consultation with the 
Enforcement Director, the Principal Deputy, and the LDs. 

Internal Candidates 

Candidates who are already employed by lhe Bureau, but not the Off ice of Enforcement, 
will apply and Interview according to the process described above. 

Candidates who are already employed by th<! Office of Enforcement.and who wish to a pply to 
vacancy announcements for regionaJ offices will notify the Chief of St aff of their interest by 
submitting a resume and cover letter. These candidates wfll be interviewed only by 
management and considered In advance or external candidates who apply to the posting. 

Reserve Pool 

If we end up wi th more candidates we wish to hire than spaces available, we will maintain a 11st 
of candidates to contact ,n the future when vacancies arise. TheChlef of Staff will contact 
these candidates to let them know that they remain in the reserve pool. 
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Intern Use of Writing Samples 

Vile encourage Enforcement Interns to seek out written work If interns a re part!cularlv 
interested 1n creating something that can be used as a wntmg sample, t hey shou1d talk to the 
intern coordinators about obtaining assignments conducive to developing thi.s work product. 

The following guidelines apply to use of writing samples created during internships in the Office 

of Enforcement: 

• lt is generally not OK to use as a writ ing sample any memo discussing the 
following: 

·• Bureau authority or jurisdiction 

• Statutes: of limitation or Retroactivity 

• The use of prosec111orlal discretion 

• Oiscussions where the law in a partkularareo of interest to the 
Bureau and our constituencies is unclear and the author 

advocates a pan icular viewpoint 

• Memos that clearly identify a particular investigation or pending case 

• It is generally OK to use as a writing sample any memo discussing the 
following: 

·• Blackletterlaw 

·• An analysis of law and fact that Is non-controversial or so specific to the 
particular facts presented that it would be unlikely to have general 
applicability to other matters 

·• A discussion of process, federal°' administrative procedure, or 
ancillary legal issues (e.g., rules of evidence, FOIA) 

205 

Policies in 1hismanual .are effecIive as of Iheda1e of pubicat.bn_ Certain sections have been upda1..d more recenlly and are labeled as such. 

CAUTION! These mate.rials may be subfecI lo one or more of the folbwin9 pri11i\?ges: At1omey-CllenI1 Wolk Product, law Enforcement 
Page 205 of 208 



PART 3 I AOMINISTilATIVE POLICIES 

\o\fhen some-one who has worked as an Intern in the Office of Enforcement would llke to use 
their own written work product created during their mternshipas a wdting sample for a future 

opportunity. he or she should do the following: 

• Talk tot he attorney who assigned the project to get a general sertSe of whether the 
memo contemplated would be appropriate for a writing sample, based on the 
guidelines above and the attorney's knowledge of the matte-rforwhich the memo was 

created (Enforcement Attorneys may consider cortSulting with ALDs if they are unsure 
about what to recommend). 

• Redact any case/investfgationMidenttfying Information, names, facts, apphC-3tion of law 
to facts, etc. 

• Prepare the document ori blank or personal (not Bureau) letterhead. 

• Include the following header on the document: 

This writing sample reflects work perfom,ed by the oulhor during on Internship ot the 
Consumer Fmoncial Protection Bureau. It has not been edited by any employee of the 
Bureau. The •1/ews expressed herein ore the author's only, and hove not been adopted 
by the Bureau or ony of its employees. 

• Ask the Enforcement intern coordinator(s) io confirm with the supervising ALO that he 
or she is comfortable with the memo being used as a writlng:sample. 

196 

Policies in 1hismanual .are effec1ive as of 1heda1e of pubicat.bn_ Certain sections have been upda1..d more recently and are labeled as such. 

CAUTION! These mate.rials may be subfec1 lo one or more of the folbwin9 pri11i\?ges: At1omey-Cllen11 Wolk Product, law Enforcement 
Page 206 of 208 



207 

Policies in thismanual .areeffec1ive as of 1heda1e of pubica1.bn_ Certain sections have beeo updated more recently and are labeted as such. 

CAUTION! These mate.rials may be subfec110 one or more of the fo&rn.'in9 pri 11A?ges: Auomey-Clien11 Wolk Product, law Enf~men1. 
Page 207 of 208 



For More Information: 

Mailing Address. 
Consumer Financial Protectio,, Bureau 
PO Bo,4503 
Iowa City, IA 52244 

Phone: 
(85S) 411-CFPB I (85S) 411•2372 
TTY /rDO: (8551729-CFPB I {855) 729-2372 

8 a.m. to 8 p.m. ET, Monday through Fnday 
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