PRIVACY IMPACT ASSESSMENT—JUNE 6, 2016

Geocoder Service

Does the CFPB use the information
to benefit or make a determination
about an individual?

No.

What is the purpose?

Provide an address lookup function for
compliance, research, and analysis of
markets and consumer data.

Are there controls to enforce
accountability?

Yes, all standard CFPB privacy
protections and security controls apply.

What opportunities do | have for
participation?

This information does not have a public
participation component.
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Overview

The Dodd-Frank Wall Street Reformand Consumer Protection Act (“Act”), Public LawNo. 111-
203, Title X, established the Consumer Financial Protection Bureau (“CFPB” or “Bureau”). T he
CFPB implements and enforces Federal consumer financial laws consistently to ensure that
consumers have access to markets for consumer financial productsand services, and that such
marketsare fair, transparent, and competitive. One of the primary functions of the Bureau s to
publish information relevant to the functioning of markets for consumer financial products and
servicesto identify risksto consumersand the proper functioning of such markets.

T he Home Mortgage Disclosure Actof1975,12 U.S.C. 2801 et seq. (“HMDA”), requires most
mortgage lending institutionsto collect, reportto federal regulators, and make public certain
data about mortgage loan applicationsand originationsand purchases of mortgage loans. The
Federal Financial Institutions Examination Council (“FFIEC”) has made this loan-level data,
with certainfields redacted to protectapplicantand borrower privacy, available to the public
since 1991.

HMDA authorizesthe Bureau to develop or assist in the improvement of methods of matching
addresses and censustractsto reduce the compliance burden for depository institutions. 12
U.S.C.2806(a)(1). HMDA requiresfinancial institutions to record and report the geographic
location of the property to whichaloan or applicationrelates, including by Metropolitan
Statistical Area (“MSA”) or Metropolitan Division, state, county, and by census tract, if the
institution has a home or branch office inthat MSA or Metropolitan Division. Currently, for
some institutions, finding and reporting the accurate MSA, county, or Census T ract can be
resource intensive. The deployment of the Bureau’s new publicly available geocoder service tool
(Geocoder), isexpected to reduce burden and facilitate compliance with HMDA requirements.
“Geocoding” isthe process of converting addresses into geographic coordinates, which can be
used to place markers or determine position on a map, and associating those geographic
coordinateswith other data, sucha Census Tractor MSA. Usersof the Bureau’s Geocoder will
be able to input an addressand, in return, obtainthe address’s location (e.g. latitude and
longitude) and other information regarding geography containing the address (e.g. county or
censusgeography). Asa public resource, the Geocoder can be used by members of the public,
other agencies, and eventhe Bureau itself for geocoding needs.

Geocodingasa function has several categories of data:

e Input data (e.g. anaddress), which a user is intending to locate;
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e Base data, which is used to find and return the latitude and longitude of the input data;
and

e Ancillary data, which is used to associate the latitude and longitude of the input data to
higher-level geography (e.g. Census Tracts).

A user will enter input data into the Geocoder tool and will receive back either the latitude and
longitude of the location, or an associated geography of the location, or both. The inputdatais
not stored by the Geocoder, nor isidentifying information about the user stored in the system.
The systemwill track the number of queriesalongwith other administrative detailssuch as
error reports. The base and ancillary dataare collected by the Bureau and used to power the
Geocoder. Thisdataisconstantly curated by the Bureau. These dataare all covered under
common controls through normal data security processes at the Bureau.

Creationof the Bureau’s Geocoder requires the Bureau to obtain certain informationabout
addresses (e.g the base and ancillary datadiscussed above). The Geocoding PIAcoversthese
types of informationaswell as the tool used to provide the geocoding service. T he intake of the
geocodingdatais authorized by Sections 1011, 1012, and 1022 of the Dodd-Frank Act, and the
Home Mortgage Disclosure Act. Itscollectioniscompliantwith applicable federal laws,
including the Dodd-Frank Act, the Paperwork Reduction Act, the Right to Financial Privacy Act,
and the Privacy Actof 1974. The Privacy Act of 1974 does not require asystem of records notice
for the Geocoder because the Geocoder does not retrieve records using the name of an individual
or other identifying particular. Inaddition, OMB approval for the Geocoder isnot required
under the Paperwork Reduction Act because the Geocoder does not contain information
collections withinthe meaning of the Act.

Privacy Risk Analysis

The primary privacy risks associated with data covered by the Geocoding PIA are risks related
to:

e Data Quality and Integrity, and
e Data Minimization.

Data Quality and Integrity: T he Bureau will collectasignificantamount of informationand
couldon occasionobtainout-of-date or incorrect information. The input data submitted by the
public will not be maintained by the Bureau other than to processthe geocoder request and
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returnthe geocoded location. The data used to power the Geocoder (base data) has two primary
sources, the US Census Bureau and individual states that publish local authoritativeaddress
data. Since these sourcesupdate those dataon their own cycles (fromdaily to annually), the
Bureau plans to refresh the data on a regular basis, likely sub-annually, thereby making the
Geocoder ascurrentafunctionaspossible. The data usedto link the geocoded locationto
higher level geography (ancillary data) isupdated on a regular basis. Because the Bureau does
not use any information collected through these ty pes of interactions to provide or deprive an
individual of a right or benefit, the privacy risks related to data quality and integrity thatare
associated with these collectionsare minimal. Some of the information the Bureau may obtain
may include information fromthird-party sources, some of which may be publicly available. In
caseswhere information is obtained from non-public sources, the Bureau collectssuch
informationin accordance with applicable lawand pursuant to applicable agreements governing
the sharing of such information (e.g. Memoranda of Understanding, Memoranda of Agreement).

Data Minimization: The Bureau reviewsall collections of data in an effort to minimize the
amount of directly identifying P11 to the greatest extent possible, while still allowing the Bureau
to complete itsobjectives. This may be done by stripping collections of direct identifying P11,
aggregating data, or other means of minimizing such collection. For the Geocoder, the Bureau
will be collecting the street addresses and location of all addresses in the United States, where
available fromanauthoritative sourcelike State or local government. Thisisthe base data used
to power the Geocoder. Much of thisinformationis publicly available from State and local
governments. Address informationisconsidered P11 by the Bureau, because it may indirectly
identify anindividual. The names of individuals livingin those homeswill notbe collected as
partof this effort, nor will any other data associated with individuals be collected. Althoughthe
addresseswill be collected to power the Geocoder, the tool will minimize the data publicly
disclosed to XY coordinates, Census T ract, County, State, or Metropolitan Statistical Area.
Ancillary datais used to link XY coordinatesto higher level geography and does not ty pically
include P11. Because the Bureau necessarily collectsasignificantamount of P11, itconsequently
utilizes appropriate technical, physical, and administrative controls relative to the risk of the
data. These controlsare discussed inthe subsequent sections of thisPIA.

The technical, physical, and administrative controls implemented to promote individual
participation, minimization, and accountability are appropriate.

Privacy Risk Management
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1. Describe whatinformationthe CFPB collects, how the information
is collected, and the sources from which the informationis
collected.

The Geocoder project collects location information for addresses in the United States. The CFPB
limits the intake of P11 to address because it is the only P11 thatis necessary for the purpose of
creatingthe Geocoder. Whenamember of the public inputs an addressinto the Geocoder, it
will returnthe location of the querried addresses fromthe collection, typically providing
longitude and latitude. T he primary purpose of the collection of addressesisto provide financial
institutions a tool to facilitate compliance with existing regulatory requirements to submit
certain property locationinformation related to mortgage applications and loans.

The Standard Field format for address includes:

Num Field Description

Household number, possibly

1 Number . . .
includes prefix and suffix
Complete streetaddress.
Includes secondary address
2 Address . .
unit designators (apt., bldg,
unit, etc)
Alternate address, if
3 Alt_address .
appropriate
4 City City
5 State State
5 or10digit ZIP Code where
6 ZIP .
appropriate
7 Latitude Latitude of Address
8 Longitude Longitude of Address
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The information may be collected from third-party partners, public sources or even procured
data if required. Most commonly informationis collected from:

e U.S.Census Bureau Topologically Integrated Geographic Encoding and Referencing
(TIGER) information

¢ Publicly available State datafrom online systems
Publicly available State datawhichis not available online

e Publicly available local government data (e.g. County-level data)

Informationisalso likely to be collected from the National Address Database, adatabase
currently under development by the U.S. Department of T ransportation and the U.S. Census
Bureau. It will consist of data fromthe U.S. Federal Geographic Data Committee.

Theabove listed sourcesare all openauthoritative sources of address information. We choose
these sources based on the followingcriteria:

¢ Whichsourcesproduce comprehensive open dataaboutaddresses?

e Whichsourcesare authoritative (e.g. government produced data of a government
function)?

¢ Whichsources provide the CFPB with the most flexibility in designing a systemto meet
business needs? In particular whichsourcesdo not have limited or overly restrictive use
rights, and provide the best opportunity to not tie internal data with derivative use
restrictions?

In caseswhere the informationis derived from non-public sources, such as other Federal
agenciesor data brokers, the Bureau obtains such information using contracts, information
sharing agreements, or other similar agreements or processes, and in accordance with
applicable law.

2. Describe CFPB’s objective for the information.

The CFPBis collecting the address information to power the Geocoder and to thenrelease the
geocoded coordinatesto the public. The CFPBwill not retain or make publicly available
information entered by the public into the Geocoder. Geocoding is the result of translating an
addressinto a location (X,Y), typically longitude and latitude. T his process can be accomplished
by using different methodologiesand reference data. Ingeneral, there are three distinct ways to
accomplishthistranslation:
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* Using address pointreference data, where a database contains the address (e.g. 123 Main St)
and the longitude and latitude. In this case the geocoding functionisa lookup of the requested
addressin the database and returning the associated location;

e By interpolatinga locationalonga geographic line segment that contains the street name as
well as the address range that it covers, then returning the associated loaction.

e By calculating the centroid of a knownarea (i.e. zip code)

T he entire process requires two fundamental components: a) the search algorithmto perform
the lookup functions described above, and b) the data (base and ancillary) uponwhichto
performthe searches.

The Geocoder will be available to the public on consumerfinance.gov.

3. Describe how CFPB shares, for compatible purposes, any of the
information with third parties, e.g. federal or state agencies, the
general public.

The Bureau is making the Geocoder publicly available to facilitate compliance with existing
regulatory requirements to submit certain property location information related to mortgage
applicationsand loans. However, asa public resource, the Geocoder can be used by members of
the public, other agencies, and eventhe Bureau itself for geocoding needs in other contexts as
well.

4. Describe what opportunities, if any, individuals to whom the
information pertains have to (a) receive notice regarding the
CFPB’s use of the information; (b) consent to such use; (c)
accessthe information that pertains to them; or (d) obtain
redress.

The Geocoder containsinformation that is not collected directly fromindividuals. Address
information will be collected from authoritative sources, but no other P11 will be collected.
These authoritative sources are predominantly the US Census Bureau, and state and/or local
government opendataclearinghouses (e.g. data.gov). Notice to individualsis provided through
this PIA. There are no opportunities for the individual to consent to such use, access the
information that pertainsto them, or obtainredress.
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5. Explain the standards and relevant controls that govern the
CFPB’s—or any third party contractor(s) acting on behalf of the
CFPB—collection, use, disclosure, retention, or disposal of
information.

The CFPB complieswith the Privacy Act of 1974, Right to Financial Privacy Act, and E-
Government Actof 2002; adopts Office of Management and Budget privacy-related guidance as
best practice;! and applies National I nstitute of Standards and T echnology risk management
processesfor privacy.

The CFPB uses the following technical and administrative controls to secure the information
and create accountability for the Bureau’sappropriate collection, use, disclosure, and retention
of the information:

e AuditLogs and Reviews,
e CFPB Personnel Privacy Training, includingannual and role-based training,

e CFPB Privacy Incident Response and Recovery Planand contractual obligations for
third partiesto support CFPB Privacy Incident Response and Recovery Plan,

e Compliance with CFPB cybersecurity policy and procedures,
e Information Quality and Integrity Checks,

e Extractloggingand 90-day reviews,

e Policy and Standard Operating Procedures,

e Role-based AccessControls,

e Guidelinesfor Ensuring and Maximizing the Quality, Objectivity, Utility, and
Integrity of Information Disseminated by Federal Agencies,

e Records Schedule Submitted to/Approved by National Archivesand Records
Administration (NARA): Recordswill be disposed of according to the applicable
recordsschedule. Informationinthe Infrastructure GSSiscovered by CFPB specific
recordsschedulesaswellas general records schedules. Some records schedulesare
awaiting NARA approval, and

e Personnel Security supported through due diligence screening.

1 Although pursuantto Section 1017(a) (4)(E) of the Consumer Financial Protection Act, Pub. L. No. 111-203, the CFPB
isnot required tocomply with Office of Management and Budget (OMB)-issued privacy guidance, it voluntarily
followsOMB privacy-related guidance as a best practice and to facilitate cooperation and collaboration with other
agencies.
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Information Quality and Integrity Checksare particularly relevant for the Geocoder. Because
some sources provide more information than CFPB requires, such as different names for the
same field type or addresses brokenoutinto 5-10 fields rather than 1, CFPB retains only the data
that is in the CFPB required format.

The CFPB may use contractors to help supportthe collection, use, disclosure, or retention of
information covered by thisPIA, and those contractorsare subject to similar controls.
Contractorswithaccessto P11 are requiredto reportsuspected or confirmed privacy incidentsto
the CFPB immediately and no later than one hour after discovery. Other requirements placed on
contractors may include training on privacy and compliance with federal privacy requirements
and Federal Acquisition Regulations.

6. Discusstherole of third party(ies) that collaborate or partner with
the CFPB, if any. Identify any controls used to protect against
inappropriate collection, use, disclosure, or retention of
information. (This does not include third parties acting on behalf
of the CFPB, e.g., government contractors discussed in Question
5.)

The Bureaulooksto collaborate with third parties as appropriate. Collaborationinthis context
predominantly refersto the generation of base data, which makes the Geocoder more effective
and efficient. Collaboration partiescaninclude, butare not limited to, other Federal Agencies,
State and local governernments, and where appropriate private data providers thatadd value to
publically available authoritative data.

In all of these instances, controlsare putin place to protect against inappropriate collection, use,
disclosure, and retention depending on the ty pe of sharing or data involved. Controls might
include:

= Compliance with CFPB cybersecurity policy and procedures,
= Data Quality and Integrity Checks,

= Extractloggingand 90-day reviews,

= Policy and Standard Operating Procedures, and

= Role-based Access Controls.
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