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Mr. Raj Date

Special Advisor to the Treasury Secretary for the Consumer Financial Protection Bureau
Consumer Financial Protection Bureau

1500 Pennsylvania Ave. NW

Attn: 1801 L Street NW

Washington, DC 20036

Dear Mr. Date:

On behalf of ASR Analytics, LLC (ASR), I am pleased to enclose the attached report, which presents
the results of our independent performance audit of the Consumer Financial Protection Bureau
(CFPB). This audit was commissioned by the CFPB in accordance with the Full-Year Continuing
Appropriations Act, 2011 (Pub. L. 112-10) of April 15, 2011, Title V, Section 1573 (a), which
amended the Dodd-Frank Wall Street Reform and Consumer Protection Act to require an annual
independent audit of the operations and budget of the bureau (12 USC 5496a). ASR performed this
work between August 19, 2011 and October 15, 2011.

For this performance audit, ASR reviewed the operations of five key areas, which CFPB identified as
instrumental in implementing the Consumer Protection Act of 2010 and standing up the CFPB as an
organization: (1) Human Capital and Organizational Development; (2) Consumer Response; (3)
Information Technology; (4) Communications and Transparency; and (5) the CFPB budget. To
evaluate the CFPB’s operations and performance in these five areas, we relied on a combination of
physical, documentary, and testimonial evidence, most of which was provided by the CFPB. We
reviewed more than 250 artifacts, including policy and planning documents, status reports, briefing
memos, meeting minutes, discussion decks, statements of work, and other sources. In addition, we
held over 50 meetings with CFPB personnel and other stakeholders.

A draft of this report was shared with all participating stakeholders at the CFPB for review and
comment. CFPB staff provided us with oral and written comments on the draft report, including
several technical clarifications and suggestions, which we incorporated where appropriate.

If you have any questions about this report, please contact me at 608-467-7291 or Michael Stavrianos
at 301-758-0371. Other key contributors to this report include Peter Arena, Edward Hau, Michele
Lebar, Edward Merrill, Sarah Sheehan, Melissa Toledo, and Tucker Warren.

Sincerely,

Starun £ Vit

Stephen Rhody
Founding Principal
ASR Analytics, LLC

cc: Ms. Catherine West, Chief Operating Officer, Consumer Financial Protection Bureau
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Section 1: Executive Summary

1.1 Background

This report presents the results of an independent performance audit of the Consumer Financial
Protection Bureau (CFPB) — commissioned by the CFPB in accordance with the Full-Year Continuing
Appropriations Act, 2011 (Pub. L. 112-10) of April 15, 2011, Title V, Section 1573 (a) — which
amended the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) to add
the following text:

(a) Annual Independent Audit.--The Bureau shall order an annual independent audit of the
operations and budget of the Bureau.

(b) Annual GAO Audit.--The Comptroller General of the United States shall conduct an
annual audit of the Bureau's financial statements in accordance with generally accepted
government accounting standards.

In order to meet this requirement, the CFPB must order an independent performance audit for FY
2011, and complete the report by October 15, 2011. For this performance audit, the bureau identified
five key areas of operations, which were instrumental in implementing the Consumer Protection Act
0f 2010 and standing up the CFPB as an organization: (1) Human Capital and Organizational
Development; (2) Consumer Response; (3) Information Technology; (4) Communications and
Transparency; and (5) the CFPB budget.

It is important to note that this is a performance audit, not a financial audit, and thus does not overlap
with the Annual GAO Audit described in Sec 1573 (a). Performance audits are engagements that
provide findings or conclusions based on an evaluation of sufficient, appropriate evidence against
defined criteria. Their purpose is to provide objective analysis to assist management in using the
information to improve program performance and operations, reduce costs, facilitate decision making,
and contribute to public accountability.

1.2 Compliance with Government Auditing Standards

We conducted this performance audit in accordance with generally accepted government auditing
standards (GAGAS), with one exception. Namely, while all members of the audit team maintain
professional competence in their respective areas of specialization, some members have ongoing
efforts to achieve minimum hours of continuing professional education that directly relates to
government auditing. This exception notwithstanding, we believe that the evidence obtained provides
a reasonable basis for our findings and conclusions based on our audit objectives.

Information for this performance audit was derived from physical evidence, documentary evidence,
and testimonial evidence, most of which was provided by the CFPB. We reviewed more than 250
artifacts over the course of this study, including policy and planning documents, status reports,
briefing memos, meeting minutes, discussion decks, statements of work, and other sources. In
addition, we held over 50 meetings with CFPB personnel and other stakeholders.
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1.3 Organization of this Report

Section 1 of this report is an Executive Summary. Subsequent sections present the results of our
performance audit for each of the five operational areas. Section 2 focuses on Human Capital and
Organizational Development; Section 3 on Consumer Response; Section 4 on Information
Technology; Section 5 on Communications and Transparency; and Section 6 on Budget. Appendix A
provides a list of CFPB officials who provided input to this audit; Appendix B presents a list of
acronyms used in this report; and Appendix C offers a brief overview of our audit team.

Within each section, we present information on three topics: (1) audit scope; (2) evaluation criteria;
and (3) findings and recommendations. Below, we summarize the information addressed within each
of these topics.

13.1  Scope of Audit

Due to the time constraints for this performance audit, as well as the short history of the CFPB as an
organization, the scope of this performance audit is necessarily limited. The purpose of this section is
to define the overall scope of the review area and to enumerate the performance elements that are
within the scope of this audit. The audit scope defines the subject matter that the auditors have
assessed and reported on, such as a particular business process, organizational unit, or technology
system. If applicable, this section also describes any significant constraints imposed on the audit due
to information limitations or other scope impairments.

1.3.2 Evaluation Criteria

The purpose of this section is to describe the criteria that are used to evaluate performance. Audit
criteria represent the laws, regulations, standards, requirements, measures, and benchmarks against
which performance is compared or evaluated. Our audit focused on three sets of criteria: (1)
compliance with the legal requirements; (2) achievement of organizational goals; and (3) alignment
with performance standards, best practices, and/or benchmarks. These criteria are consistent with
GAO standards for evaluation criteria, as published in August 2011 (Government Auditing Standards,
2011 Internet Version, Section A6.02).

Within each section of this report, we identify the audit objectives and evaluation criteria that are
specific to each review area—and we cite specific evaluation frameworks and/or methodologies that
are used to support the evaluation. In order to establish a broad basis for evaluation, we rely (where
possible) on established “performance frameworks”, which define a set of commonly accepted
performance standards and associated criteria or metrics. For example, in the Human Capital and
Organizational Development review area, we use the Human Capital Assessment and Accountability
Framework (HCAAF) to establish performance standards and evaluation criteria.

13.3  Findings and Recommendations

Within each section, we evaluate the CFPB’s performance with respect to three sets of criteria—Ilegal
requirements, organizational goals, and performance standards. Our findings and recommendations
are presented in two ways. First, within the body of the report, we provide a bulleted list of the
findings and recommendations that we view as most important. Second, in a series of detailed tables,
we describe the progress that the bureau has demonstrated to date with respect to each performance
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criterion, and we offer recommendations for future action. In these tables, we further characterize the
bureau’s performance using ““stoplight ratings” and “priority scores”, as defined below.

Stoplight Ratings

e Green (G): Performance to date has met or exceeded the auditor’s expectations for a new
organization in all relevant criteria. CFPB has fully achieved the performance element or has
made significant progress towards achieving it.

e Yellow (Y): Performance to date has met the auditor’s expectations for a new organization in

some but not all relevant criteria. CFPB has made progress towards achieving the
performance element, but additional attention is needed.

¢ Red (R): Performance to date has not met the auditor’s expectations for a new organization.
CFPB has not made any significant progress towards achieving the performance element.

e Blank (-): No expectations exist with respect to this performance element. CFPB is not
expected to have demonstrated any performance in this area at this time in its standup.

e Grey (?): The audit team did not receive enough information to evaluate performance at this
time.

Priority Scores

e High: This is a high priority for meeting the bureau’s goals. Action should be taken as soon
as possible.

e Medium: This is a medium priority for meeting the bureau’s goals. Action should be taken
within the next 6 months.

e Low: This is a low-level priority for meeting the bureau’s goals. Nevertheless, action plans
should be developed within the next year.

1.4 Findings and Recommendations

141  Summary of Performance Ratings

Across all five review areas, the CFPB has made significant progress towards achieving legal
compliance, attaining organizational goals, and meeting performance standards. Through this
performance audit, we rated the bureau’s performance with respect to 102 distinct performance
elements. As illustrated in the figure below, the CFPB achieved a Green stoplight rating (met or
exceeded expectations in all relevant criteria) for 67 (66%) of these performance elements—and
achieved a Yellow rating (met expectations in some relevant criteria) for 24 (24%) of these elements.
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None of the elements received a Red score (performance has not met expectations). Following the
summary table, we highlight key findings and recommendations from each of the five review areas.

Performance Consumer Information All Review
Rating Human Capital Response Technology | Communications Budget Areas

G 5 (38%) 6 (33%) 6 (60%) 47 (81%) 3(100%) 67 (66%)

Y 7 (54%) 8 (44%) 2 (20%) 7 (12%) 0(0%) 24 (24%)
Q 0(0%) 0 (0%) 0(0%) 0(0%) 0(0%) 0 (0%)
Q 0(0%) 3 (17%) 2 (20%) 1(2%) 0(0%) 6 (6%)
@ 1(8%) 1(6%) 0(0%) 3 (5%) 0(0%) 5 (5%)

14.2

Key Findings and Recommendations: Human Capital and Organizational
Development

e CFPB fully complied with the requirement to develop a Recruitment and Retention
Plan, Training and Workforce Development Plan and Workforce Flexibilities Plan.

CFPB delivered these plans to Congress on July 21, 2011, as part of the report Developing our
Human Capital. The document identifies achievements as well as near and longer term actions
in each of the three requirement areas.

CFPB met the requirement of the Dodd-Frank Act to develop a compensation and
benefits program. CFPB benchmarked the Federal Reserve Board and other Financial
Institutions Reform Recovery and Enforcement Act (FIRREA) agencies to come up with a
comparable and competitive compensation model to attract mission-critical and support
occupations.

CFPB should staff up the bureau’s leadership positions and core functions. This goal is
mostly complete. To date, 4 of the 6 Associate Directors are on board and 20 of the 36
Assistant Directors are on board. Going forward, it is important to continue the search to fill
needed leadership positions in a timely manner.

CFPB has transferred employees from other federal agencies to address mission-critical
staffing needs. CFPB identified the major mission-critical and supporting functional
positions required, and negotiated with six federal agencies for positions to support mission-
critical functions being transferred to CFPB. A memorandum of understanding (MOU) was
developed that specifies the agreement with the federal agencies to transfer employees into
CFPB. An ‘Expression of Interest” was implemented with federal agencies, and interviewing
and selection criteria were outlined in MOUs, resulting in 232 transferees into CFPB.

CFPB should continue to implement its recruitment strategy. CFPB has done an
excellent job at filling positions to stay on target with recruiting goals and should continue
aggressive recruiting efforts through FY 2012 to hire the balance of personnel to staff CFPB at

4
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its targeted level. It is important that the bureau follow through by implementing its
recruitment strategy, vision and goals stated in the September 23, 2011 presentation CFPB
Recruitment Strategy & Update. There are over 400 mission critical vacancies and a number
of outreach activities that have been identified for FY 2012. Dedication, commitment,
coordination and expertise will be needed at all levels to accomplish these actions.

CFPB should fully develop a Training and Workforce Development Plan. The Dodd-
Frank Act specifically calls for a Training and Workforce Development plan, and this
continues to be a high priority and immediate need for CFPB. In the Annual Report to
Congress on July 21, 2011, Developing our Human Capital, CFPB defined an approach to
training and workforce development. To support their mission, CFPB has developed and held
lunch and learns, on-boarding training, and approximately three weeks of training for the core
Examiner and Consumer Response workforces. An assessment of workforce skills has been
executed and core competencies for executives and non-executives have been developed.
CFPB has a longer term goal to develop as a learning organization. In the near term, the
Training and Workforce Development Plan should ensure that CFPB has a consistent and
unified approach to training and workforce development, across all units and employee
populations.

Key Findings and Recommendations: Consumer Response

CFPB’s Consumer Response function has complied with all relevant legal requirements.
CFPB should use the credit card complaint standup approach — and learnings derived from its
initial implementation — as a template of sorts as Consumer Response continues to expand its
scope beyond the credit complaint area into mortgages and other financial products/services.

Consumer Response is in compliance with its own internal organizational performance
targets in those areas where: (1) targets have been documented; and (2) CFPB has officially
begun holding itself and others to performance targets that have been set thus far. CFPB
should complete the standup of key remaining operational enablers. This includes launching
Consumer Response’s consumer-facing knowledge base, implementing its complex case
management system, and ramping up to at least minimum analyst staffing levels required to
support quality assurance reviews for CFPB investigations and to develop/execute a master
performance dashboard.

CFPB should finalize all remaining targets tied to major operational metrics — and begin
enforcing targets as soon as possible. Consumer Response has yet to establish and/or
enforce final targets for operational metrics like maximum bank/regulator response time
during CFPB investigations, or standards around frequency and scope of periodic quality
assurance analysis and reporting (outside the intake/call center area). The sooner CFPB
establishes targets for these critical activity areas, the sooner it can begin tracking performance
associated with the full scope of its mandate, and the better prepared it will be to provide
periodic reporting and analysis to other stakeholders.

CFPB should consider adding consumer resolution dispute rate to its featured short-list
of major operational metrics. Including this metric (i.e., % of “resolved” complaints that
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consumers subsequently dispute) can increase leadership visibility into what affected
consumers may perceive as the effectiveness of current Consumer Response processes, and
help uncover themes and/or emerging issues in individual bank investigation performance.

e CFPB should establish a single Consumer Response master dashboard to track and
communicate actual performance against targets. This master dashboard may contain
different tabs/views, covering either department-wide (standup) goals or goals specific to each
financial product CFPB eventually addresses. Generally, however, the goal should be to
minimize differences across dashboard views to ensure appropriate focus on the core elements
of Consumer Response’s mission, and to facilitate easy comprehension and interpretation of
performance data.

¢ CFPB should implement an OMB-approved consumer satisfaction survey as a basic
means to begin systematically collecting feedback directly from those who are experiencing
CFPB’s operations today.

e CFPB should leverage the feedback it is already collecting. As an example, the bureau
should establish operational goals and processes around mining contacts that are currently
stored in Consumer Response’s contact management system as “feedback.”

e CFPB should draft a more formal “stakeholder feedback platform” plan. The bureau
should whiteboard current feedback mechanisms by key operational areas, (e.g., intake,
routing, tracking/resolution, analysis), channels (e.g., website, toll-free number), and
stakeholder type (e.g., prudential regulators, covered persons, consumer advocacy groups,
mass consumer audiences). In order to test the relevance and value of these feedback
mechanisms, CFPB should consider who will use the feedback from each data stream, how
the feedback will be used, and what the bureau [or other relevant stakeholders] will do
differently as a result of this feedback.

e CFPB should complete the conceptual development of a feedback platform, secure
approvals as needed and begin to implement. Note that “approvals” in this case means both
completing relevant compliance activity (e.g., Paperwork Reduction Act-mandated work), but
also securing buy-in from other CFPB offices or other key stakeholders to utilize insight
generated from the feedback that Consumer Response collects and analyzes.

e CFPB should continue to enhance process transparency to consumers and other
stakeholders. One way to accomplish this goal is to leverage stakeholder feedback, in order to
enhance the clarity of CFPB processes and performance expectations in ways that are relevant
to each major stakeholder group. For consumers, one relatively quick “win” in this area
would be to build notification capability to alert complainants as investigations move through
CFPB’s tiers.
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144 Key Findings and Recommendations: Information Technology

CFPB has used Information Technology (IT) to support customer service. With the
development of the Consumer Information System (CIS) and the CFPB website, the IT
department has created an engaging digital experience. The use of “Tell Your Story”” and
“Know Before You Owe” on the website offer further evidence of progress in this area. We
recommend that the IT organization continue its emphasis on this goal and conduct a formal
review of the usability of the website.

CFPB has aligned its information technology assets with its strategic missions, in
accordance with the Clinger-Cohen Act of 1996. This alignment is managed by the
Investment Review Board (IRB), and documented at a high level through the IRB dashboard.
Specifically, the IRB dashboard identifies each of the Initial Systems (technology assets)
being developed by CFPB, and links each asset to either: (1) a specific element of CFPB’s
mission; or (2) a specific enterprise or business service.

CFPB has complied with key elements of the E-Government Act of 2002, including the
Federal Information Security Management Act (FISMA) and the Confidential Information
Protection and Statistical Efficiency Act (CIPSEA). Specifically, CFPB obtained authority to
operate (ATO) for: (1) connectivity to the Treasury infrastructure; and (2) protection of
confidential and/or personal information in CIS. We recommend that CFPB continue their
approach to retaining personal information and conducting FISMA audits. CFPB has already
demonstrated behaviors consistent with this, for example, by submitting System of Record
Notices (SORN) that address items such as the individuals covered by the system, categories
of records in the system, purpose of the system, categories of users of the system, storage,
retrievability, and safeguards.

CFPB should continue to build human capital for the IT function. CFPB has made
appropriate progress towards this goal. It has named a Chief Technology Officer, Chief
Information Officer and Chief Information Security Officer — and it has established a
productive IT organization through an integrated team of government and contractor
personnel. We recommend that the IT organization target an 8% to 10% ratio of IT staff to
total CFPB staff.

CFPB should form an IT program management office (PMO) to facilitate a continuation
of its customer focus and implementation of key systems. Adopting a PMO approach
would provide a means of standardizing artifacts across projects and facilitate development of
a project database to support evaluations and a “lessons learned” process.

CFPB should initiate a formal evaluation process for IT investments. We found that the
project selection and project control components of CFPB’s IT investment management
process met GAO standards, as defined in the Information Technology Investment
Management (ITIM) Framework. We recommend that CFPB initiate a formal investment
evaluation process, now that it has a growing set of historical data regarding the performance
of IT projects. The evaluation process should be a function of the IRB and supported by the
PMO.
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CFPB’s IT investment management process is operating at “stage two” of the five-stage
maturity model defined by the GAO’s ITIM Framework. In order to progress to stage
three, CFPB should build upon existing IRB processes, with an emphasis on: (1) grouping
similar investments together and developing an IT portfolio; (2) creating and maintaining
portfolio selection criteria; (3) examining the merits of each IT investment in the context of the
portfolio; and (4) using an Enterprise Architecture to help align IT investments with strategic
objectives.

CFPB should develop and apply standard methods to manage risk and cost variance for
IT investments. Using the Federal IT Dashboard as a performance standard to evaluate three
projects, we found evidence of good requirements management, contractor oversight, human
capital, and schedule management. We recommend that the IT department apply a standard
method to monitor and manage cost variance, even though many projects are performed on a
fixed cost basis. Also, we recommend that CFPB adopt a standardized approach to
documenting risks and mitigation strategies.

Key Findings and Recommendations: Communications and Transparency

CFPB should continue to move toward filling positions and offices mandated by the
Dodd-Frank Act. The Dodd-Frank Act mandated the creation of six offices that perform
communications functions. CFPB has fulfilled its statutory mandates with respect to these
positions. The CFPB is statutorily unable to create a Consumer Advisory Board (CAB) until a
Director has been approved by Congress. However, a detailee is on staff currently serving in
the Ombudsman role, which does not require a Director in place. In addition to filling the
Ombudsman position with a permanent employee as soon as possible, we recommend that
CFPB continue to move forward with developing plans for CAB and be prepared to staff
positions as soon as a Director is approved.

CFPB should further coordinate its mission, vision and values statements across
mediums. Currently, the CFPB has defined its mission, vision and values, but they differ
slightly across platforms. While slight variances are to be expected given the differing
audiences each CFPB office is trying to reach (e.g., lawmakers, consumers and the general
public), in places where the CFPB’s statutory purpose, mission, vision, and values are printed,
it should consider reducing inconsistencies. Doing so will build brand strength over time and
allow multiple audiences to fully understand how the CFPB views itself.

CFPB should continue work on developing additional language capabilities. The CFPB
has made efforts to engage populations that have been most severely impacted by the financial
crisis. Currently the CFPB offers its 800 number in 189 languages and is in the process of co-
developing a Spanish version of the new single mortgage disclosure document from the Know
Before You Owe initiative and a fully functional Spanish version of the website. Co-
developing materials takes longer but it creates a much better product for consumers. CFPB
should continue to move forward in developing additional language capabilities to allow all of
its key constituencies to participate in the dialogue.
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1.4.6

CFPB should maintain policymaker interaction. Discussions with CFPB stakeholders
revealed a proactive view toward interacting with policymakers, including members of
Congress, and state and local officials. Members of the CFPB team have testified before
Congress on eleven occasions, have made numerous trips to the Hill to brief both
Congressional staff and members of Congress, and regularly provide updates on news coming
out of the bureau. CFPB should continue to engage policymakers and work toward
establishing a two-way dialogue through which both the bureau and policymakers can gain
important insight from one another.

CFPB should continue to engage key audiences. One of the challenges for the CFPB as it
continues to grow, mature and assume more responsibility is to continue the high level of
engagement it has fostered thus far. The bureau has set a very high standard for itself and may
encounter difficulties living up to that standard. An increase in staff will assist in meeting the
growing responsibilities of the bureau in this area.

CFPB should develop searchable content capability. One of Community Affairs’ goals is
to have searchable resource content available for all reports, studies and communications with
key groups. Community Affairs is currently working with the IT department to develop the
digital infrastructure needed for such a resource. CFPB should continue to develop this
capability.

Key Findings and Recommendations: Budget

CFPB has addressed all relevant budgeting requirements under Title X of the Dodd-
Frank Act. Overall, we found that CFPB practices are documented and consistently
performed.

CFPB should complete policy and procedural documentation. CFPB should continue its
work underway to more-fully document policies related to critical aspects of the Federal
Reserve funding request and transfer process. In addition, CFPB should continue to more-
fully document policies related to budget formulation and execution / commitment control.
Supplemental documentation should be developed to define detailed funding and budgetary
procedures, roles and responsibilities, and performance management and monitoring practices.

CFPB should build a staffing plan for the budget organization. CFPB has been hiring
additional budget staff over the past several months. As the bureau continues to expand its
operations, we encourage the bureau to continue to reach out to other comparable U.S. federal
agencies that have unique funding mechanisms and missions similar to that of CFPB (e.g.,
FDIC and OCC) to garner ideas and recommendations for the structure and staffing levels of
the bureau’s budgeting operations.

CFPB should continue to expand transparency of funding and expenditures. As the
CFPB grows, we expect the bureau will continue to expand the amount of information
available to the public (e.g., operational plans, funding levels, expenditures, financial
performance management against bureau priorities, and the like).
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CFPB should increase automation of budget formulation and performance
management. As is expected, much of CFPB’s budget formulation process is manual and
leverages spreadsheets — some of which are quite large and complex. CFPB should continue
comparative analysis with other similar agencies to evaluate options for enhanced budget
formulation and performance management automation. Where possible, we recommend
leveraging pre-existing solutions to best serve the bureau at this stage of its evolution versus
developing a bureau-specific solution.

CFPB should continue to clarify and document the applicability of budget-related
Circulars and Acts. CFPB continues its efforts to clarify and document the applicability to
CFPB operations of various budgeting and performance management Circulars and Acts.
CFPB has already adopted and will continue to integrate into its operations the principles and
concepts contained within the relevant Circulars and Acts and the bureau will implement,
where possible, best practice components. We support the bureau’s plans to both document
and implement all applicable standards and best practices.

CFPB should incorporate “outcome” objectives in its strategic planning. We understand
bureau-wide strategic plans are under development within CFPB. While this performance
audit did not evaluate the progress nor content of the current draft plans, we encourage
CFPB’s progressive stages of strategic planning to incorporate Government Performance and
Results Act (GPRA) Modernization Act of 2010 (Public Law 111-352 or GPRA-MA)
concepts outlining high-level organizational priorities, “outcome” objectives, annual
performance management plans, the relationship to funding and budgetary plans, progress
review plans, accountability assignments, and plans for transparent monitoring and reporting.

CFPB should load its budget at a divisional level. Starting with the FY 2013 President’s
Budget (currently being formulated) and the FY 2012 Operations Plan for CFPB, the bureau
plans to construct its budget on a bottom-up basis by cost center. For the FY 2012 Operations
Plan, CFPB plans to load its budget in its financial management system on a divisional basis
for enhanced execution and control. We support the bureau’s plan to begin loading the budget
at a divisional level in FY 2012 for more effective management, control and accountability.

10
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Section 2: Human Capital and Organizational Development

2.1 Scope of Audit

In this section, we establish scope boundaries for our audit of CFPB’s performance in the area of
Human Capital and Organizational Development. In order to define the overall scope of this review
area, we look to standards established by the Office of Personnel Management (OPM)’s Human
Capital Assessment and Accountability Framework (HCAAF).

The HCAAF establishes and defines five human capital systems that together provide a single,
consistent definition of human capital management for the Federal Government. Moreover, the
HCAAF outlines an ongoing process of human capital management for Federal agencies. This
framework is used to maximize planning and goal setting, implementation, and evaluation of results
across the following five systems:

1. Strategic Alignment (Planning and Goal Setting). Led by senior management—typically
the Chief Human Capital Officer (CHCO)— to promote the alignment of human capital
management strategies with bureau mission, goals, and objectives through analysis, planning,
investment, measurement, and management of human capital programs.

2. Leadership and Knowledge Management (Implementation). Ensures continuity of
leadership by identifying and addressing potential gaps in effective leadership, and
implements and maintains programs that capture organizational knowledge and promote
learning.

3. Results-Oriented Performance Culture (Implementation). Promotes a diverse, high-
performing workforce by implementing and maintaining effective performance management
systems and awards programs.

4. Talent Management (Implementation). Addresses competency gaps, particularly in
mission-critical occupations, by implementing and maintaining programs to attract, acquire,
develop, promote, and retain quality talent.

5. Accountability (Evaluating Results). Contributes to bureau performance by monitoring and
evaluating the results of its human capital management policies, programs, and activities; by
analyzing compliance with merit system principles; and by identifying and monitoring
necessary improvements.

Given its brief organizational history, it is not expected that the CFPB would have demonstrated
progress across all of the systems defined by the HCAAF. Indeed, when standing up a new
organization, there are generally some human capital systems and processes that are implemented
prior to others. With that in mind, the scope of our audit is limited to three of the five HCAAF
dimensions: Leadership and Knowledge Management; Results-Oriented Performance Culture; and
Talent Management.
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The other two dimensions (Strategic Alignment and Accountability) are generally matured once an
organization has established foundational human capital systems. Strategic plans for the CFPB are
expected to be developed in FY 2012. The development of the strategic plan will align the mission,
goals and objectives of the bureau and establish how the human capital organization will be analyzed.
Accountabilities will also be developed to support analysis of program performance.

In cases where the CFPB has already demonstrated progress or documented future-state plans, those
activities are mapped to the corresponding HCAAF dimension, and performance is evaluated relative
to established criteria. For those HCAAF dimensions where the bureau has not yet demonstrated
progress, the performance audit provides general recommendations regarding: (1) target dates for
achieving specific milestones in these dimensions; (2) best practices with respect to performance in
these dimensions; and (3) future audits of performance in these areas. As an example, each agency is
required by OPM to prepare a Strategic Human Capital Plan (SHCP) and a Human Capital
Management Report (HCMR). CFPB is not required to submit the SHCP this year but is required to
submit an HCMR documenting the bureau’s progress on December 15th. Thus, while a review of the
SHCP is out of scope for this audit, we provide guidance regarding best practices in the development
of this plan, as well as recommendations for prospective audits of performance.

2.2 Evaluation Criteria

The purpose of this section is to describe the evaluation criteria for this review area (associated
findings and recommendations are presented in Section 2.3). As with other areas of performance, our
audit focuses on three sets of criteria: (1) compliance with legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks.

22.1 Compliance with the Law

In order to assess compliance with legal requirements, we evaluate the extent to which CFPB has met
each of the following legal requirements, established by the Dodd-Frank Act and other relevant
legislation.

e Section 1067 of the Dodd-Frank Act requires the bureau to submit an annual report to the
Committee on Banking, Housing, and Urban Affairs of the Senate and the Committee on
Financial Services of the House of Representatives that includes: (1) a Recruitment and
Retention Plan; (2) a Training and Workforce Development Plan; and (3) a Workforce
Flexibilities Plan.

e Section 1013 of the Dodd-Frank Act requires that, “The Director shall at all times provide
compensation (including benefits) to each class of employees that, at a minimum, are
comparable to the compensation and benefits then being provided by the Board of Governors
for the corresponding class of employees.”

e Pursuant to the Dodd-Frank Act, the CFPB has collaborated with the six transferring agencies
to establish procedures and systems that allow for employees transferring into the bureau to
retain appropriate benefits provided to them by their prior agency for a one-year period, and to
reimburse those agencies as required by the Dodd-Frank Act. The six agencies are the
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Department of Housing and Urban Development, Office of Thrift Supervision, Office of the
Comptroller of the Currency, National Credit Union Administration, Federal Deposit
Insurance Corporation, and the Federal Reserve Board of Governors and Federal Reserve
System Banks.

e Under the Dodd-Frank Act CFPB must establish business units in the areas of research,
community affairs and collecting and tracking complaints. The Dodd-Frank Act states that the
following offices should be developed within one year of the designation transfer date of July
21, 2011 to include, fair lending and enforcements, financial education, servicemembers
affairs; and within 180 days of the transfer date, offices such as, financial protection for older
Americans and minority and women inclusion, ombudsman, and consumer advisory board
should be established.

222 Achievement of Organizational Goals

In order to assess achievement of organizational goals, we evaluated the progress that CFPB has made
towards measurable goals that are documented in the bureau’s planning artifacts. The bullets below
describe the four organizational goals that were provided by CFPB leadership:

¢ Conduct organization design and workforce strategy development.
e Design and implement a payroll and hiring system.

e Pursue transfer agreements with other federal agencies currently performing consumer
protection functions.

e Staff up the bureau’s critical leadership positions and core functions.

223  Alignment with Performance Standards and Best Practices

We use OPM’s HCAAF framework to conduct a broad-based evaluation of the CFPB’s performance
in the area of Human Capital and Organizational Development. Below, we describe the three
dimensions or “systems” of HCAAF that are the focus of our evaluation, along with specific
evaluation criteria for each. Each HCAAF system is based on critical success factors that make up the
overall system. Critical success factors are the areas on which agencies and human capital
practitioners should focus to achieve a system’s standard for success principles. Each critical success
factor comprises key elements that can be examined to determine organizational development and
human capital system maturity. These critical success factors, and the associated key elements, serve
as evaluation criteria for our performance audit, within each HCAAF system. For a comprehensive
list of critical success factors and key elements, please refer to Office of Personnel Management’s
HCAFF Resource Center at the following link: http://www.opm.gov/hcaaf” resource center/.

Leadership and Knowledge Management System

The Leadership and Knowledge Management System focuses on identifying and addressing
leadership competencies so that continuity of leadership is ensured, knowledge is shared across the
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organization, and an environment of continuous learning is present. This system comprises five
critical success factors and their key elements.
1. Leadership Succession Management
Change Management
Integrity and Inspiring Employee Commitment
Continuous Learning

AN

Knowledge Management

Results-Oriented Performance Culture System

The Results-Oriented Performance Culture System focuses on having a diverse, results-oriented, high-
performing, workforce, as well as a performance management system that effectively plans, monitors,
develops, rates, and rewards employee performance. This system comprises six critical success factors
and their key elements.

1. Communications
Performance Appraisal
Awards
Pay-for-Performance
Diversity Management

S

Labor/Management Relations

Talent Management System

The Talent Management System focuses on agencies having quality people with the appropriate
competencies in mission-critical activities. This system comprises two critical success factors and their
key elements.

1. Recruitment

2. Retention

os and Recommendations

In this section, we present key findings and recommendations for each of the three sets of criteria
included in the performance audit: (1) compliance with the legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks. The supporting tables referenced throughout this section are presented at the end of the
section.

23.1 Compliance with Legal Requirements

Table 1 presents our assessment of the CFPB’s compliance with legal requirements. Each row in this
table specifies a legal requirement for the CFPB. For each legal requirement, we describe the progress
that the bureau has demonstrated to date, along with recommendations (as applicable) for future
action. The section below highlights our key findings and recommendations:
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232

CFPB fully complied with the requirement to develop a Recruitment and Retention
Plan, Training and Workforce Development Plan and Workforce Flexibilities Plan.
CFPB delivered these plans to Congress on July 21, 2011, as part of the report Developing our
Human Capital. The document identifies achievements as well as near and longer term actions
in each of the three requirement areas.

CFPB met the requirement of the Dodd-Frank Act to develop a compensation and
benefits program. CFPB benchmarked the Federal Reserve Board and other FIRREA
agencies to come up with a comparable and competitive compensation model to attract
mission-critical and support occupations. Retirement and non-retirement benefits were
benchmarked across government agencies to develop benefits and programs that are
progressive and timely. Thorough analysis led to developing compensation models and a
benefits package that goes beyond the limitations of Title V.

CFPB leveraged best practices in developing procedures for employee transfers. CFPB
drew on information from the report Research & Analysis: Organizational Stand-ups Lessons
Learned and Key Insights to guide the development of procedures for transferring employees
from other agencies. Specifically, this report describes a case study of the Federal Housing
Finance Agency (FHFA), which underscores the importance of understanding the legislative
requirements for transfer employees. The FHFA encountered a significant roadblock in
numerous OMB and OPM regulations on government employee transfers, and struggled with
the maze of federal regulations while trying to achieve organizational goals. CFPB found that
although negotiating MOUs with six transferring agencies was a lengthy process, the value of
transferred employees from other federal agencies was significant. CFPB established a
centralized recruitment and outreach process to identify, interview and select federal
employees for its mission-critical Examiner and Consumer Response positions. This system
helped CFPB to successfully attract and negotiate the transfer of highly-skilled employees
from other Federal agencies between July and October 2011.

Achievement of Organizational Goals

Table 2 presents our assessment of the CFPB’s achievement of organizational goals. Each row in this
table corresponds to a specific CFPB organizational goal. For each goal, we describe the progress that
the bureau has demonstrated to date, along with recommendations for future action (as necessary).
The section below highlights our key findings and recommendations for each goal.

CFPB established an organizational design and a workforce plan and approach. This

goal was completed in the following ways:

o CFPB developed a preliminary organizational design composed of six units, and an
overall targeted head count of 1325 employees. To accompany the organizational design
each unit developed vision and functional statements.

o CFPB units were tasked to implement staffing and hiring actions such as determining the
number and type of positions for each level. Position descriptions were developed for each
position; vacancy announcements developed and job vacancies were advertised in
USAJOB.
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CFPB designed and implemented a payroll and hiring system. This goal was completed in

the following ways:

o In compliance with the Dodd-Frank Act requiring that CFPB’s compensation system be
comparable to that of the Federal Reserve Board, CFPB designed a compensation
approach and model based on benchmark studies of the Federal Reserve Board
compensation approach and model as well as other FIRREA agencies.

o Benefits packages were benchmarked from the same agencies and included both
retirement and non-retirement benefits. The CFPB benefits package goes beyond the
typical federal benefits package by offering benefits such as short- and long-term
disability, dental and vision benefits, business travel accident insurance, and a flexible
spending account.

o CFPB designed their hiring system by classifying jobs of most critical positions first,
creating a job leveling system, including pay bands. The hiring system classified required
positions, starting with the most critical positions.

o A major task in CFPB’s launch was to set up payroll and human resource transaction
systems. The National Finance Center’s (NFC) payroll system and the Department of
Treasury’s personnel system, HR Connect, were chosen and implemented. Many of the
Dodd-Frank transfer agencies use the NFC finance system; thus, the use of this system by
CFPB facilitated the employee transfer process to CFPB.

CFPB has transferred employees from other federal agencies to address mission-critical
staffing needs. CFPB identified the major mission-critical and supporting functional
positions required, and negotiated with six federal agencies for positions to support mission-
critical functions being transferred to CFPB. A memorandum of understanding (MOU) was
developed that specifies the agreement with the federal agencies to transfer employees into
CFPB. An ‘Expression of Interest’ was implemented with federal agencies, and interviewing
and selection criteria were outlined in MOU s, resulting in 232 transferees into CFPB.

CFPB should staff up the bureau’s leadership positions and core functions. This goal is
mostly complete. To date, 4 of the 6 Associate Directors are on board and 20 of the 36
Assistant Directors are on board. Going forward, it is important to continue the search to fill
needed leadership positions in a timely manner. The following activities were completed for
this goal:

o CFPB identified and detailed federal employees to serve on an implementation team
which carried out initial planning and execution of core functions and leadership needs.

o The implementation team developed a hiring process by meeting with its members to
define competencies for Associate Directors. Associate Directors were hired and the same
process was performed to define competencies for and to hire Assistant Directors.
Assistant Directors defined competencies for mission critical positions such as Examiners,
Research & Market Analysts, Economists, and Financial Analysts. Thus, the key mission-
critical functions and supporting populations were hired into CFPB in a cascading fashion.

o Key hiring policies were implemented, such as policy number CFPB-COO-011 (Excepted
Service Non-Executive Positions under Waiver Authority Interim Policy). This policy
describes the methodology and authorities the CFPB will use to create, evaluate, and fill
non-executive positions that are excepted from the competitive service, pursuant to the
waiver provision in § 1013(a)(1)(C) of the Consumer Financial Protection Act of 2010.
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o Going forward, it is important to continue the search for the balance of the Associate and
Assistant Directors to fill needed leadership positions in a timely manner. Associate and
Assistant Directors have an important role as leaders to set actions for their units to
accomplish the short and long-term goals set for the CFPB as a new bureau with high
visibility. This should be a priority search for CFPB and goals should be set for Assistant
Directors to be hired within the first two quarters of the FY 2012 fiscal year.

233  Alignment with Performance Standards and Best Practices

Table 3, Table 4 and Table 5 present our assessment of the CFPB’s alignment with performance
standards and best practices. Each row in these tables corresponds to a specific critical success factor
within the corresponding HCAAF system. For each critical success factor, we provide the following
information: (1) a rating of CFPB’s performance to date, using a stoplight scale (i.e., Red, Yellow or
Green); (2) a summary of demonstrated performance; (3) the priority of future progress in this area,
based on the importance of the performance area for a start-up organization; and (4) recommendations
for future action. Table 6 presents high-level recommendations for the two HCAAF Systems
(Strategic Alignment and Accountability) that are outside the scope of this audit.

The section below highlights our key findings and recommendations—those that are the most critical
at this time for the CFPB’s Human Capital Office. They are derived from the findings that are “High”
priorities in the matrices on the following pages.

e CFPB should develop a formal Human Capital Program Plan, which would build on
existing projects and systems. The Human Capital Office is in a start-up mode and has
multiple human capital systems that have been designed or are planned to be implemented in
FY 2012. It is important for the Human Capital Office to formalize their various plans and
projects by developing a Human Capital Program Plan (HCPP). The HCPP is a functional
plan that will integrate the Human Capital Office vision and mission and strategic goals for
CFPB. Use of the HCAAF standards set by OPM is a good framework to comply with legal
and federal standards and also used as a guide. A formal plan should be developed in the near
term and led/managed by the Chief Human Capital Officer (CHCO) or similar position in the
Human Capital Office to oversee and make decisions about Human Capital projects within the
HCPP. The objective of an HCPP will be to coordinate all major human capital systems, some
of which are already in progress; some of which need an implementation strategy; and other
systems are still in a formative stage. The systems that will be part of the HCPP include, but
are not limited to:

o Human Capital Strategy and Implementation plan

Executive/Management Development Program and Succession Management system

Training and Workforce Development Program

Knowledge Management System

Performance Management System including a pay-for-performance and awards

programs

o Cornerstone On-Demand system that facilitates implementation of the: performance
system, learning management system, knowledge management system, and integrated
talent management system.

o Diversity Plan

o Long-term Recruitment Plan

(@)
@)
(@)
@)
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o Retention Plan

e CFPB has followed best practices in organizational transformation through the creation
of a “Culture Club”. A GAO report on Results-Oriented Cultures (GAO-03-669) highlights
the importance of involving employees from the beginning in transformation efforts. CFPB
has done just that with forming a Culture Club. The Culture Club has researched progressive
approaches, held lunch and learns to communicate information; and completed surveys such
as the Values survey and the Demographics and diversity survey. The GAO report states that
creating opportunities for employees helps to accelerate the transformation and in CFPB’s
case, establishing a work environment that provides ample communications, innovation and
creativity. This is a unique opportunity for CFPB as a start up bureau to create an environment
that is characterized by the values of open communications and shared responsibility for
accomplishing organizational goals and objectives. While the Culture Club has had many
accomplishments they need a formal charter establishing the Culture Club as an organization
with a purpose and process to continue the energy, creativity, and activity establishing the
work they will be doing in months and years to come. The Culture Club charter should
consider the following:

o Set a Culture Club vision, case for change to establish raison d'étre for the Culture
Club. This statement will explain the purpose and objectives for the group.

o Gain executive sponsorship — who will be the sponsor and what is their role and
responsibility as leader/s?

o Establish membership and representation from all CFPB units and expertise — who are
the members, how are they chosen, what are their responsibilities, how long is their
tenure; do members rotate?

o Develop multiple outreach methods — lunch and learns are excellent forms of
communicating and training on important topics there are additional methods to
exchange ideas. Determine the various outreach methods and how outreach,
communications, training can increase morale and bureau engagement.

o Uncover important information that is not spoken or shared in formal sessions.
Identify methods for anonymous input to provide for broader representation of ideas
and diversity of information.

o Develop a Culture Club project plan that is communicated to CFPB and seeks broad
input.

¢ CFPB should continue to implement its recruitment strategy. CFPB has done an
excellent job at filling positions to stay on target with recruiting goals and should continue
aggressive recruiting efforts through FY 2012 to hire the balance of personnel to staff CFPB at
its targeted level. It is important that CFPB follow through by implementing its recruitment
strategy, vision and goals stated in the September 23, 2011 presentation: CFPB Recruitment
Strategy & Update. There are over 400 mission critical vacancies and a number of outreach
activities that have been identified for FY 2012. This is a big effort for the CFPB Human
Capital Office this year and one that can be accomplished by following through with the
strategy and action plans to support the challenges that have been defined in the presentation.
There are over 25 actions suggested. Some are complex efforts that coordinate detailed plans
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and groups of personnel. Dedication, commitment, coordination and expertise will be needed
at all levels to accomplish these actions. In the near term consider the following actions:

o Building the recruitment infrastructure of specialists and CFPB workforce will be
significant to accomplishing the outreach efforts, plans and multiple actions.

o Identify a project manager to lead the effort and set clear expectations and
accountabilities.

o Consider detailing CFPB staff into recruitment efforts on a rotational basis and
provide a form of benefit for their contribution; possibly a letter for their file sent to
their manager showing commitment and dedication.

o Evaluate results and update strategy, goals and plans to stay as much on track as
possible.

CFPB should fully develop a Training and Workforce Development Plan. The Dodd-
Frank Act specifically calls for a Training and Workforce Development plan, and this
continues to be a high priority and immediate need for CFPB. In the Annual Report to
Congress on July 21, 2011, Developing our Human Capital, CFPB defined an approach to
training and workforce development. To support their mission, CFPB has developed and held
lunch and learns, on-boarding training, and approximately three weeks of training for the core
Examiner and Consumer Response workforces. An assessment of workforce skills has been
executed and core competencies for executives and non-executives have been developed.
CFPB has a longer term goal to develop as a learning organization. In the near term, the
Training and Workforce Development Plan should ensure that CFPB has a consistent and
unified approach to training and workforce development, across all units and employee
populations. Some near term activities to include in the Training and Workforce
Development Plan:

o Apply competency models to develop career paths.

o Identify a skills matrix for each family of positions and for each level.

o Plan and implement the Emerging Leader or Executive Candidate Development
Program.

o Plan and implement an Executive Management Development Program.
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Independent Performance Audit of CFPB Operations and Budget October 15, 2011

Section 3: Consumer Response

3.1 Scope of Audit

In this section, we establish scope boundaries for our audit of CFPB’s performance in the area of
Consumer Response. Consumer Response’s mandate is to facilitate the centralized collection of,
monitoring of, and response to complaints regarding consumer financial products or services; and to
interpret and utilize consumer complaints and other feedback both to improve its own operations and
to contribute to the eventual improvement of consumer financial products/services. This mandate and
the operations required to address it align closely with customer experience management and
customer loyalty disciplines in a wide variety of business-to-business (B2B) and business-to-
consumer (B2C) industries.

In order to evaluate the CFPB’s performance with respect to Consumer Response, we employed an
overall framework informed by both general customer experience management best practices and a
behavioral model originally developed by the American Customer Satisfaction Index (ACSI) to
provide insight into consumer satisfaction with local and federal government services (i.e., the
American Consumer Satisfaction Index™™ Government Model)'. The resulting framework,
diagrammed in the figure below, contains three main components—experience preparation,
experience execution, and desired stakeholder behaviors.

Our premise is that stakeholder” behaviors and reactions with regard to a given entity (e.g., CFPB
Consumer Response) are a direct byproduct of how well that entity: (1) understands stakeholder needs
and expectations; (2) defines how it will address stakeholder needs and expectations; and (3)
executes/adjusts its operational plans based on stakeholder feedback. Specifically, experience
preparation may include key activities like:
e defining and segmenting key operational stakeholders — consumers and/or others
e gathering insight from stakeholders on their needs and expectations relative to Consumer
Response activity — essentially, the “ideal experience” they desire
e crafting a high-level strategy to address stakeholder needs and deliver the desired stakeholder
experience, given any other pre-existing operational metrics or constraints (legal, operational
or financial)

" The American Customer Satisfaction Index, (ACSI) is a private company originally founded in 1994 through the
partnership of the University of Michigan/Ross School of Business, the American Society for Quality, and Claes
Fornell International. The ACSI interviews about 80,000 Americans annually and asks about their satisfaction with
the goods and services they have consumed. Respondents address a wide range of business-to-consumer products
and services, including durable goods, services, non-durable goods, local government services, federal government
services, etc. Results from data collection and analyses are released to the public throughout each calendar year and
utilized to inform and test behavioral models that connect product/service provider actions with desired customer
outcomes (e.g., satisfaction, willingness to purchase and/or recommend). The American Consumer Satisfaction
Index ™ Government Model is one of these models.

2 The term “stakeholders” is used here to refer to consumers, Congress, covered persons/entities as defined in Dodd-Frank,
and other federal agencies
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e defining clear roles, responsibility and accountability for ideal experience delivery within
Consumer Response and between Consumer Response personnel and other relevant
departments or agencies

Experience execution is all about following through: embedding key elements of ideal experience
strategy and regular stakeholder feedback into daily operating processes, policies, and systems.
Execution begins with implementing key business processes that reflect stakeholder needs; within
Consumer Response, these would include intake, tracking/resolution and analysis/reporting processes.
Beyond this, successful experience execution may be dependent on multiple related factors, including
things like:
e providing clarity to stakeholders around key business processes [Process Information]
¢ administering communication channels for stakeholders that reflect how stakeholders want to
interact with Consumer Response, available when stakeholders want them [Customer Service,
Website]
e instituting process and outcome measurement capabilities and using insight from
measurement for the purposes of continuous improvement [Outcomes Measurement &
Continuous Improvement]

Consumer Response Evaluation Framework

Experience Experience Desired Stakeholder
Preparation E— Execution — Behaviors

Compliance
[Process]
_ Information

Planning

. Recommendation

Customer Service
—_—
Conﬁdence

Cutcomes
[Measurement &
Continuous

Measurement
&
Actioning

Governance

Adoption/
Cooperation

Improvement}

In the case of CFPB Consumer Response, resulting desired stakeholder behaviors may include things
like:
o stakeholder agreement that the bureau is delivering on its legislative mandate,
e stakeholder willingness to recommend existing CFPB Consumer Response processes to
others to resolve relevant disputes or address relevant inquiries,
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e stakeholder confidence in CFPB Consumer Response processes and personnel, or
e stakeholder cooperation, co-development and/or compliance with CFPB policies, processes
and guidance

The CFPB’s Consumer Response function is new enough that it may not be possible to assess the
degree to which the bureau is achieving these desired stakeholder behaviors today. However, we can
examine its experience preparation and experience execution activities to date—as well as related
systems, processes and tools—to gain insight on how well Consumer Response may achieve desired
stakeholder behaviors in the future. For more information on each of the experience preparation and
execution activity areas in the graphic above, see our evaluation criteria in Section 3.2.

Our audit focuses predominantly on the CFPB credit card complaint system with the understanding
that many of the tools, practices and roles being put into place to execute this system are foundational
to future Consumer Response activities. That said, it is not expected that the activities and plans listed
above will fully address all aspects of the performance framework listed in Section 3.1. Our efforts
have disproportionately focused on those areas of experience preparation and execution that were fully
operational as of August 31, 2011.

In cases where the CFPB has already demonstrated progress or documented future-state plans, those
activities are mapped to the corresponding area of our evaluation framework, and performance is
evaluated relative to our proposed criteria (see Section 3.2). For those framework areas where the
bureau has not yet demonstrated progress or has limited performance data, this performance audit
provides general recommendations regarding: (1) best practices with respect to performance in these
dimensions; and (2) future audits of performance in these areas. As an example, a detailed quantitative
and qualitative analysis of call center operational efficiency is out of scope for this audit, although it
represents a prospective focus area for future audits of Consumer Response performance given CFPB
reliance on this as a complaint/inquiry intake channel.

3.2 Evaluation Criteria

The purpose of this section is to describe the evaluation criteria for this review area (associated
findings and recommendations are presented in Section 3.3). As with other areas of performance, our
audit focuses on three sets of criteria: (1) compliance with legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks.

321 Compliance with the Law

The bullets below describe specific provisions of the Dodd-Frank Act that establish requirements
and/or evaluation criteria in the area of Consumer Response (Sections 1013(b)(3) and 1034).

e Section 1013(b)(3)(A) of the Dodd-Frank Act requires the CFPB to establish “a single, toll
free telephone number, a website, and a database or utilizing an existing database to facilitate
the centralized collection of, monitoring of, and response to consumer complaints regarding
consumer financial products or services.”
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e Section 1013(b)(3)(A) of the Dodd-Frank Act requires the CFPB to coordinate with the
FTC and other federal agencies to route complaints to those agencies, where appropriate, and
route complaints “[t]o the extent practicable” to states that meet certain requirements.

e Section 1013(b)(3)(C) of the Dodd-Frank Act requires the CFPB to report to Congress
annually on complaint numbers, types and, where applicable, resolution. In addition, Section
1016(b)(2) calls for semiannual reports that include “an analysis of complaints about
consumer financial products and services that the Bureau has received and collected in its
central database on complaints during the preceding year.”

e Section 1013(b)(3)(D) of the Dodd-Frank Act requires the CFPB to share data with
prudential regulators, the Federal Trade Commission, other Federal agencies, and State

agencies, to “facilitate preparation of [annual Congressional] reports . . ., supervision and
enforcement activities, and monitoring of the market for consumer financial products and
services.”

e Section 1034(a) of the Dodd-Frank Act requires the CFPB to establish (in consultation with
the appropriate federal regulators) “reasonable procedures to provide a timely response to
consumers, in writing, where appropriate” to complaints and inquiries that include the
regulators’ steps in response; responses received from the covered person; and any follow-up
regulator actions.

e Section 1013(e)(1)(B) of the Dodd-Frank Act requires the CFPB to monitor complaints by
servicemembers and their families, and responses thereto.

322  Achievement of Organizational Goals

In order to assess achievement of organizational goals, we evaluated the progress that CFPB has made
towards measurable goals that are documented in CFPB planning artifacts. The bullets below
describe the specific organizational goals that are included in our analysis. These goals were derived
from Consumer Response-provided documentation including new hire training materials, contact
center statement of work and related service level agreement materials and product rollout schedules.
Goals by major operational area include:

e Opverall Standup
o Meet documented milestone timing in Contact Center Phase I & II milestone calendar
o Meet documented milestone timing for overall Consumer Response project plan
(across all major initiatives, beyond just the CFPB contact center)

e Intake of Consumer Contacts — Contact Center
o 100% compliance with contact center service level agreement

e Routing of (Credit Card) Complaints
o Routing of complaints to banks, regulators within 48 hours of intake

e Routing of Other Contacts, Inquiries

30



Independent Performance Audit of CFPB Operations and Budget October 15, 2011

o Immediate response to Tier 1 through 2 phone inquiries

o Absolute maximum elapsed time of 7 days between warm transfer of Tier 3 phone
inquiry and resolution (ideal within 24 hours)

o Acknowledgement of written inquiry within 48 hours of receipt

o Response to written inquiry by Consumer Response within 30 days of receipt

e Management and Tracking of Complaints and Resolution (Bank/Regulator Resolution)
o Response from bank/regulator to consumer within 10 days of initial complaint
o Response from bank/regulator during 1%, 2™ or 3" tier CFPB investigations (note:
target in this case is not yet established as of September 27, 2011)

e Management and Tracking of Complaints and Resolution (CFPB Investigations)
o Completion of 1%, 2" or 3" tier investigations within 20 days of investigation start

e Quality Assurance and Analysis/Reporting of Contact Data
o To be determined, and therefore generally excluded from this “achievement of
organizational goals” analysis; this element of Consumer Response operations is still

clearly in standup mode (e.g., hiring analysts, investigation staff is in process as of
September 27, 2011).

323  Alignment with Performance Standards and Best Practices

In order to assess alignment with performance standards and best practices, we evaluated the progress
that CFPB has made relative to an overall performance framework that is informed by both general
customer experience management best practices and the American Consumer Satisfaction Index ™
Government Model), as described in section 3.1. They include:

¢ Planning Standards
o Evidence of segmenting stakeholder base and soliciting information on desired
stakeholder experience (stakeholder experience definition)
o Clear mapping between stakeholder experience and department functionality
o Documentation that includes milestones, timing, critical dependencies

e Governance Standards
o Clear roles/responsibilities/accountability within CR
o Clear roles/responsibilities/accountability between CR and related agencies, covered
persons
o Documented/clear/accessible internal operating standards and related targets

e Measurement & Actioning Standards (Process)
o Ease and timeliness of intake processes
o Ease and timeliness of resolution processes (credit cards)
o Ease and timeliness of reporting processes (credit cards)
o Alignment of channels/touch points to key consumer segments

e Measurement & Actioning Standards (Information)
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o Accessibility and transparency of complaint resolution process and outcomes (from
stakeholder point of view)

e Measurement & Actioning Standards (Customer Service)
o Courtesy and professionalism of live touch points (800 # call center/IVR and live chat)

e Measurement & Actioning Standards (Website)
o Ease/utility of CR website — consumer complaint intake form
o Ease/utility of CR website — other current supporting functionality (e.g., Tell Your

Story)

e Measurement & Actioning Standards (Outcomes)

Performance versus internal standards/metrics (e.g., time to resolution)

o Performance versus stakeholder expectations (beyond basic compliance)

o Linkage between measurement and continuous process improvement

o Quality of reporting to inform future CFPB scope, reduce complaints over time

o

os and Recommendations

In this section, we present key findings and recommendations for each of the three sets of criteria
included in the performance audit: (1) compliance with the legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks. The supporting tables referenced throughout this section are presented at the end of the
section.

33.1 Compliance with Legal Requirements

Table 7 presents our assessment of the CFPB’s compliance with legal requirements. Each row in this
table corresponds to a specific legal requirement. For each requirement, we describe the progress that
the bureau has demonstrated to date, along with recommendations for future action. The bullets
below highlight our key findings and recommendations

e CFPB’s Consumer Response function has complied with all relevant legal requirements.
CFPB should use the credit card complaint standup approach — and learnings derived from its
initial implementation — as a template of sorts as Consumer Response continues to expand its
scope beyond the credit complaint area into mortgages and other financial products/services.

33.2  Achievement of Organizational Goals

Table 8 presents our detailed assessment of the CFPB’s achievement of organizational goals. Each
row in this table corresponds to a specific organizational goal. For each goal, we describe the progress
that the bureau has demonstrated to date (findings), along with recommendations for future action.
The bullets below highlight our key findings and recommendations.

e Consumer Response is in compliance with its own internal organizational performance
targets in those areas where: (1) targets have been documented; and (2) CFPB has officially
begun holding itself and others to performance targets that have been set thus far.
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CFPB should finalize all remaining targets tied to major operational metrics — and begin
enforcing targets as soon as possible. As of this report, Consumer Response has yet to
establish and/or enforce final targets for operational metrics like maximum bank/regulator
response time during CFPB investigations, or standards around frequency and scope of
periodic quality assurance analysis and reporting (outside the intake/call center area). The
sooner CFPB establishes targets for these critical activity areas, the sooner it can begin
tracking performance associated with the full scope of its mandate, and the better prepared it
will be to provide periodic reporting and analysis to other stakeholders. From a practicality
perspective, committing to and enforcing targets quickly also helps avoid generating an
unworkable backlog of complaints and/or investigations as consumer contact volume
invariably increases. Enforcing existing targets should also increase the speed with which key
external contractors (e.g., contact center) build a sense of accountability and responsiveness to
improve average customer service representative skills and consistency of service delivery.

CFPB should consider adding consumer resolution dispute rate to its featured short-list
of major operational metrics. Including this metric (i.e., % of “resolved” complaints that
consumers subsequently dispute) can increase leadership visibility into what affected
consumers may perceive as the effectiveness of current Consumer Response processes, and
help uncover themes and/or emerging issues in individual bank investigation performance.
Today, all metrics and targets listed in section 3.2.2. of this document focus exclusively on
efficiency (timeliness).

CFPB should organize milestone information across Consumer Response. We also
suggest that Consumer Response establish a master milestone calendar across all its major
projects and initiatives to track progress and surface critical interdependencies.
Documentation provided by CFPB during this audit contains examples of master milestone
tracking up through CFPB’s July 21 launch date, but only evidence of milestone development
and tracking on an individual project and/or functional area basis thereafter. Consolidating and
tracking milestones across projects today will continue to help the department manage its
ongoing standup activities and communicate progress effectively to internal and external
stakeholders.

CFPB should establish a single Consumer Response master dashboard to track and
communicate actual performance against targets. This master dashboard may contain
different tabs/views, covering either department-wide (standup) goals or goals specific to each
financial product CFPB eventually addresses. Generally, however, the goal should be to
minimize differences across dashboard views to ensure appropriate focus on the core elements
of Consumer Response’s mission, and to facilitate easy comprehension and interpretation of
performance data. We would, for example, expect the operational area categories from
section 3.2.2 of this document (e.g., overall standup, intake of consumer contacts, routing of
complaints) to remain fixed, across any covered/relevant financial product. Internal metrics
from section 3.2.2 (e.g., compliance with contact center service level agreement) would also
change very little across products, emphasizing process timeliness and consumer satisfaction
data once CFPB emerges from its initial standup phase. Individual targets may vary more
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broadly, reflecting process nuances associated with complaint resolution and investigation for
different product types.

333  Alignment with Performance Standards and Best Practices

Table 9, Table 10 and Table 11 present our assessment of the CFPB’s alignment with performance
standards and best practices. Each row in these tables corresponds to a specific performance
criterion/success factor within our larger Consumer Response evaluation framework (see section 3.1).
For each success factor, we provide the following information: (1) a rating of CFPB’s performance to
date, using a stoplight scale (i.e., Red, Yellow or Green); (2) a summary of demonstrated
performance; (3) the priority of future progress in this area, based on the importance of the
performance area for a start-up organization; and (4) recommendations for future action.

Two overarching themes exist across our evaluation, namely:

1. Consumer Response has clearly leveraged stakeholder feedback to help frame its initial
organizational design. Recall that understanding stakeholder needs/expectations and using
this understanding to inform operations is a critical driver of desired stakeholder behavior
(e.g., adoption/usage, cooperation, recommendation).

2. Consumer Response currently demonstrates operational rigor to deliver the desired
stakeholder experience from an intake process perspective — particularly when it comes to
process documentation and training associated with its contact center.

Going forward, the challenge for Consumer Response is to:

e Maximize consistency in its contact center intake technician and specialist performance;

e Develop the same process and performance rigor for currently developing operational areas
outside of intake, particularly in the areas of CFPB complaint review and investigation;

e Balance ongoing operational improvement in the credit card area while maintaining
momentum in the expansion of other covered financial products and services, and

e Continue to establish and use formal stakeholder feedback channels, both for continuous
improvement with its credit card complaint processes and to inform design as it moves beyond
this area

The bullets below highlight our other key findings and recommendations not yet referenced in the
preceding discussion within this document’s Findings and Recommendations section.

Nearest-Term Opportunities for Improvement (High Priority)

¢ CFPB should implement an OMB-approved consumer satisfaction survey as a basic
means to begin systematically collecting feedback directly from those who are experiencing
CFPB’s operations today.

e CFPB should leverage the feedback it is already collecting. As one example, the bureau
should continue to establish operational goals and processes around mining contacts currently
stored in Consumer Response’s contact management system as “feedback.”
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CFPB should complete the standup of key remaining operational enablers. This includes
launching Consumer Response’s consumer-facing knowledge base, completing
implementation of its complex case management system, and ramping up to at least minimum
analyst staffing levels required to support quality assurance reviews for CFPB investigations
and to develop/execute a master performance dashboard (as referenced on page 31). It also
includes accelerating the in-process standup of contact center CSR monitoring and
coaching/training to improve consistency of CSR performance.

Mid-Term Opportunities for Improvement (Medium Priority)

CFPB should draft a more formal “stakeholder feedback platform™ plan, which would
address topics such as: (1) how feedback will be collected and used to improve operations;
and (2) how feedback will be collected and used to improve financial products and services.
CFPB should whiteboard current feedback mechanisms by key operational areas, (e.g., intake,
routing, tracking/resolution, analysis) channels (e.g., website, toll-free number) and
stakeholder type (e.g., prudential regulators, covered persons, consumer advocacy groups,
mass consumer audiences). In order to test the relevance and value of these feedback
mechanisms, CFPB should consider who will use the feedback from each data stream, how
the feedback will be used, and what the bureau [or other relevant stakeholders] will do
differently as a result of this feedback.

CFPB should look for gaps in the formality, frequency, coverage and intent/functionality
of its existing feedback mechanisms. The ideal platform should include a mix of quick/near-
time/operational feedback and broad/infrequent/strategic feedback. CFPB should bound the
volume of feedback mechanisms in part based on its bandwidth to analyze the resulting data.
Feedback channels can also offer the opportunity to understand CFPB performance/value
from the view of the stakeholder and act as a form of outreach to collaborate on solution
development or continuous improvement. One vehicle for this type of collaboration is a
stakeholder advisory board/community (or multiple versions of the same). Tips to maximize
the impact of stakeholder advisory boards include:
o Enact rotating membership, limiting stakeholder participants to 18 to 24-month
terms maximum
o Focus formal board meetings/discussions on a single objective and related
discussion topic whenever possible, and prepare board members with advance
materials to provide context
o Use board member feedback to inform future topics and to shape the frequency of
interaction — but generally, expect quarterly interaction at most
o Use a third-party facilitator to moderate meetings, allowing Consumer Response
staff to contribute and listen actively. (Note: “third-party” can mean a CFPB staff
member outside of Consumer Response. Focus group facilitation experience is a
plus for any potential moderator.)
o Explore opportunities to facilitate interaction between board members outside
Consumer Response — often, board members see the opportunity to build
relationships with other members as part of what makes membership worthwhile
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e CFPB should communicate progress to key stakeholders. Specifically, the bureau should
consider employing the concept of an “annual CFPB Consumer Response scorecard” to
summarize key performance metrics, results, feedback themes and implications and/or
anticipated improvement initiatives. A scorecard of this type, distributed to Consumer
Response staft along with internal and external stakeholders, improves accountability,
maximizes clarity of operations and reinforces CFPB’s commitment to its mandate.

e CFPB should complement its existing position description and procedural
documentation with RACI. A 1 or 2-page RACI document should map out who is
responsible, accountable, who should be consulted and who should be informed with regard to
major activities within Consumer Response. A RACI document provides a single, easily
digestible artifact of roles and responsibilities with and across CFPB and related
agencies/covered persons. This can be a valuable communications tool given how dependent
Consumer Response operations are on close coordination with other CFPB offices and
external stakeholders.

e CFPB should institute a “universal contact code” policy for all contacts, assuming one
does not currently exist. The bureau should mandate the use of this policy on all
communications/status updates associated with individual complaints or related investigations
— particularly on any documents that may exist outside of Consumer Response’s contact
management system. The code can enable easy tracking of information as it flows between
Consumer Response, regulators and covered persons, and should tie to relevant record ID
codes within the contact management system.

Longer-Term Opportunities for Improvement (Low Priority)

e CFPB should complete the conceptual development of a feedback platform, secure
approvals as needed and begin to implement. Note that “approvals” in this case means both
completing relevant compliance activity (e.g., Paperwork Reduction Act-mandated work), but
also securing buy-in from other CFPB offices or other key stakeholders to utilize insight
generated from the feedback that Consumer Response collects and analyzes.

e CFPB should enhance process transparency to consumers and other stakeholders. One
way to accomplish this goal is to leverage stakeholder feedback, in order to enhance the clarity
of CFPB processes and performance expectations in ways that are relevant to each major
stakeholder group. For consumers, one relatively quick “win” in this area would be to build
notification capability to alert complainants as investigations move through CFPB’s tiers. For
other CFPB offices, this could mean exploring the feasibility of replicating the current
knowledge-sharing model in place with the Office of Servicemember Affairs (OSA), thereby
improving the ability of other departments to contribute to Consumer Response’s
investigation, tracking and analysis efforts.

e CFPB should consider enhancing future intake specialist, investigator and QA/QC staff
capabilities via certification program(s). It is our understanding that CFPB is in the process
of developing more formal performance management systems as of this report date. Intake
specialists, investigators and QA/QC staff are three CFPB operational roles that may benefit
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from the establishment of a more formal certification program as part of this work. Setting
and supporting certification expectations helps enforce consistent delivery of the desired
stakeholder experience when it comes to complaint tracking, resolution and analysis — in much
the same way as the formal customer service representative evaluation and training programs
that Consumer Response is implementing now is designed to reinforce consistent quality
among its contact center staff.
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Independent Performance Audit of CFPB Operations and Budget October 15, 2011

Section 4: Information Technology

4.1 Scope of Audit

In this section, we establish scope boundaries for our audit of CFPB’s performance in the area of
Information Technology (IT). Our evaluation of the bureau’s performance in this area has three
distinct components: (1) an evaluation of selected IT investments to date (i.e., project performance);
(2) an evaluation of current-state operations of the IT investment process; and (3) an evaluation of IT
investment process maturity. In order to evaluate performance across these three areas, we leveraged
three complementary performance frameworks. In the table below, we introduce the source for each
performance framework, and explain how we used the framework to support the performance audit.

Performance Framework Evaluation Use
Federal IT Dashboard Establishes a framework for evaluating the
(http://www.itdashboard.gov/) performance of individual IT investments or

projects, in terms of cost, schedule, and other
performance metrics that are established by

agency ClOs.
GAO Report: Assessing Risks and Returns: A Establishes a framework for evaluating how well
Guide for Evaluating Federal Agencies' IT an agency is selecting and managing its IT
Investment Decision-making (AIMD-10.1.13) resources, and for identifying improvement
opportunities.
GAO Report: Information Technology Establishes a framework for evaluating the
Investment: A Framework for Assessing and maturity of an IT investment process. This report

Improving Process Maturity (GAO-04-394G) enhances the guidance from AIMD-10.1.13
through the creation of a formal maturity model
for investment management—the Information
Technology Investment Management (ITIM)
Framework.

4.1.1 Evaluation of Major IT Investments

The first component of our performance audit was an evaluation of selected IT projects that are
currently underway at CFPB. The purpose of this component was to determine whether existing I'T
investments are proceeding according to established plans with respect to scope, schedule, and budget
— and whether they are meeting the defined requirements. In order to evaluate performance in this
dimension, we used the standards and criteria that defined by the Federal IT Dashboard (FITD). The
FITD is a standardized method for all federal agencies to report on the health of their major IT
projects, and to support decisions regarding the investment and management of IT resources.

4.1.2 Evaluation of the IT Investment Process

The second component of our performance audit is an evaluation of operations of the IT investment
process. The purpose of this component is to evaluate the overall planning and control of the IT
investment process, including the methods that CFPB uses to select and manage IT projects, as well as
the standards that are used to determine whether IT investments are supporting strategic goals. In
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order to evaluate performance in this dimension, we used the standards and criteria that are defined in
GAO’s framework for evaluating Federal IT investment decision-making. This framework is based
on three inter-connected dimensions:

e Selection. Setting priorities and making decisions regarding which IT projects should be
funded.

e Control. Managing projects throughout the development lifecycle in order to ensure that
projects deliver their intended results.

e Evaluation. Comparing actual results against expected results and assessing the project’s
impact on mission performance.

413 Evaluation of IT Investments Maturity

The third component of our performance audit was an evaluation of the maturity of CFPB’s IT
investment process. In order to evaluate performance in this dimension, we used the standards and
criteria that are defined by GAO’s Information Technology Investment Management (ITIM)
Framework. This framework defines five progressive stages of maturity for IT investment
management — and for each stage, it describes a set of criteria that must be in place to achieve that
stage.

GAOQ developed the ITIM to be used both as a tool for organizational improvement, and as a standard
against which to judge the maturity of an organization’s IT investment management process. The
specific maturity levels and associated criteria of the ITIM framework are described in greater detail in
Section 4.2.3.2.

4.2 Evaluation Criteria

The purpose of this section is to describe the evaluation criteria for this review area (associated
findings and recommendations are presented in Section 4.3). As with other areas of performance, our
audit focuses on three sets of criteria: (1) compliance with legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks.

42.1 Compliance with the Law

The Dodd-Frank Act did not specifically establish requirements and/or evaluation criteria in the area
of IT Systems. However, there are laws that establish standards and criteria for IT systems and IT
investment processes. Chief among them are the following:

e E-Government Act of 2002 (Public Law 107-347, 116 Stat. 2899, 44 U.S.C. § 101, H.R.
2458/S. 803), United States statute enacted on December 17, 2002, with an effective date for
most provisions of April 17, 2003. Its stated purpose is to improve the management and
promotion of electronic government services and processes by establishing a Federal Chief
Information Officer within the Office of Management and Budget, and by establishing a
framework of measures that require using Internet-based information technology to improve
citizen access to government information and services, and for other purposes.
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e Federal Information Security Management Act of 2002 (FISMA) (44 U.S.C. § 3541, et
seq). United States federal law enacted in 2002 as Title III of the E-Government Act of 2002
(Pub.L. 107-347, 116 Stat. 2899). The act recognized the importance of information security
to the economic and national security interests of the United States. The act requires each
federal agency to develop, document, and implement an agency-wide program to provide
information security for the information and information systems that support the operations
and assets of the agency, including those provided or managed by another agency, contractor,
or other source.

¢ Confidential Information Protection and Statistical Efficiency Act (CIPSEA). This statute
prohibits disclosure or release, for non-statistical purposes, of information collected under a
pledge of confidentiality. Under CIPSEA, data may not be released to unauthorized persons.

e The Clinger-Cohen Act of 1996 (formally the Information Technology Management
Reform Act, Division E of Public Law 104-106) The Clinger-Cohen Act requires federal
agencies to focus on the results they are achieving through IT investments. Specifically, the
act introduces much more rigor and structure into how agencies approach the selection and
management of IT projects. Among other things, the head of each agency is required to
implement a process for maximizing the value and assessing and managing the risks of the
agency's IT acquisitions.

e The Paperwork Reduction Act of 1995 (PRA) (Public Law 104-13). PRA requires
agencies to use information resources to improve the efficiency and effectiveness of their
operations and fulfillment of their missions. It emphasizes achieving program benefits and
meeting agency goals through the effective use of IT.

e The Federal Acquisition Streamlining Act of 1994 (FASA) (Public Law 103-355). Title V
of FASA requires agencies to define cost, schedule, and performance goals for federal
acquisition programs (including IT projects) and to monitor these programs to ensure that they
remain within prescribed tolerances. If a program falls out of tolerance (failure to meet 90
percent of cost, schedule, and performance goals), FASA gives the agency head the authority
to review, and if necessary terminate, the program.

42.2  Achievement of Organizational Goals

In order to assess achievement of organizational goals, we evaluated the progress that CFPB has made
towards measurable goals that are documented in its planning artifacts. The bullets below describe the
five goals that were documented in CFPB’s Information Technology Roadmap:

e Hire/Retain World Class Talent
o Be great at sourcing world-class candidates
o Seek people who share our values and align with our mission
o Establish an interview process that is rigorous and fair
o Demonstrate commitment to the professional development of our team
o Create an environment that fosters work/life balance & career growth
e Lay the Technology Foundation
o Place top priority on safety and securing the public trust
o Deliver geographically agnostic, reliable access to our network
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o Use technology to simplify and improve processes for our customers, don’t impose
burdens on them

o Seek enterprise-wide solutions to common problems

o Value openness and transparency in all we do

¢ Drive the Data Architecture
o Develop systems and policies to clean, merge, and store data
o Help acquire key data and facilitate expansive analyses
o Structure environments to support wide array of analysis tools
o Centralize collection through an enterprise wide data warehouse
o Provide exceptional tools for reporting and analysis
e Provide Customer Focused IT Services
o Constantly monitor CFPB needs and external technology trends
o Focus on understanding problems first, technology second
o Provide responsible governance over the IT platform portfolio
o Make it faster, easier, and better to work with IT
o Be ambassadors internally and externally for great IT
e Create Engaging Digital Experiences
o Deliver an engaging website experience with useful tools
o Build data and content APIs for external use
o Develop and integrate applications for internal use
o Focus on a highly useful mobile experience
o Provide open source code for other government agencies to use

423  Alignment with Performance Standards and Best Practices

In order to evaluate alignment with performance standards and best practices, we used the standards
and criteria defined by three federal IT performance frameworks: (1) GAO’s Guide for Evaluating IT
Investment Decision-Making; (2) GAO’s Information Technology Investment Management (ITIM)
Framework; and (3) the Federal IT Dashboard. Each of these performance frameworks is made up of
several dimensions of performance, as well as criteria and/or examples that constitute effective
performance. Below, we describe the dimensions and criteria that make up each of the three
performance frameworks.

423.1 GAO?’s Guide for Evaluating I'T Investment Decision-making

In order to evaluate the IT investment management process, we use standards and criteria defined by
GAO in its Guide for Evaluating IT Investment Decision-Making.> GAO’s framework is built around
three phases of IT investment management (Selection, Control and Evaluation) — as well as three
levels of review (Process, Data and Decisions). As illustrated in the diagram below, the intersection of
these three phases and review levels creates a matrix of nine performance areas.

3 GAO, Assessing Risk and Returns: A Guide for Evaluating Federal Agencies’ IT Investment Decision-making, GAO-
AIMD-10.1.13 (Washington, D.C.: February 1997).
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Within each performance area, GAO has defined specific criteria or “key elements”, which we use to
evaluate performance for the CFPB’s IT investment process. For example, specific criteria related to
the Selection dimension include the following:

e Does the organization have a defined process for submitting and screening new funding
proposals for management consideration? Is this process established in policy guidance?

e Does the selection process define (1) what information is to be submitted, (2) who must
approve (screen) the information prior to formal submission, (3) how a determination will be
made about where in the organization the project will be reviewed, and (4) the stages of
management review?

e Areroles, responsibilities, and authority for people and offices involved in the screening
process clearly defined?

4.23.2 GAOQO’s Information Technology Investment Management (ITIM) Framework

In order to evaluate the CFPB’s investment management maturity, we use standards and criteria that
are defined in GAO’s ITIM Framework." This framework is built around five progressive stages of
maturity for IT investment management (Stages 1 through 5). As illustrated in the diagram below,
each stage of maturity is indicated by the presence of certain “critical processes”. For example,
critical processes for advancement past Stage 1 maturity include the creation of an investment review

* GAO, Information Technology Investment Management: A Framework for Assessing and Improving Process Maturity,
GAO-04-394G (Washington, D.C.: March 2004).
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board and development of an investment selection process. We use the presence of these critical
processes as criteria to evaluate the maturity CFPB’s IT investment management process.

Maturity stages Critical processes
Stage 5: Leveraging IT for - Optimizing the investment process
strategic outcomes - Using IT to drive strategic business change
Stage 4: Improving the - Improving the portfolio’s performance
investment process - Managing the succession of information systems
Stage 3: Developing a complete - Defining the portfolio criteria
investment portfolio - Creating the portfolio

- Evaluating the portfolio
- Conducting postimplementation reviews

Stage 2: Building the investment - Instituting the investment board
foundation - Mesting business needs
- Selecting an investment
- Providing investment oversight
- Capturing investment information

Stage 1: Creating investment awareness | - IT spending without disciplined investment processes

Source: GAD.

42.3.3 Federal IT Dashboard (FITD)

The FITD is a standardized method for all federal agencies to report on the health of their major IT
projects. Following the FITD methodology, each IT project receives an overall investment rating,
which is a composite of three component scores (cost, schedule, and Evaluation by Agency CIO).
The “Evaluation by Agency CIO” dimension is determined by each agency CIO, using a pre-defined
set of evaluation factors and criteria, as illustrated in the table below. The bullets below describe the
criteria that we used to evaluate IT project performance:

e Risk Management
o Does a risk management strategy exist?
Are risks well understood by senior leadership?
Is the risk log current and complete?
Are risks clearly prioritized?
Are mitigation plans in place to address risks?

O O O O

e Requirements Management
o Are investment objectives clear?
o Is scope controlled?
o Are requirements complete, clear and validated?
o Are appropriate stakeholders involved in requirements definition?

e Contractor Oversight
o Isthe acquisition strategy defined and managed via an Integrated Program Team?

> Federal IT Dashboard, FAQ - For Agencies, http://www.itdashboard.gov/fag-agencies (September 2, 2011)
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o Does the agency receive key reports, such as earned value reports, current status, and
risk logs?

o Isthe agency providing appropriate management of contractors such that the
government is monitoring, controlling, and mitigating the impact of any adverse
contract performance?

e Historical Performance
o Are there significant deviations from planned cost and schedule?
o Are lessons learned and best practices incorporated and adopted?

e Human Capital
o Isthere a qualified management and execution team for the IT investments?
o Are contracts in place to support the investment?
o Isthere a low turnover rate among project resources?

e Cost. The cost criterion is assessed in terms of percent cost variance. Cost variance of less
than 10% results in a “Green” stoplight rating; cost variance of 10% to <30% results in a
“Yellow” rating; and cost variance of 30% or more results in a “Red” rating.

e Schedule. The Schedule criterion is assessed in terms of percent schedule variance. Schedule
variance of less than 10% results in a “Green” stoplight rating; schedule variance of 10% to
<30% results in a “Yellow” rating; and schedule variance of 30% or more results in a “Red”
rating.

4.3 Findings and Recommendations

In this section, we present key findings and recommendations for each of the three sets of criteria
included in the performance audit: (1) compliance with the legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks. The supporting tables referenced throughout this section are presented at the end of the
section.

43.1 Compliance with Legal Requirements

Table 12 presents our assessment of the CFPB’s compliance with legal requirements. Each row in
this table corresponds to a specific legal requirement. For each requirement, we describe the progress
that the bureau has demonstrated to date, along with recommendations for future action. The bullets
below highlight our key findings and recommendations:

e CFPB has developed an innovative web presence that helps the bureau to both educate and
listen to consumers, in accordance with eGovernment Act objectives. We recommend that
CFPB continue to expand its delivery of services via the Internet as planned, specifically
including the addition of “products” to the domain of the Consumer Information System
(CIS).
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432

CFPB has complied with key elements of the E-Government Act of 2002, including the
Federal Information Security Management Act (FISMA) and the Confidential Information
Protection and Statistical Efficiency Act (CIPSEA). Specifically, CFPB obtained authority to
operate (ATO) for: (1) connectivity to the Treasury infrastructure; and (2) protection of
confidential and/or personal information in CIS. We recommend that CFPB continue their
approach to retaining personal information and conducting FISMA audits. CFPB has already
demonstrated behaviors consistent with this, for example, by submitting System of Record
Notices (SORN) that address items such as the individuals covered by the system, categories
of records in the system, purpose of the system, categories of users of the system, storage,
retrievability, and safeguards.

CFPB has aligned its information technology assets with its strategic missions, in
accordance with the Clinger-Cohen Act of 1996. This alignment is managed by the IRB, and
documented at a high level through the IRB dashboard. Specifically, the IRB dashboard
identifies each of the Initial Systems (technology assets) being developed by CFPB, and links
each asset to either: (1) a specific element of CFPB’s mission; or (2) a specific enterprise or
business service. The IT department enters proposed IT investments into the dashboard as
proposals are received from the business areas and the IRB reviews each investment on a
weekly basis. The IRB review is the management mechanism for implementing the capital
planning and investment control processes for IT systems.

Achievement of Organizational Goals

Table 13 presents our assessment of the CFPB’s achievement of organizational goals. Each row in
this table corresponds to a specific organizational goal. For each goal, we describe the progress that
the bureau has demonstrated to date, along with recommendations for future action. The bullets
below highlight our key findings and recommendations

CFPB should continue to build human capital for the IT function. CFPB has made
appropriate progress towards this goal. It has named a Chief Technology Officer, Chief
Information Officer and Chief Information Security Officer — and it has established a
productive IT organization through an integrated team of government and contractor
personnel. We recommend that the IT organization target an 8% to 10% ratio of IT staff to
total CFPB staff.

CFPB should form an IT program management office (PMO) to facilitate a continuation
of its customer focus and implementation of key systems. The IT department has achieved
its goal of laying the technical foundation for CFPB and providing customer focused services.
Adopting a PMO approach would provide a means of standardizing artifacts across projects
and facilitate development of a project database to support evaluations and a “lessons learned”
process.

CFPB has used Information Technology (IT) to support customer service. With the
development of the Consumer Information System (CIS) and the CFPB website, the IT
department has created an engaging digital experience. The use of Tell Your Story and Know
Before You Owe on the website offer further evidence of progress in this area. We
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recommend that the I'T organization continue its emphasis on this goal and conduct a formal
review of the usability of the website.

433  Alignment with Performance Standards and Best Practices

Table 14 (Investment Review Process) presents our assessment of the CFPB’s performance with
respect to IT Investment Management. Each row in this table corresponds to an evaluation factor
specified in GAO ITIM framework. Table 15 presents our summary assessment of performance for
three IT projects that are currently being managed by the CFPB (eDiscovery, Consumer Information
System, and Cornerstone). For each row in these tables, we provide the following information: (1) a
rating of CFPB’s performance to date, using a stoplight scale (i.e., Red, Yellow or Green); (2) a
summary of demonstrated performance; (3) the priority of future progress in this area; and (4)
recommendations for future action. The bullets below highlight our key findings and
recommendations.

CFPB should initiate a formal evaluation process for IT investments. We found that the
project selection and project control components of CFPB’s IT investment management
process met GAO standards, as defined in the Information Technology Investment
Management (ITIM) Framework. We recommend that CFPB initiate a formal investment
evaluation process, now that it has a growing set of historical data regarding the performance
of IT projects. The evaluation process should be a function of the Investment Review Board
(IRB) and supported by the PMO.

CFPB’s IT investment management process is operating at “stage two” of the five-stage
maturity model defined by the GAO’s ITIM Framework. In order to progress to stage
three, CFPB should build upon existing IRB processes, with an emphasis on: (1) grouping
similar investments together and developing an IT portfolio; (2) creating and maintaining
portfolio selection criteria; (3) examining the merits of each IT investment in the context of the
portfolio; and (4) using an Enterprise Architecture to help align IT investments with strategic
objectives.

CFPB should develop and apply standard methods to manage risk and cost variance for
IT investments. Using the Federal IT Dashboard as a performance standard to evaluate three
projects, we found evidence of good requirements management, contractor oversight, human
capital, and schedule management. We recommend that the I'T department apply a standard
method to monitor and manage cost variance, even though many projects are performed on a
fixed cost basis. Also, we recommend that CFPB adopt a standardized approach to
documenting risks and mitigation strategies.
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Independent Performance Audit of CFPB Operations and Budget October 15, 2011

Section 5: Communications and Transparency

5.1 Scope of Audit

In order to evaluate CFPB’s performance in the area of Communications and Transparency, we
examined the extent to which the bureau has: (1) complied with relevant laws and regulations; (2)
achieved organizational goals and objectives; and (3) aligned with industry best practices. Successful
communications plans consider the following critical components as a baseline for building a strategy.

e Determine Goals, Objectives and Strategies — Determine the end state CFPB would like to
reach with respect to communications and transparency initiatives and the strategies to achieve
that goal.

o Identify Audiences — Identify the specific audiences CFPB wants to engage.

o [Establish Policies and Processes — Make certain that there are internal policies and processes
to ensure that CFPB’s communications strategy can be properly executed.

¢ Develop Key Messages — Develop messages for key audiences, noting that while messages
can be different, message consistency across the organization is important.

¢ Identify Vehicles and Materials for Delivery — Identify the vehicles and materials for
message delivery that are appropriate for the targeted audiences and materials used.

e Define Metrics — Define what success means and identify the metrics CFPB will use to
determine how successful it has been in executing its communications strategy.

We recognize that CFPB is a new bureau and as such may not have implemented all aspects of its
plan or determined all appropriate criteria. However, we were able to examine the plans it has
developed and executed against thus far, along with those it has developed and will execute in the
future, assess its performance to date and offer recommendations for consideration in the future. Our
audit focuses on major accomplishments and plans, including internal planning documents, memos
and processes, media rollout plans, master outreach plans, reports, and media coverage.

5.2 Evaluation Criteria

The purpose of this section is to describe the evaluation criteria for this review area (associated
findings and recommendations are presented in Section 5.3). As with other areas of performance, our
audit focuses on three sets of criteria: (1) compliance with legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks.

5.2.1 Compliance with the Law

The bullets below describe specific provisions of the Dodd-Frank Act and other applicable laws and
regulations that establish compliance requirements or standards in the area of Communications and
Transparency.
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e Section 1013(a)(5) of the Dodd-Frank Act requires that CFPB have an Ombudsman whose
responsibilities include focusing on problem resolution between the bureau and regulated
entities or other parties.

e Section 1014 of the Dodd-Frank Act requires that CFPB create a Consumer Advisory Board
(CAB) that advises and consults with the bureau in the exercise of its functions and provides
information on emerging practices in the consumer financial products or services industry,
including regional trends and concerns.

e Title 10, Section 1013(e) of the Dodd-Frank Act requires that CFPB create the Office of
Servicemember Affairs. A key objective for the Office as delineated in the statute is to
“educate and empower servicemembers and their families to make better informed decisions
regarding consumer financial products and services”.

e Title 10, Section 1013(g) of the Dodd-Frank Act requires that CFPB create the Office of
Financial Protection for Older Americans, defined as individuals 62 years or older. The goal
for this office is to establish programs that provide financial literacy and counseling and to
work with other community and non-profit organizations that assist seniors.

e Title 10, Section 1035 of the Dodd-Frank Act requires that CFPB designate a Private
Education Loan Ombudsman. Included in the duties prescribed for the Ombudsman is a
charge to “ensure coordination in providing assistance to and serving borrowers seeking to
resolve complaints related to their private education or Federal student loans”.

e Title 10, Section 1013(d) of the Dodd-Frank Act requires that CFPB establish the Office of
Financial Education (OFE), which is responsible for educating consumers to help them make
better financial decisions. This office is charged to reach out directly to consumers and to
coordinate with other offices within CFPB to carry out its mandates.

¢ Freedom of Information Act (FOIA) (Public Law 89-554) — FOIA provides all citizens
with the right of access to federal agency records or information. When a written request for
information is received by a federal agency, the agency is required to disclose those records,
unless they can be lawfully withheld under nine specific exemptions outlined in the statute.
The burden is on the government, not the public, to provide explanation for why information
cannot be released.

¢ E-Government Act of 2002 (Public Law 107-347) — The E-Government Act of 2002's
purpose is to improve electronic government services by establishing a Federal Chief
Technology Officer, located in the Office of Management and Budget, and creating a
framework that requires Internet-based information technology to improve the transparency of
and access to government information and services for citizens. The statute includes the
Federal Information Security Management Act of 2002 (FISMA) and the Confidential
Information Protection and Statistical Efficiency Act (CIPSEA).

e Federal Funding and Accountability Transparency Act (FFATA) (Public Law 109-
282) — FFATA requires that all entities or organizations receiving federal funds as of FY 2007
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5.2.2

are disclosed to the public, with the intent to empower all citizens with the ability to hold the
government accountable for spending decisions. All information on federal awards are
available to the public via www.usaspending.gov, providing transparent information to the
public on government spending decisions.

Achievement of Organizational Goals

In order to assess achievement of organizational goals, we evaluated the progress that the bureau has
made towards measurable goals that are identified in CFPB planning documents. The bullets below
describe the specific organizational goals that are included in our analysis. These goals were derived
from the CFPB 2011 Public Outreach Plan, planning documents for the Office of Community Affairs,
discussions with CFPB stakeholders, and the Office of Consumer Education and Engagement’s (CEE)
6-Month planning document.

The CFPB 2011 Public Outreach Plan established the following objectives: (1) maintain
public support; (2) highlight the positive impact the bureau can and will have in the lives of
American consumers; and (3) demonstrate the tangible benefits of the bureau to ordinary
Americans. To achieve these broad objectives, the bureau has pursued the following
organizational goals:

o Build familiarity with the CFPB brand

o Engage the public

o Explain policy deliverables in plain English

o Illustrate the consumer impact

o Maximize bureau resources

The Office of Community Affairs’ first year goals established the following objectives: (1) be
a bridge to the community, civil rights and consumer groups by showing the face of CFPB to
the public and bringing timely, relevant, reliable information from the field into the bureau to
help inform its work; and (2) be a thought leader on financial inclusion by serving the CFPB
and the public with up-to-date information and new ideas about developments in expanding
financial opportunity. To achieve these broad objectives, the Office of Community Affairs has
pursued the following organizational goals:

o Touch most significant national and regional consumer, civil rights, and grassroots
advocacy organizations in the financial services space (~200).

o Develop “early warning” information from the field and make available to all CFPB
reports and studies from consumer, civil rights, and community groups about impacts
of specific financial service products and practices on neighborhoods and
communities.

o Create a searchable content resource of those reports and studies, and provide periodic
updates for all CFPB staff of the input received from these groups.

o Be aresource to consumer, civil rights and nonprofit organizations, and help all parts
of the CFPB to access knowledge and information from those groups.

Within the CEE, the Office of Consumer Engagement established the following overall
objectives: (1) engage the public with new and timely content in multiple formats; (2) build a
team with the tools to succeed; (3) deploy an editorial content management system for
ConsumerFinance.gov and content we offer elsewhere via electronic channels; and (4) design
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a blueprint for the CFPB “consumer experience” and develop and deploy interactive product
and service offerings. Given the early stage of the Office of Consumer Engagement, we
evaluated the following deliverables defined by the Office within the CEE’s 6-Month Plan:

o

CFPB’s shared vision of the role of engagement and the desired impact on the public
of our engagement work

Organizational structure, position descriptions, career ladders, recruitment plan, and
policies to support the work (example, “blog on other sites” policy)

Blueprint for the CFPB “consumer experience,” concepts for CFPB product and
service offerings such as interactive tools, plus plan with timeline to bring one or more
of those more significant tools to fruition

IT solution for editorial workflow and content management system for
ConsumerFinance.gov

Improved business process for generating and clearing content for use on our website
and other electronic channels

8-10 blog posts each month generated by the Engagement Office, plus support for
financial education content in post and tip form generated by the OFE (in addition to
posts from around the bureau)

Consistent promotion of our money education content such as tip of the day to other
sites/channels

Web portals for the empowerment offices plus OFE (My Fi) and Fair Lending

One to two initial offerings to engage the public on money issues or money decision-
making in close cooperation with OFE

Design and implementation of calendar for use of direct email tool

Web streaming capacity (for Office of Servicemember Affairs convening,
enforcement hearings)

e Also within CEE, the Office of Servicemember Affairs (OSA) outlined the following overall
objectives: (1) educate and empower servicemembers and their families to make better-
informed financial decisions; (2) work with Consumer Response to monitor complaints from
military and responses to those complaints by CFPB and other federal and state agencies; (3)
coordinate efforts among federal and state agencies regarding consumer protection measures
relating to consumer financial products and services used by military families; and (4) serve as
a subject-matter expert on military consumer financial matters, both within and outside the
CFPB. Given the early stage and youth of the Offices of Servicemember Affairs, we
evaluated the following deliverables defined by OSA within the CEE’s 6-Month Plan:

@)
(@)

o

Develop military content for website/social media

Host convening in October concerning best practices in offering financial products to
military

Evaluate financial education at military basic training

Develop revised curriculum for new recruits in coordination with Dept. of Defense
Provide military expertise for Consumer Response: scripts, FAQs, referrals, tailored
assistance

Raise awareness of CFPB/OSA through media, speeches and outreach to business and
government
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e Itis important to note that CFPB stakeholders consistently expressed that their primary
objective is to support the overall mission of the organization, as prescribed by the statute, as
well as the stated mission and vision of the bureau. Discussions with CFPB stakeholders
revealed the following additional anecdotal goals, including:

o Adhere to all appropriate federal mandates

o Maintain the spirit of transparency that was “baked into the organization” at its
inception

o Educate the public on what CFPB is and what it is doing to help ordinary Americans

o Meet with community bankers from all 50 states

523  Alignment with Performance Standards and Best Practices

In order to assess achievement of performance standards and best practices, we evaluated the progress
CFPB has made against the framework outlined below.

e Goals, Objectives and Strategies. A successful communications plan should include well-
defined goals and objectives, and the necessary strategies to achieve those goals.

e Audiences. Audiences that are important to the CFPB should be identified and an initial
assessment should be made regarding their current perception or awareness level of CFPB.

e Policies and Processes. Internal policies and processes must be in place in order to provide
accountability for distributing external communications and creating transparency for the
public.

o Key Messages. Appropriate messages for different key audiences must be developed.

¢ Vehicles and Materials. The appropriate materials and vehicles for delivery should be
developed and determined for each key audience; there should also be an assessment of
integration of those materials into the overall communications and transparency strategy.

e Metrics of Success. In order to determine success, metrics for success (and success itself)
should be clearly defined.

5.3 Findings and Recommendations

In this section, we present key findings and recommendations for each of the three sets of criteria
included in the performance audit: (1) compliance with the legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks. The supporting tables referenced throughout this section are presented at the end of the
section.
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53.1 Compliance with Legal Requirements

Table 16 presents our assessment of the CFPB’s compliance with legal requirements. Each row in
this table corresponds to a specific legal requirement. For each requirement, we describe the progress
that the bureau has demonstrated to date, along with recommendations for future action. The bullets
below highlight our key findings and recommendations

e CFPB has complied with most requirements where we would expect to see progress in a
bureau of this age. In particular, the CFPB has demonstrated exemplary progress in
developing and implementing a process for complying with FOIA and has, in our judgment,
appropriately complied with applicable laws governing this and other federal government
agencies.

e CFPB should continue to move toward filling positions and offices mandated by the
Dodd-Frank Act. The Dodd-Frank Act mandated the creation of six offices that perform
communications functions. The bureau is statutorily unable to create a Consumer Advisory
Board (CAB) until a Director has been approved by Congress. However, a detailee is on staff
currently serving in the Ombudsman role, which does not require a Director in place. In
addition to filling the Ombudsman position with a permanent employee as soon as possible,
we recommend that CFPB continue to move forward with developing plans for CAB and be
prepared to staff positions as soon as a Director is approved.

53.2  Achievement of Organizational Goals

Tables 17 through 21 present our assessment of the CFPB’s achievement of organizational goals.
Each row in this table corresponds to a specific organizational goal. For each goal, we describe the
progress that the bureau has demonstrated to date, along with recommendations for future action.

The bullets below highlight our key findings and recommendations with regard to overall
organizational goals and those specifically outlined by the CFPB 2011 Public Outreach Plan, the
Office of Community Affairs, anecdotal discussions with the bureau’s stakeholders, and those
outlined by CEE. Overall, CFPB Communications and Transparency stakeholders have demonstrated
the appropriate levels of performance one would expect to see in a young organization.

e CFPB has made a great deal of progress in achieving a number of its overall goals. In
particular, the bureau as a whole has placed the utmost importance on engaging consumers,
the general public, and consumer and civil rights advocacy groups; its efforts are evident (and
successful) and should continue to drive the bureau going forward. Efforts could include, for
example, continuing to think about and develop long-term ways to help consumers express the
financial difficulties they face on an everyday basis. Finally, the CFPB should consider ways
to publicly demonstrate its leadership in this area.

¢ CFPB should further coordinate its mission, vision and values statements across
mediums. Currently, the CFPB has defined its mission, vision and values, but they differ
slightly across platforms. While slight variances are to be expected given the differing
audiences each CFPB office is trying to reach (e.g., lawmakers, consumers and the general
public), in places where the CFPB’s statutory purpose, mission, vision, and values are printed,
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it should consider reducing inconsistencies. Doing so will build brand strength over time and
allow multiple audiences to fully understand how the CFPB views itself.

e CFPB should use its overall strategy to develop coordinated strategies across divisions.
The CFPB is in the process of developing a bureau-wide strategy document for the CFPB
moving forward. We understand that individual divisions, (i.e., External Affairs, Consumer
Engagement and Education, etc.), will use this plan to inform the plans of individual offices
within the CFPB. This idea will help to formalize the continuity across divisions that already
exists informally and will synchronize goals, plans and defined success.

533 Alignment with Performance Standards and Best Practices

Tables 22 through 27 present our assessment of the CFPB’s performance with respect to each of the
six performance factors outlined in Section 5.2.3 (i.e., Goals and Objectives, Audiences, Policies and
Processes, Strategies and Messages, Vehicles and Materials, and Metrics of Success). Each row in the
tables corresponds to a goal, audience, policy, strategy, vehicle, or metric. For each, we provide the
following information: (1) a rating of CFPB’s performance to date, using a stoplight scale (i.e., Red,
Yellow or Green); (2) a summary of demonstrated performance; (3) the priority of future progress in
this area, based on the importance of the performance area for a start-up organization; and (4)
recommendations for future action. The bullets below highlight our key findings and
recommendations.

Key Findings

e CFPB has made engaging the public its top priority. The CFPB as a whole has made
substantial progress in communicating with and engaging the public, whether it is through
digital mediums (e.g., the CFPB website and blog), events (e.g., townhall meetings, CFPB
speeches), or one-on-one conversations. It is also clear that the CFPB has placed a high-level
of importance on interacting with multiple audiences on a regular basis, including consumer
groups, the private sector, policymakers, and the media. Internal documents reveal that the
CFPB has gone to great lengths to meet with members of the private sector, particularly those
that will be most affected by CFPB’s new authority, to keep them up to date on the direction
the bureau is headed, and ask them for feedback.

e CFPB has adopted and maintained a strong interest in being transparent and
accountable to the public. This is something that, as many told us, has been baked into the
organization since its inception. The transparency of the bureau was something former
Special Advisor Elizabeth Warren strongly believed in, and is something that has translated to
all aspects of the CFPB. The bureau is being transparent in numerous ways, including by
posting the calendars of top officials on the website.

e There is a strong “teamwork” mentality throughout the CFPB. In all of our discussions
with stakeholders, no individual in any division viewed his or her role as separate from the
actions of other divisions. Part of what has made CFPB so successful to date, in our view, is
the flow of information between offices and teams. For example, the Offices of Consumer
Engagement and Education and External Affairs are constantly working together to determine
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how best to reach key audiences and how to share information across teams. Additionally, the
Office of Servicemember Affairs is highly coordinated with other offices within CEE and
External Affairs.

Nearest-Term Opportunities for Improvement (High Priority)

CFPB should continue work on developing additional language capabilities. The CFPB
has made efforts to engage populations that have been most severely impacted by the financial
crisis. Currently the CFPB offers its 800 number in 189 languages, and is in the process of co-
developing a Spanish version of the new single mortgage disclosure document from the Know
Before You Owe initiative and a fully functional Spanish version of the website. Co-
developing materials takes longer but it creates a much better product for consumers. CFPB
should continue to move forward in developing additional language capabilities to allow all of
its key constituencies to participate in the dialogue it is fostering.

CFPB should determine definitions of success. Defining success is always difficult,
particularly in communications. Often times there is no one number or metric that can be used
to define success. While we understand the difficulty, offices within CFPB concerned with
external communications should work together to develop documented definitions.
Throughout our discussions with stakeholders, there were many times when the definition of
success was simply understood. While this practice is useful internally, the CFPB would
benefit greatly from putting agreed-upon definitions on paper. Doing so reinforces
accountability and gives outsiders, including new staff, the ability to immediately understand
what success looks like.

Mid-Term Opportunities for Improvement (Medium Priority)

CFPB should maintain policymaker interaction. Discussions with CFPB stakeholders
revealed a proactive view toward interacting with policymakers, including members of
Congress, and state and local officials. Members of the CFPB team have testified before
Congress on eleven occasions, have made numerous trips to the Hill to brief both
Congressional staft and members of Congress, and regularly provide updates on news coming
out of the bureau. CFPB should continue to engage policymakers and work toward
establishing a two-way dialogue through which both the bureau and policymakers can gain
important insight from one another.

CFPB should continue to engage key audiences. One of the challenges for the CFPB as it
continues to grow, mature and assume more responsibility is to continue the high level of
engagement it has fostered thus far. The bureau has set a very high standard for itself and may
encounter difficulties living up to that standard. An increase in staff will assist in meeting the
growing responsibilities of the bureau.

Longer-Term Opportunities for Improvement (Low Priority)

CFPB should develop searchable content capability. One of Community Affairs’ goals is
to have searchable resource content available for all reports, studies and communications with
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target groups. Community Affairs is currently working with the IT department to develop the
digital infrastructure needed for such a resource. CFPB should continue to develop this
capability.

e CFPB should continue to develop internal processes. CFPB has implemented several
internal processes, including a Clearance Memo that requires all external communications go
through the Executive Secretary to ensure message continuity, a Media Memo that educates
all CFPB staft on policies and procedures about dealing with the media, and multiple FOIA
procedures that insure requests are responded to on time and that the appropriate people within
CFPB are made aware of important requests. As discussed above, one of the challenges for
CFPB moving forward will be maintaining the high level of performance the bureau has
demonstrated to date. It will be important moving forward that all CFPB staff is properly
educated on all internal processes and that the high level of performance continues. For
example, as the CFPB continues to grow and assume more responsibility, there will
undoubtedly be an increase in FOIA requests. Having a tight internal process in place (as
CFPB does) will be imperative for high quality of performance to continue.

Feedback from External Stakeholders

Melanie Pustay, Director of the Office of Information Policy (OIP), U.S. Department of Justice

The CFPB’s policy towards FOIA was “impressive”, including its initiative when requesting a
meeting with OIP to discuss the set up of its FOIA office. The request was “notable,” particularly
because of how quick the inquiry was. Also impressive was the amount of thought CFPB
representatives demonstrated throughout our discussion about FOIA. When the meeting ended, it was
clear CFPB had thought of everything and that there were “no gaps.”

Particularly impressive was CFPB’s enthusiasm for structuring an internal FOIA system that has the
ability to take advantage of e-Discovery. A new technology, e-Discovery will bring instrumental
change to the FOIA world as it will further facilitate document searches, and will de-duplicate
documents electronically. Utilizing e-Discovery is a completely new idea, and the fact that CFPB was
already thinking about its advantages and utilization demonstrated that the CFPB was “thinking
outside the box.”

It is very possible that CFPB’s attitudes towards and processes around FOIA could become the
industry standard. As a new bureau opening its doors in the computer-age, CFPB has the unique
opportunity to launch a system without the burden of trying to overhaul an entrenched, paper-based
system. As CFPB continues to implement its eFOIA program, it will be one of the few agencies truly
taking advantage of new technologies in this area.

Melanie Pustay is the Director of the Olffice of Information Policy (OIP) at the U.S. Department of
Justice (DOJ). OIP is the lead FOIA office for all of the federal government serving 97 different
agencies, it disseminates the legal requirements around FOIA to those agencies and provides counsel
on how to follow the Attorney General’s FOIA guidelines.
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Travis Plunkett, Legislative Director, Consumer Federation of America

“It seems to have been a priority” for CFPB to engage with the financial industry, consumer and
industry groups, and the public. CFPB has made an effort to be a transparent bureau, and in that
sense, they “look to be functioning differently than most federal regulators.” Of particular note are the
CFPB website and initial rulemaking efforts, which seem to be functioning in a more transparent
manner.

CFPB has tried to draw in audiences that are not typically involved in the rulemaking process, and has
encouraged early input from these groups. CFPB began the process far ahead of its deadline and made
a concerted effort to engage industry and consumer groups to get their thoughts. In the case of
mortgage disclosure forms (i.e., Know Before You Owe), “I like the way they are reaching out to the
public to see how [the revised documents] actually work.” The whole process of working with the
public and interested parties is more open “and at least initially, more promising” in terms of engaging
the public. The CFPB’s website, is like “no other federal government website I’ve seen,” as are the
reports on credit scores and remittances the CFPB issued. Both reports are “well done,” and it is
refreshing that financial jargon is not used, particularly because they are aimed at reaching a general
consumer audience.

Though the CFPB is still new, very soon it will need to move beyond the general categories of issues
it is discussing and start addressing specific issues they have identified as important, based on
discussions with industry, consumer and public discussions. Also, regardless of the political climate,
CFPB needs to continue to focus on what it can do—not what it can’t do—because it still has a great
deal of authority even without a Director in place.

Travis Plunkett is the Legislative Director for the Consumer Federation of America.

Select Members of the Press

The following is a compilation of “not-for-attribution” conversations had with several members of the
press about the CFPB regarding its efforts around communications and transparency.

While most consumers don’t follow the actions of federal agencies, the CFPB has a unique mandate
in that it is a consumer-oriented bureau. Given that, the expectations related to reaching the public are
different, and the CFPB’s name recognition among consumers is still very limited. Considering the
age of the bureau and its limited staff, CFPB has done a good of job getting the message out regarding
its mission and how it intends to serve the public interest. Its message is very proactive and consistent,
and it invites the public to participate and provide information. The CFPB’s website is good, easy to
navigate and consumer friendly.

CFPB has fully embraced transparency, as evidenced by its near-real-time posting of schedules for
senior officials on the CFPB website, with few redactions. As compared to other federal agencies,
CFPB is more proactive in this area. CFPB has also been very public about meetings it has held with
industry and consumer groups, and on FOIA requests, it has been very responsive. Too often, CFPB
and other federal agencies provide interviews on background (i.e., the reporter cannot use any quotes
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from the discussion in his/her reporting), then provide written quotes after the interview. This occurs
even when the discussion topic does not warrant such an approach.

The Dodd-Frank Act—and by extension, CFPB—has been a subject of great debate in Washington.
As such, it is important for the Bureau to be transparent and avoid major missteps. CFPB is still in the
process of collecting data so it remains to be seen how it will utilize the information it gathers to aid its
regulatory function, but if it continues the trend it has established so far, the bureau will be successful.

Case Studies
The following case studies are summaries of actions within the CFPB that we felt warranted special
recognition as practices that demonstrate how the CFPB works to fulfill its mandate. They are based

on conversations with staff and verified in documents provided.

Community Affairs

Situation: Congress charged the CFPB with addressing issues that are most fundamental to
consumers’ everyday lives. The challenges the CFPB faced include determining how best to reach
consumers to understand what issues are most important to them and how to create a feedback loop
between the bureau and consumers.

Action: CFPB developed a working relationship with the advocacy group Americans for Financial
Reform (AFR) that included regular communications, meetings and joint efforts. The CFPB worked
with AFR to understand key issues and held regular forums with subject matter experts to discuss
those key issues. Additionally, CFPB worked directly with AFR to identify grassroots organizations
on the ground that could serve as conduits for the delivery of CFPB’s financial services.

Results: Through the working relationship with AFR, the CFPB was able to create a conduit to
consumers and a feedback loop between itself and consumers. CFPB has met with numerous AFR
working groups on topics including consumer response, new media, research and data collection, and
mortgages. Doing so has provided invaluable resources, data and assistance, particularly leading up to
the establishment of CFPB’s own consumer response system. Regular meetings with AFR working
groups allows CFPB subject matter experts to have access to external sources of information that
become part of internal discussions across the bureau.

Small Business, Community Banks & Credit Unions

Situation: When CFPB began its work, the bureau recognized the need to develop a feedback loop
between itself and the institutions it would supervise and provide rules for (i.e., large banks and
community banks and credit unions, respectively). The challenge was not necessarily getting CFPB’s
voice to the institutions, but rather creating a way to hear from them.

Action: CFPB recognized the difficulty associated with trying to engage each and every community
bank and consumer union across the country. CFPB made the decision that in addition to direct
outreach, it would work through trade associations. One such association was the Independent
Community Bankers of America (ICBA).

75



Independent Performance Audit of CFPB Operations and Budget October 15, 2011

Results: Through its relationship with trade associations like ICBA, CFPB was able to receive
consistent flows of information on community banks’ feelings on current and future CFPB initiatives.
CFPB’s relationship with ICBA also helped it reach its ambitious goal of meeting with community
bankers from all 50 states in less than a year.
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Independent Performance Audit of CFPB Operations and Budget October 15, 2011

Section 6: Budget

6.1 Scope of Audit

This section establishes the scope of our performance audit in the Budget area. The purpose of this
assessment was to evaluate the CFPB’s budgeting processes and their strategic use of the budget, and
to make recommendations on how these practices could be more effective and efficient for the
organization. In order to evaluate CFPB’s performance, we examined the extent to which the bureau
has: (1) complied with relevant laws and regulations; (2) achieved organizational goals and objectives;
and (3) aligned with performance standards and best practices.

In order to evaluate CFPB’s performance against relevant laws and regulations, we examined the
extent to which the bureau has complied with applicable sections of the Dodd-Frank Act, as amended
by the Full-Year Continuing Appropriations Act of 2011. In particular, we focused on the following
areas:

e Applicable language under Title X of the Dodd-Frank Act in order to understand the
mechanism by which CFPB requests funding from and is funded by the Board of Governors
of the Federal Reserve System

e CFPB’s budget formulation and operations planning process including the parties involved;
the processes, methods and tools being used; and the timing of budgeting processes

e CFPB’s budget execution process including the tracking and reporting of commitments and
outlays as well as the related set of reporting responsibilities

e (CFPB’s financial management systems, the preparation of the bureau financial statements and
related assertion as to the effectiveness of internal controls, and planned financial audit of the
bureau by the GAO

In order to assess achievement of organizational goals, we held a series of meetings with CFPB
officials in the Office of the Chief Operating Officer and the Office of the Chief Financial Officer. In
addition, we reviewed documents provided by CFPB related to strategic and operational planning,
budget formulation and execution, budgeting policies and procedures, contractual agreements, funding
requests of and transfers from the Federal Reserve, and expenditure analysis. We also evaluated
whether CFPB budget execution activities provide effective and timely communication to appropriate
parties within CFPB management and the public.

With respect to performance standards and best practices for budgeting, financial management and
performance management, we principally referenced the guidance in OMB Circular A-11
Preparation, Submission, and Execution of the Budget; OMB Circular A-136, Financial Reporting
Requirements; and OMB Circular A-123, Management’s Responsibility for Internal Control. We also
referenced the Government Performance and Results Act (GPRA) Modernization Act of 2010 (Public
Law 111-352 or GPRA-MA). While it has not been established that all of these standards apply to the
CFPB, they are instructive as examples of federal budgeting standards.
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Finally, taking into consideration the early stage in the evolution of CFPB, we gathered information
from budget formulation and execution officials at two relevant organizations: (1) the Office of the
Comptroller of the Currency (OCC); and (2) the Federal Deposit Insurance Corporation (FDIC). We
also contacted the Administrative Resource Center of the Bureau of the Public Debt to arrange a
demonstration of their budget formulation and performance management solution. Our objective was
to gather experiences, ideas, and recommendations from these agencies to offer to CFPB to further
refine and improve its budgeting processes.

6.2 Evaluation Criteria

The purpose of this section is to describe the evaluation criteria for this review area (associated
findings and recommendations are presented in Section 6.3). As with other areas of performance, our
audit focuses on three sets of criteria: (1) compliance with legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks.

6.2.1 Compliance with the Law

The bullets below describe specific provisions of the Dodd-Frank Act that establish requirements
and/or evaluation criteria in the Budget area.

e Sections 1017(a)(1) and (3) of the Dodd-Frank Act specify the process by which the bureau
requests funding from the Board of Governors based on amounts determined by the Director
to be reasonably necessary to carry out the authorities of the bureau.

e Section 1017(a)(2) of the Dodd-Frank Act specifies the annual funding cap for the bureau
amounting to a fixed percentage of the total operating expenses of the Federal Reserve
System. Further, this section specifies that the funds derived from the Federal Reserve System
shall not be subject to review by the Committees on Appropriations of the House of
Representatives and the Senate.

e Section 1017(a)(4) of the Dodd-Frank Act requires CFPB to provide OMB with copies of
the bureau’s financial operating plans and forecasts as well as copies of the quarterly reports of
the financial condition and results of operations of the bureau. CFPB is required to prepare
annual financial statements; implement and maintain financial management systems that
comply substantially with Federal financial management systems requirements and applicable
Federal accounting standards; and provide to the Comptroller General of the United States an
assertion as to the effectiveness of the internal controls that apply to financial reporting by the
bureau, using the standards established in section 3512(c) of title 31, United States Code. The
CFPB financial statements shall not be consolidated with the financial statements of either the
Board of Governors or the Federal Reserve System.

e Section 1017(a)(5) of the Dodd-Frank Act specifies the Comptroller General shall annually
audit the financial transactions of the bureau in accordance with the United States generally
accepted government auditing standards and submit to the Congress a report of each annual
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audit conducted under this subsection. A copy of each audit report shall also be furnished to
the President and to the bureau at the time submitted to the Congress.

e Section 1017(b) of the Dodd-Frank Act requires the Federal Reserve to establish a separate
CFPB fund—maintained and established at a Federal Reserve bank—where all amounts
transferred to the bureau shall be deposited.

e Section 1017(e) of the Dodd-Frank Act authorizes the bureau Director to determine whether
the funds set aside from the Federal Reserve System are sufficient to carry out the authorities
of the bureau. If'it is determined that the funds are insufficient, the Director shall prepare a
report regarding the extent to which the funding needs are anticipated to exceed the funded
amount. Based on this report, the bureau may request appropriations up to $200 million per
year for fiscal years 2012 through 2014.

6.2.2  Achievement of Organizational Goals

In order to assess achievement of organizational goals, we evaluated the progress that CFPB has made
towards measurable goals that are documented in CFPB planning artifacts. The bullets below
describe the specific organizational goals that are included in our analysis. In additional to our
experiences with other comparable organizations, these goals were informed by our industry
experiences, as well as case studies presented in GAO-03-669: Results-Oriented Cultures,
Implementation Steps to Assist Mergers and Organizational Transformations (July 2003) and the
Booz, Allen, Hamilton report to Treasury: Research & Analysis: Organizational Stand-ups Lessons
Learned and Key Insights (May 2010).

e Budget formulation and execution documentation reflects the overall organizational strategy.

Budget organization is set up to effectively meet the goals of CFPB.
e Budget is formulated in a structured, comprehensive and useful manner.

e Budget execution provides effective and timely communication to appropriate parties within
CFPB management and the public.

e Budget formulation and execution tools and reporting methods effectively support the needs
of CFPB.

6.2.3  Alignment with Performance Standards and Best Practices

In order to assess achievement of performance standards and best practices, we evaluated the progress
CFPB has made against two principal reference bases: (1) relevant OMB Circulars and Acts
pertaining to budgeting, financial and performance management; and (2) other relevant U.S. federal
agencies that have unique funding mechanisms and missions similar to that of CFPB.
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Relevant OMB Circulars and Acts

With respect to government wide budgeting, financial and performance management standards, we
referenced OMB Circular A-11 Preparation, Submission, and Execution of the Budget; OMB Circular
A-136, Financial Reporting Requirements; and OMB Circular A-123, Management’s Responsibility
for Internal Control. We also referenced the Government Performance and Results Act (GPRA)
Modernization Act of 2010 (Public Law 111-352 or GPRA-MA or the “Acts”).

e  OMB Circular A-11 maps out the basic budget policies that need to be followed and
applicable laws, as well as the apportionment process and reporting requirements.
Additionally, Circular A-11 provides a framework for strategic planning and performance
monitoring.

e OMB A-136 provides a reference for financial reporting guidance to Executive Branch
departments, agencies, and entities required to submit audited financial statements, interim
financial statements, and Performance and Accountability Reports.

e OMB A-123 provides guidance to Federal managers on improving the accountability and
effectiveness of Federal programs and operations by establishing, assessing, correcting, and
reporting on internal control.

¢  GPRA-MA creates a new government-wide planning and reporting framework and revises
agency planning and reporting responsibilities. These guidelines include refined content
requirements for strategic plans and priority goals, performance management plans, quarterly
progress reviews, and performance reporting.

CFPB is currently working to clarify and document the applicability of these Circulars and Acts to
CFPB operations. Meanwhile, the ASR team used these references as guiding principles and best
practices sources for CFPB to use as its operations are stood up and established. The bullets below
describe the specific performance standards that were included in our analysis.

e Strategic Planning and Performance Management’s Relationship to Resource
Allocation. We would expect evidence of progressive stages of strategic planning, as well as
incorporation of GPRA-MA concepts that outline high-level organizational priorities, annual
performance management plans, performance objectives and associated budget plans,
progress reviews, accountability assignments, and plans for transparent monitoring and
reporting.

¢ Fund Control Administration. We would expect written policies that outline protocols for
funding requests and transfers as well as procedural documentation related to internal control
activities.

e Budget Control / Execution and Reporting. We would expect documentation related to
funds management that clearly identifies how the organization tracks commitments and
obligations, along with identification of who within the organization is responsible for
committing and obligating funds and levels of approval required. We would also expect
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internal control procedural documentation related to budget control / execution and reporting
activities.

Budgeting Processes for Relevant U.S. Federal Agencies

With respect to other relevant U.S. federal agencies with missions similar to CFPB’s and non-
appropriated funding, we used outreach discussions with FDIC and OCC to gather information related
to their current budget formulation processes and practices and how these might apply to CFPB. In
addition, we contacted the Administrative Resource Center of the Bureau of the Public Debt to
arrange a demonstration of the Budget Formulation & Execution Manager (BFEM) solution currently
offered for budgeting and performance management automation. Our objective was to learn from the
experiences, ideas, and recommendations of these agencies, so that CFPB might further define and
improve its budgeting process.

6.3 Findings and Recommendations

In this section, we present key findings and recommendations for each of the three sets of criteria
included in the performance audit: (1) compliance with the legal requirements; (2) achievement of
organizational goals; and (3) alignment with performance standards, best practices, and/or
benchmarks. The supporting tables referenced throughout this section are presented at the end of the
section.

63.1 Compliance with Legal Requirements

Table 28 presents our assessment of the CFPB’s compliance with legal requirements. Each row in
this table corresponds to a specific legal requirement. For each requirement, we describe the progress
that the bureau has demonstrated to date, along with any recommendations for future action. As
documented in Table 28, all relevant budgeting requirements under Title X of the Dodd-Frank
Act have been addressed by the bureau and we offer no specific recommendations. Overall, we
found that CFPB practices are documented and consistently performed. The bullets below summarize
the demonstrated performance that emerged from our analysis.

e CFPB funding requests and transfers are under the funding cap. Quarterly funding
transfers have been prepared and presented to the Federal Reserve. CFPB funding for FY
2010 and 2011 was approximately 3.6% of the 2009 operating budget of the Federal Reserve
System. The initial FY 2012 budget submitted to OMB (and included in the President’s
Budget) was approximately 6.6% of the 2009 operating budget of the Federal Reserve
System. In all cases, these funding requests are substantially below the funding caps defined
by Dodd-Frank Section 1017(a)(2).

e CFPB has no plans for appropriations requests. CFPB funding through the Federal
Reserve is not subject to the traditional formulation and review of the Congressional
appropriations process. However, should the bureau Director determine a need for
appropriated funds, he/she may prepare a report that illustrates how funding needs exceed
those dollars that are set aside from the Federal Reserve System as specified under Dodd-
Frank Section 1017(e). Such appropriations cannot exceed $200 million per year for the fiscal
years 2010 through 2014. CFPB did not request an appropriation in either FY 2011 or 2012.
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6.3.2

CFPB has met the requirements to provide financial results to OMB. CFPB has provided
copies of its financial operating plans as well as budget execution reports to OMB. CFPB
plans to provide its annual financial statements to OMB on or about November 15.

CFPB’s internal controls testing and the GAO financial audit are underway. CFPB has
hired an Internal Control over Financial Reporting (ICFR) contractor to perform a risk
assessment, develop test plans, and provide CFPB management with test results. CFPB plans
to provide an Assertion of Internal Controls for FY 2011. Further, as required under Dodd-
Frank Section 1017(a)(5), an engagement letter has been executed with GAO to conduct an
independent financial statement audit for CFPB for FY 2011.

CFPB leverages the BPD Administrative Resource Center for financial management
processing. CFPB financial management systems are centrally hosted by the BPD
Administrative Resource Center, which meets the requirements under Dodd-Frank Section
1017(a)(4)(C).

Achievement of Organizational Goals

Table 29 presents our assessment of the CFPB’s achievement of organizational goals. Each row in
this table corresponds to a specific organizational goal. For each goal, we describe the expected
progress we believe CFPB should have made during the bureau’s stand-up implementation and since
the transfer date, the progress that the bureau has demonstrated to date, along with recommendations
for future action. The bullets below highlight our key findings and recommendations

CFPB should complete policy and procedural documentation. CFPB should continue its
work underway to more-fully document policies related to critical aspects of the Federal
Reserve funding request and transfer process. In addition, CFPB should continue to more-
fully document policies related to budget formulation and execution / commitment control.
Supplemental documentation should be developed to define detailed funding and budgetary
procedures, roles and responsibilities, and performance management and monitoring practices.

CFPB should build a staffing plan for the budget organization. CFPB has been hiring
additional budget staff over the past several months. As the bureau continues to expand its
operations, we encourage the bureau to continue to reach out to other comparable U.S. federal
agencies with unique funding mechanisms and missions similar to that of CFPB (e.g., FDIC
and OCC) to garner ideas and recommendations for the structure and staffing levels of the
budgeting operations.

CFPB should continue to expand transparency of funding and expenditures. As the
CFPB grows, we expect the bureau will continue to expand the amount of information
available to the public (e.g., operational plans, funding levels, expenditures, financial
performance management against bureau priorities, and the like).

CFPB should increase automation of budget formulation and performance
management. As is expected, much of CFPB’s budget formulation process is manual and
leverages spreadsheets — some of which are quite large and complex. CFPB should continue
comparative analysis with other similar agencies to evaluate options for enhanced budget
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formulation and performance management automation. Where possible, we recommend
leveraging pre-existing solutions to best serve the bureau at this stage of its evolution versus
developing a bureau-specific solution.

6.3.3  Alignment with Performance Standards and Best Practices

Table 30 presents our assessment of the CFPB’s alignment with performance standards and best
practices adapted from respective components of OMB Circulars A-11, A-136 and A-123 as well as
GPRA-MA. For each aspect of performance, we provide the following information: (1) a rating of
CFPB’s performance to date, using a stoplight scale (i.e., Red, Yellow or Green); (2) a summary of
demonstrated performance; (3) the priority of future progress in this area, based on the importance of
the performance area for a start-up organization; and (4) recommendations for future action. The
bullets below highlight our key findings and recommendations.

e CFPB should continue to clarify and document the applicability of budget-related
Circulars and Acts. CFPB continues its efforts to clarify and document the applicability to
CFPB operations of various budgeting and performance management Circulars and Acts.
CFPB has already adopted and will continue to integrate into its operations the principles and
concepts contained within the relevant Circulars and Acts and the bureau will implement,
where possible, best practice components. We support the bureau’s plans to both document
and implement all applicable standards and best practices.

e CFPB should incorporate “outcome” objectives in strategic planning. We understand
that bureau-wide strategic plans are under development within CFPB. While this performance
audit did not evaluate the progress nor content of the current draft plans, we encourage
CFPB’s progressive stages of strategic planning to incorporate GPRA-MA concepts outlining
high-level organizational priorities, “outcome” objectives, annual performance management
plans, relationship to funding and budgetary plans, progress review plans, accountability
assignments, and plans for transparent monitoring and reporting.

e CFPB should load its budget at a divisional level. Starting with the FY 2013 President’s
Budget (currently being formulated) and the FY 2012 Operations Plan for CFPB, the bureau
plans to construct its budget on a bottom-up basis by cost center. For the FY 2012 Operations
Plan, CFPB plans to load its budget in its financial management system on a divisional basis
for enhanced execution and control. We support the bureau’s plan to begin loading the budget
at a divisional level in FY 2012 for more effective management, control and accountability.
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Table 31 presents list of considerations for CFPB compiled from our outreach with the Department of
the Treasury — BPD — Administrative Resource Center as well as two comparable U.S. federal
agencies with unique funding mechanisms and missions similar to that of CFPB (i.e., FDIC and
OCC). These collective experiences, ideas, and recommendations are provided such that CFPB can
further define and improve its budgeting process while it evolves as a bureau.

Table 31: Best Practices Considerations from Agency Outreach
Best Practices Considerations for CFPB as Organizational and Budget Processes Evolve

Multi-Year Budgeting:

e Inadditional to the two-year budget formulation process (i.e., one year forward for the Operating Plan and two years forward for
the President's Budget), at least one agency recommended that CFPB implement a multiple-year investment planning process
especially for significant capital expenditures that might have longer funding requirements.

Budget Formulation:

e  Two reference agencies strongly suggested that CFPB consider using a predominantly top-down approach to budget formulation.
In the case of one agency which has used this method for at least 5 years and without any bottom-up budget calls, they
discouraged the use of any extensive bottom-up approach.

o  While appreciative of the start-up operations for CFPB, a reference agency strongly encouraged the use of extensive budget
expenditure research and comprehensive analysis prior to laying down an initial baseline budget each year. This agency found
historical expenditures to be a strong predictor of future budgetary needs.

o Areference agency recommended leveraging a centralized budget staffing model with a core team of budget analysts at
headquarters along with at least one resource overseeing the agency’s performance management and review plans (e.g., GPRA-
MA or a comparable program). Thereafter, each major departmental or division would have embedded budget analyst(s) -
depending on size — which closely coordinated their work with that of the headquarters staff.

o Areference agency recommended the use of budget “self-discipline” suggesting flattening or bringing the budget down in times of
decreasing enforcement or oversight actions. This agency added this was especially relevant in their case where their funding
was principally from risk-based insurance premiums levied on related entities.

Budget Execution and Performance Management

o  Areference agency recommended as a best practice extensive quarterly expenditure and performance measurement analysis
reviewed against goals. This agency also performs a mid-year true-up of the budget, where necessary. Close monitoring of the
budget execution results are made to make sure there is no “gaming” taking place.

o This same agency has a relatively extensive performance-based pay program linked to “corporate” goals of the agency.

o  Areference agency suggested that, where possible, the formulated budget and agency performance measures (e.g., GPRA-MA
or a comparable program) be approved at the same time to drive tighter alignment and integration.
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Best Practices Considerations for CFPB as Organizational and Budget Processes Evolve

Budgeting and Performance Management Technology

o Areference agency currently using spreadsheets for budget formulation recommended strong version control and historical
archiving practices to avoid issues cropping up during the iterative cycles of formulation. Use of structured file naming
conventions was a critical solution for this agency in lieu of a more sophisticated budget formulation solution.

o  This same agency commented that access to historic data was extremely helpful for accurate and effective budget formulation (in
their case, they had access to an extensive financial and operational data warehouse for budget research and analysis). This
agency found historical expenditures to be a strong predictor of future budgetary needs.

o  Another reference agency found the implementation of a budget formulation and execution software solution helpful to manage
workflow needs and address version control requirements.
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Appendix A: List of CFPB Officials who Provided Input

Operational Area CFPB Officials who Provided Input to this Audit

Eben Darling, Team Lead, CHCO Operations

Marilyn Dickman, Duputy Chief Human Capital Officer

Dennis Slagter, Chief Human Capital Officer (CHCO)

Mary Tamberrino, Team Lead, Workforce Planning & Strategic Initiatives, CHCO
Sartaj Alag — Assistant Director, Consumer Response

Darian Dorsey — Data/Analysis Lead

Andrew Fay — Investigations Manager

Cordelia Holmes — Manager, Intake

Chris Johnson — Acting Section Chief, QA/Intake

Steve Kirchgraber — Investigations Manager

Christi Monk — Quality Analyst

Scott Pluta — Attorney Advisor, Consumer Response

Deb Reilly — Former Implementation Team Lead, Consumer Response
Cathaleen Skinner — Attorney Advisor

Julie Vanderslice — Investigations Manager

LaShaun Warren — Product Development Manager

David Forrest — Chief Technology Officer

Rachael Goldfarb — Acting Deputy CTO, Technology & Innovation
Neeraj Gupta — Project Manager, Technology & Innovation Team
Information Ori Lev — Deputy Assistant Director for Enforcement Litigation
Technology Joanna Pearl — Enforcement Attorney

Nellisha Ramdass — Project Manager, Technology & Innovation Team
Chris Willey — Chief Information Security Officer

Mike Witt — Chief Information Security Officer

Flavio Cumpiano — Congressional Liaison

David DuBois — Deputy Director, Office of Servicemember Affairs
Leandra English — Senior Advisor, External Affairs

David Forrest — Chief Technology Officer

Gail Hillebrand — Associate Director, Consumer Education and Engagement
Communications and | Jen Howard — Acting Assistant Director, Media Relations
Transparency Peter Jackson — Acting Assistant Director, Office of Engagement
Zixta Martinez — Assistant Director, Community Affairs

Martin Michalosky — FOIA Manager

Jeff Reilly — Executive Secretary

Chris Willey — Chief Information Officer

Mike Witt — Chief Information Security Officer

Ed Bustillo — Budget Analyst

Judith Ochs — Program Analyst

Victor Prince — Deputy Chief Operating Officer

Jack Roziner — Audit and Internal Controls Manager

Freddy Velez — Acting Chief Financial Officer

Brian Winseck — Budget Analyst

Human Capital and
Organizational
Development

Consumer Response

Budget
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Appendix B: List of Acronyms

AAR After Action Reviews

ACSI American Customer Satisfaction Index

AFR Americans for Financial Reform

ASR ASR Analytics, LLC

ATO Authority to Operate

B2B Business to Business

B2C Business to Consumer

BFEM Budget Formulation & Execution Manager

BPD Bureau of Public Debt

CAB Consumer Advisory Board

CFO Chief Financial Officer

CFPB Consumer Financial Protection Bureau

CHCO Chief Human Capital Officer

ClO Chief Information Officer

CIPSEA Confidential Information Protection and Statistical Efficiency Act
CIS Consumer Information System

CIsO Chief Information Security Officer

COOP Continuity of Operations Plan

CR Consumer Response

CTO Chief Technology Officer

DOJ Department of Justice

ECQ Executive Core Qualification

EVM Earned Value Management

FASA Federal Acquisition Streamlining Act

FDIC Federal Deposit Insurance Corporation

FFATA Federal Funding and Accountability Transparency Act
FHFA Federal Housing Finance Agency

FIRREA Financial Institutions Reform Recovery and Enforcement Act
FISMA Federal Information Security Management Act

FITD Federal Information Technology Dashboard

FOIA Freedom of Information Act

GAGAS Generally Accepted Government Auditing Standards

GAO Government Accountability Office

GPRA Government Performance and Results Act

GPRA-MA Government Performance and Results Act Modernization Act
HCAAF Human Capital Assessment and Accountability Framework
HCMR Human Capital Management Report

HCPP Human Capital Program Plan

HR Human Resources
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ICBA Independent Community Bankers of America
ICFR Internal Control over Financial Reporting
IRB Investment Review Board

IT Information Technology

ITIM Information Technology Investment Management
IVR Interactive Voice Response

LAN Local Area Network

MOU Memorandum of Understanding

NFC National Finance Center

OCC Office of the Comptroller of the Currency
OFE Office of Financial Education

OIP Office of Information Policy

OPM Office of Personnel Management

OSA Office of Servicemember Affairs

Pl Personally Identifiable Information

PIR Post Implementation Review

PMO Program Management Office

POV Point of View

PRA Paperwork Reduction Act

SHCP Strategic Human Capital Plan

SORN System of Record Notices

WAN Wide Area Network
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Appendix C: Audit Team

Dr. Peter Arena served as co-lead evaluator for Information Technology. Dr. Arena is a
Founding Principal of ASR Analytics and has more than 15 years of experience in
information technology, program evaluation, data management, and applied econometric
modeling. He has held leadership positions with major global consultancies, and is a
published expert in the fields of business intelligence and application development. For
the past 10 years, Dr. Arena has led a broad range of analytic studies, involving large-scale
data collection, database design and integration, application development, and relational
database management. He has also led large-scale evaluations of operational performance
for the Department of Commerce, the Department of the Interior, and the Department of
Defense.

Edward Hau served as co-lead evaluator for Budget Formulation and Execution. Mr.
Hau, a Director with RSM McGladrey, has more than 23 years of global consulting
experience, focused on regulatory consulting, operations, and technology risk
management. He has led or managed over 40 SOX / OMB A-123 and internal audit
engagements in both the commercial and public sector with a focus on IT audit readiness,
risk assessment, and controls evaluation. Mr. Hau also has deep expertise in the delivery
of OMB A-123, Appendix A, business process reengineering, and Federal financial
management transformation services, and has helped clients yield clean opinions related to
Internal Controls over Financial Reporting (ICFR).

Michele Lebar served as lead evaluator for Human Capital and Organizational
Development. Ms. Lebar has more than 20 years of experience in organizational
development and change management consulting, including leadership/talent
development/coaching, succession planning, and performance management. Ms. Lebar’s
experience includes work with a variety of private sector industries, as well as extensive
work with the Federal Government. Her recent work has included the design of a
succession management training program for the Internal Revenue Service and the design
of an organization development program for the Washington Metro Area Transit
Authority. She holds a M.S. in Organizational Development from Johns Hopkins
University.

Edward Merrill served as co-lead evaluator for Information Technology. Mr. Merrill, a
Director with ASR Analytics, has more than 30 years of technical and program
management experience in the federal government and commercial markets, specializing
in IT strategic planning, ERP enhancement/integration, and infrastructure initiatives. He
has managed business units and contracts in CMMI Level 3 and ISO 9000 environments,
and has successfully managed multiple projects for software engineering, portal
development, content management, ERP enhancement, and information assurance. Mr.
Merrill has developed IT portfolio management and Software Development Life Cycle
(SDLC) methodologies for large-scale program management offices, and has performed
Independent Project Oversight (IPO) and IV&V engagements for both commercial and
government organizations.

Sarah Sheehan served as co-lead evaluator for Budget Formulation and Execution. Ms.
Sheehan, a Manager with RSM McGladrey, has more than 12 years of experience in public
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sector financial consulting. Her recent work has involved leading “transition team”
projects for the incoming President of Cook County, IL and the incoming Mayor of
Chicago — with responsibility for streamlining budgeting and funding processes. Prior to
joining McGladrey, Sarah served in the Governor’s office of the State of Illinois, where
she managed the State’s American Recovery and Reinvestment Act program, with
responsibility for $14 billion in ARRA money. Previously she worked in Deloitte
Consulting’s public sector practice, where she specialized in budgeting, financial
management and process redesign. Sarah has also worked at the City of Chicago’s
Department of Public Health as the Assistant Commissioner of Finance, managing the
department’s budget and more closely aligning its financial and contractual processes.

Michael Stavrianos served as Project Manager for this performance audit. Mr.
Stavrianos, a Founding Principal of ASR Analytics, has nearly 20 years of professional
experience in the fields of project management, program evaluation, and requirements
management. Over the past 12 years, he has managed a broad range of analytic consulting
engagements for the Internal Revenue Service (IRS), including 4 years leading the
development of business rules and requirements for various Business Systems
Modernization programs. He has also led recent, large scale evaluations of operational
performance for both the IRS and the Department of Defense. In addition, he has designed
and administered customer surveys for numerous Federal agencies, and he has served as a
subject matter expert on several analytical projects for the IRS. He has been credentialed as
a Project Management Professional (PMP) by the Project Management Institute.

Melissa Toledo served as lead evaluator for Consumer Response. Ms. Toledo is a Senior
Director of Research and Strategy with RSM McGladrey, with more than 14 years of
professional experience including strategic planning, business analysis, program
management, systems implementations, and market research. Her expertise in business
planning and strategy implementation has achieved profound impacts on corporate
efficiency and productivity. Ms. Toledo built and manages a department that uses market
intelligence to better serve clients, improve competitive differentiation and maximize
growth. She was instrumental in the development of the firm’s first client loyalty
measurement system and has also established several firm-wide performance initiatives
that have resulted in significant improvements in client-experience ratings.

Tucker Warren served as lead evaluator for Communications and Transparency. Mr.
Warren, a Managing Director with Hamilton Place Strategies, is a strategic
communications professional with more than a decade of experience designing,
implementing and managing small and large-scale campaigns for both the public and
private sector. Most recently, he directed communications for the Financial Crisis Inquiry
Commission — established by Congress to examine the causes of the financial and
economic crisis. He served as the day-to-day spokesperson, developed the overall
communications strategy, prepared commissioners for press conferences and hearings and
handled the release of the Commission’s final report. Prior to this, Mr. Warren provided
crisis communications counsel, conducted audits of internal and external communications
programs, and evaluated long-term communications strategies for Edelman public
relations. His clients included a top-tier multinational banking corporation, a multi-billion
dollar government agency, and a prestigious Ivy League university.
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